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Foreword

Twenty years ago, when FastPassCorp built its first self-service password reset product, we did so because
a single, unglamorous number kept surfacing in every customer conversation: roughly one in four calls

to an enterprise IT help desk was about a forgotten password. That figure held remarkably steady across
industries and geographies. What varied was how much pain each company was prepared to tolerate
before doing something about it.

| did not expect, in 2005, that | would still be thinking about the same problem in 2026. And yet here we
are — and the problem is, in an important sense, still the same. The credentials have changed. The attack
methods have changed. But the essential question a service desk agent faces at 9:14 in the morning has
not changed at all: is the person on the other end of this line who they claim to be, or is he trying to steal a
user’s identity?

This paper is my attempt to describe, honestly and without vendor gloss, what the passwordless transition
means for that question. | have written it because a recent conversation with the identity architect at a large
multinational company — a business that is actively moving to passwordless and has flagged the service
desk as a specific CISO-sponsored initiative — clarified something | had understood for some time. The
industry has spent nearly a decade telling itself that removing passwords would remove the credential-
verification problem. It has not. It has changed the failure modes, in some cases quite dramatically, but the
fundamental problem is still there.

If you lead identity, security, or help desk operations at a large organization, this document is written for
you. It is intended to be useful whether or not you ever become a FastPass customer.

— Finn Jensen
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Executive Summary

It is an ordinary Tuesday morning, and somewhere in the organisation an employee cannot start work. Not
because anything was lost or stolen or breached, but because the reader will not read a grazed finger and
the phone that could have approved the sign-in is sitting at home. Multiply that morning across a workforce
and you have the quiet central fact of the passwordless transition: the credential is now a physical thing,
and physical things are forgotten, drained, damaged, and left behind every single day. Someone has to let
those people back in — safely — and that, not authentication, is the problem this paper is about.

Passwordless authentication is real, it is here, and it is a genuine advance. Cryptographic credentials —
passkeys, FIDO2 tokens, Windows Hello for Business, device-bound biometrics — eliminate an entire class
of attack that has plagued enterprise security for two decades. This is not disputed.

What is under-discussed is a second, quieter fact: passwordless does not eliminate the service desk
verification problem. It transforms it. In the password era, the failure mode was that a user had forgotten
their password and the help desk had to decide whether to trust them. In the passwordless era, the failure
mode is that a user has lost, broken, replaced, or forgotten the device holding their credential, and the
help desk still has to decide whether to trust them. The mechanics of the trust decision are identical. The
person on the phone still has to be verified using something other than the primary credential — because
by definition, the primary credential is what is missing.

Attackers understand this. Scattered Spider and its affiliated groups have built a criminal industry around
exactly this insight, extracting hundreds of millions of dollars from organisations including MGM Resorts,

Clorox, Marks & Spencer, Co-op, and Jaguar Land Rover, primarily by calling the help desk and asking to
have credentials reset. Passwordless adoption at these victims would not, on its own, have blocked the
attacks. The attack surface was the recovery workflow, not the authentication workflow.

As of July 2026, this problem is on a clock. Microsoft’s decision to make passkeys the default in Entra

ID from 1 September 2026, and to retire Microsoft-provided SMS and voice authentication entirely on

1 February 2027, has compressed the passwordless transition into roughly six months for the tens of
thousands of enterprises that run on Entra. Given the pattern of attacker behaviour documented above,
Q4 2026 and Q1 2027 should be expected to bring both elevated recovery volume and elevated attacker
interest — an unfavourable combination for any organisation that has not yet hardened its verification
workflow.

This paper argues that identity verification for the “no primary credential” case must be designed as a
first-class discipline, on par with authentication itself. It sets out the principles that make such verification
defensible, and offers a practical framework for identity leaders navigating the transition.
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Five ordinary mornings

Before the analysis, five ordinary mornings. None of these people has done anything wrong.

Maria is in her first week. HR has created her
account, her laptop is on the desk, and she
cannot do the one thing required to begin: sign
in. To register her passkey she must already be
signed in; to sign in she needs the passkey. She
calls the service desk. The agent has never met
her, she started yesterday, and everything she
can offer as proof — her name, her start date,
her manager’s name — is on an offer letter that,
for all the agent knows, someone else is also
holding.

On the production line, personal phones go into
a locker at the start of every shift — sensible
policy. The passkey is on the phone, in the
locker, on the far side of a door the operator is
not allowed to leave. The shared terminal in front
of him is asking for a credential he physically
cannot present without breaking the rule that
keeps the line safe.

Thomas, a sales director, has his phone lifted
from a jacket in an airport security queue

in another country. His passkey lived in
Authenticator on that phone. He has his laptop,
a customer meeting in three hours, and no way
to prove to a voice on a helpline that the person
now holding his phone is a thief and the person
on the call is him.

The simplest and most common. Anna’s
fingerprint reader will not read a plastered finger,
and the phone that could approve the sign-in is
on the kitchen table at home. Nothing has been
lost, stolen, or broken beyond a graze and some
bad luck — and she still cannot start work.

A managing director, twenty minutes before a
board call, on a new laptop the old passkey
never migrated to. He calls the service desk,
gives his name and title, and makes clear he
is senior and in a hurry. The agent has ninety
seconds to decide. This is the exact call an
attacker rehearses.

In four of these five, the caller is precisely who they say they are. In the fifth, the caller has the same script.
From the service desk’s chair they are indistinguishable — because the one thing that could tell them apart,
the credential, is the thing that is missing. That is the entire subject of this paper, in miniature.
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The twenty-year arc: how we got here

The mid-2000s enterprise password problem was well-characterised and quietly expensive. Industry
surveys of that era, corroborated by our own experience at FastPassCorp, consistently found that
password-related tickets represented between 20 and 25 per cent of all help desk volume — in line with
external data. At scale, this was not a minor annoyance. For a 20,000-user organisation with a well-run
internal help desk, password calls consumed the equivalent of several full-time analysts, an outsized share
of the training budget, and — critically — a disproportionate share of the security exposure.

That last point deserves emphasis. Password reset calls were not just expensive; they were dangerous.
The person calling to reset a password is, by definition, unable to authenticate. Whatever the help desk
agent does next relies entirely on the strength of the alternative verification method. In practice, that
method was usually a name, an employee ID, a date of birth, sometimes a manager’s name — data that
was already in the wild by the mid-2010s and is trivially available today from LinkedIn, breach data, or a
phone call to a switchboard.

© © O © ©

Password resets FIDO Alliance Gartner: adopt Gartner: passwords Passwordless
20-25% of tickets founded passwordless are less safe 2026 now mainstream
2013 Passwordless now

The industry response, over roughly the following fifteen years, was to try to remove the password entirely.
The FIDO Alliance, founded in 2013, built the technical foundations for phishing-resistant, cryptographically-
bound credentials. Microsoft, Apple, and Google converged on passkey support. Gartner, from 2018
onward, began publishing consistent guidance that IAM leaders should implement passwordless methods
wherever they were readily supported. In its 2024 research, Gartner put the argument bluntly: organisations
that continue to rely on passwords — even as part of multifactor authentication — are less safe than those
that have migrated to passwordless methods.

The vision was compelling and, in important respects, correct. Cryptographic credentials cannot be phished
in the classical sense. They cannot be reused across sites. They cannot be captured in a breach database.
Their private keys never leave the device. A well-implemented passkey deployment closes off entire
categories of attack that dominated the 2010s.

By 2026, the vision is broadly being implemented. FIDO Alliance data shows that roughly half of the top 100
consumer websites now offer passkeys — approximately double the previous year. Descope’s 2025 State
of Customer Identity survey found that 45 per cent of surveyed organisations had deployed passkeys in at
least one production application, with a further 27 per cent planning to do so within two years. Microsoft has
made new consumer accounts passwordless by default. Gartner’s 2026 strategic planning assumption is
that, by the end of 2026, passwordless authentication will be the default for workforce access across many
enterprises.

That is the arc. It is a real achievement. And it is only half the story.
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The passwordless reality in 2026

Two things are true simultaneously.

The first is that passwordless authentication, where it has been rolled out well, is delivering on the security
promise its advocates made. Cryptographic credentials bound to a device, verified with a local biometric, are
qualitatively harder to attack than passwords. Organisations that have completed rollouts report significant
reductions in classical credential-related incidents — phishing, credential stuffing, password spray, and the blast
radius of database compromises. This is a genuine security improvement, and it deserves to be recognised as
such.

The second is that passwordless does not eliminate credential-related help desk volume. It changes what the
tickets look like.

A quote that has been circulating in help desk management
circles captures the paradox neatly. A help desk manager,
writing on Reddit about his organisation’s transition to
passwordless, observed that although he had expected
password reset calls to disappear, roughly 40 per cent

of his current ticket volume is now related to smartphone PHISHING

problems — devices left at home, lost or damaged phones, GBREACH o7

batteries out of power, users struggling to enrol or migrate

credentials to new handsets, users who have replaced their OTHERS 17%

device and cannot log in. The credential technology had

changed. The lived experience frequency of “I cannot get Before passwordless  After passwordless

Figure 2. The composition of help-desk tickets changes
with passwordless. The total volume does not.

in” had not.

This is not an isolated anecdote. In the past year | have had this same conversation, with only minor variations,
with identity leaders at organisations across financial services, manufacturing, and hospitality.

In a recent discovery meeting with the enterprise identity architect at a large multinational company, the framing
was almost verbatim: “We are executing a passwordless transition, and we already know that during and after
that transition, more of our users will be calling the service desk, not fewer — at least in the short-to-medium
term.”

Why does this happen? Because passwordless credentials are, in almost all real deployments, bound to a
physical thing — usually a smartphone. Passkeys stored in Microsoft Authenticator on an iPhone are, for
verification purposes, an iPhone. When that iPhone is misplaced at home, dropped in a swimming pool,
replaced with a new model, out of battery on a Tuesday morning, or handed to a repair shop, the credential is
effectively gone for the duration. Something has to fill the gap.

Microsoft’s own documentation on passwordless deployment acknowledges the issue directly. Acommon
challenge in passwordless deployments, Microsoft writes, is the chicken-and-egg problem: a new user needs
to sign in to register their passwordless credential, but the organisation does not want to issue a password for
that first sign-in. Microsoft’s answer is the Temporary Access Pass (TAP), a time-limited credential issued by
an administrator to bootstrap or recover access. Temporary Access Passes are a sensible mechanism, but
they change nothing about the underlying verification problem. Someone still has to decide whether the person
requesting the pass is who they claim to be.

That someone, in most organisations, is a help desk agent.
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ON: MICROSOFT’S JULY 2026 ENTRA DECISION

The framing above — that passwordless transforms ! -
rather than eliminates the service desk problem — has
until recently been a matter of strategic judgement, with
organisations broadly free to set their own pace. As of
13 July 2026, that has changed. On that date, Microsoft
announced that passkeys will become the default
authentication method in Entra ID, and that Microsoft-
provided SMS and voice authentication will be retired
outright. The timeline is short and non-negotiable.

Passkeys become the default Organisations that must retain SMS or voice for regulatory
authentication experience in Entra ID. or business reasons can select and configure a third-party
Users currently enabled for SMS or telecom provider through the Microsoft Security Store.

voice are auto-enabled for passkeys
and prompted to register one at their
next MFA sign-in. Applies to self-

service password reset as well. Microsoft-provided native SMS and voice authentication is
retired. Passkey registration prompts become mandatory
across all tenants, with no opt-out. Users who have not
registered a passkey may experience sign-in disruption.
Three consequences follow directly.

First, the transition window is short. From the date this paper is written, an Entra-using enterprise has
approximately six weeks before its users begin receiving passkey nudges at every sign-in, and roughly six
months before the fallback methods are gone. That is not enough time to design, procure, and roll out a
hardened verification workflow if the work has not already started.

Second, self-service password reset flows that use SMS as the verification channel — still a common
configuration in mid-market and enterprise tenants — are directly affected. Every one of those flows has to
be reconsidered before September. This is precisely the recovery surface the rest of this paper is about.

Third, and most importantly, the transition window is itself an attack surface. Attackers reading Microsoft’s
announcement have, in effect, been handed a public schedule of when every large Entra tenant will be mid-
transition: users unfamiliar with the new method, help desks handling elevated volumes of “| cannot register
my passkey” and “| have lost the device that held my old credential” calls, and Temporary Access Passes
being issued at pace. The joint CISA/ NCSC / FBI advisory on Scattered Spider (AA23-320A) describes
exactly the tradecraft that thrives in this environment: rehearsed impersonation calls, information gathered
from LinkedIn and business directories, and repeated attempts against different agents until one complies.
Q4 2026 and Q1 2027 should be treated as a period of elevated help desk social-engineering risk on that
basis alone.

The rest of this paper is written on the assumption that the reader now has a calendar deadline.
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The persistent risk: help desk social engineering

If passwordless changed the surface but not the substance of the problem, we should expect attackers to
have adapted. They have.

The past three years have produced a cluster
of extraordinarily costly enterprise breaches
sharing a single structural feature: Iniia THE PERSISTENT RISK: HELP DESK SOCIAL ENGINEERING
access was achieved not by defeating the
authentication system, but by convincing
a help desk agent to reset a credential — AT BRERCH S CYBERATICK
password, MFA factor, or both — for someone '
claiming to be an employee. The pattern is

now so well-established that it has its own __ms:m:cn E BEEE?&SEEW
well-known threat actor, Scattered Spider, i

tracked variously as UNC3944, Octo Tempest,
or Muddled Libra, and active since at least
2022.

SEPTEMBER 2023 APRIL 2025 APRIL 2025 AUGUST 20286

JAGUAR LAND ROVER

A short and non-exhaustive list of what this pattern has cost, publicly, over the past three years:

BER 2023

Attackers identified an MGM employee on Linkedlin, called MGM'’s help desk impersonating that

employee, and were issued credential resets within minutes. The intrusion disrupted casino operations,
hotel systems, and reservation platforms across MGM'’s Las Vegas properties for approximately ten

days. Reported financial impact ran into the tens of millions of dollars, alongside multiple class-action
lawsuits alleging that MGM had failed to act on prior warnings about targeted social engineering
campaigns against Okta customers.

3 (PUBLICLY DISCLOSED IN 2025

Clorox’s outsourced help desk provider, Cognizant, reset passwords for attackers on multiple occasions
across the same day without verifying identity — including, per Clorox’s July 2025 court filing in Alameda
County Superior Court, resetting credentials for members of Clorox’s own IT security team. Clorox has
quantified its damages at 380 million US dollars, including 49 million in direct remediation costs and
hundreds of millions in business interruption losses, and is seeking full recovery through litigation. The
complaint includes transcripts of recorded calls in which Cognizant agents reset credentials for callers
who could not answer basic verification questions.

Attackers, believed to be Scattered Spider affiliates, called M&S’s outsourced help desk (operated
by Tata Consultancy Services), impersonated senior executives, and manipulated password reset
processes. The resulting ransomware incident forced M&S to shut down online sales for 46 days and
reduced annual profit by approximately 300 million pounds. M&S subsequently ended its help desk
services contract with TCS.
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Similar tactics, techniques, and procedures were used against Co-op in the same window. The

resulting breach compromised personal data for all 6.5 million Co-op members and drew a public
acknowledgement from the chief executive.

AUGUST 2025

A related campaign, attributed to a coalition of Scattered Spider, Lapsus$, and ShinyHunters affiliates,
forced JLR to take global IT systems offline, halting production at plants in the UK, Slovakia, Brazil, and
India. The UK Cyber Monitoring Centre estimates the total UK economic impact at 1.9 billion pounds,
making it the single most expensive cyber incident in UK history. The Bank of England cited the incident
as a contributing factor in reduced UK GDP growth for the third quarter of 2025. Preliminary results
published in January 2026 showed JLR’s wholesale sales volumes down 43 per cent year on year.

The aggregate picture: IBM / Ponemon 2025

The named incidents above are the visible surface of a broader pattern. The IBM / Ponemon “Cost of
a Data Breach Report 2025”, drawing on data from 3,470 organisations across 17 industries and 16
countries, ranks compromised credentials as the second most common initial attack vector globally. The
average cost of a breach initiated in this way was 4.67 million US dollars, with a median dwell time of 241
days before detection.

The report’s most quoted observation is also
its most important: attackers, in the current
threat environment, are not hacking in. They ¥ FASTPASSCORP

THE HELP DESK VERIFICATION

are logging in. Every investment in endpoint
protection, network segmentation, and
phishing-resistant multi-factor authentication GAP: HOW CREDENTIAL

is functionally rendered irrelevant the BREACHES REALLY START
moment an attacker obtains a fresh, fully What the 2025 IBM Cost of a Data Breach Report Shows
authorised credential — one issued by a
help desk agent who had no reliable way to
confirm who they were talking to.

The same report finds that malicious insider incidents
carry the highest average cost of any breach category, at
4.92 million US dollars. This is instructive, because from
the perspective of every downstream security control, a
successful help desk impersonation is a malicious insider
event. The credentials are legitimate. The access is
Average cost of a credential-based breach authorised. There are no technical anomalies to trigger

ost common initigl attack vector - 241 days to detec detection.

X FASTPASSCORP

'$4.67 MILLION

The attacker’s behaviour is indistinguishable from that of an
employee abusing their access, and the cost profile follows
accordingly.
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The joint cybersecurity advisory issued by CISA, the FBI, the UK’s National Cyber Security Centre, and
international partners (AA23-320A, most recently updated in July 2025) describes the methodology in
operational detail. Scattered Spider actors conduct spearphishing calls to convince IT help desk personnel
to reset passwords and to transfer multifactor authentication tokens. They rehearse. They gather
information about their targets from LinkedIn and business-directory sites before calling. They routinely and
accurately respond to help desk verification questions when impersonating legitimate employees. Where a
first agent refuses, they call back and try another. Where an organisation uses SMS or push-based MFA,
they conduct SIM swaps or push bombing. In several documented cases they have called an organisation’s
help desk multiple times in a single day to reset credentials for multiple targeted employees.

This is not exotic tradecraft. It is the industrialisation of an insight security teams have always had but rarely
funded against: the weakest point in almost any identity system is the human who has to decide, in real
time, on limited information, whether to grant access to someone claiming to be locked out.

Two features of this attack surface deserve particular attention. First, it does not care what the underlying
authentication method is. A password reset call and a passkey re-enrolment call present the agent with the
same fundamental decision. Second, it is disproportionately routed through outsourced help desks, where
agent tenure is short, incentive structures reward call throughput, and cultural distance from the customer
organisation is largest. This is not a criticism of outsourcing per se; it is an observation that the model
concentrates the verification decision at exactly the point where it is hardest to make well.
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Why passwordless does not solve this

There is a subtle but important conceptual distinction that gets lost in most vendor discussions of
passwordless. It is the distinction between verifying that an identity exists and verifying that a specific
human being is present, right now, on the other end of a phone call or a chat session.

Passwordless technology is, at its core, a mechanism for solving the first problem well. A passkey stored
on a device provides very strong cryptographic assurance that whoever completes the challenge holds that
specific private key — which, for a properly enrolled user with a properly protected device, is a strong proxy
for their identity. This works because the credential is present.

The service desk verification problem is definitionally the case
where the credential is not present. The user has misplaced the
phone that holds their passkey. Or forgotten how to trigger their
fingerprint reader after replacing their laptop. Or moved to a new
device and cannot enrol because they cannot authenticate to
start the enrolment. Or had their smartphone stolen. Whatever
the specific reason, the reason someone is calling the help desk
in the first place is that the primary authentication mechanism
has failed them. Any verification that happens from that point on
has to happen through some other channel.

This is the sense in which passwordless does not solve the service desk problem: passwordless is a
story about authentication when the credential is present, and the service desk problem is a story about
verification when it is not. They are adjacent problems. Solving the first does not automatically solve the
second.

Consider Temporary Access Passes again. Microsoft’s guidance describes them as the account recovery
mechanism of choice for passwordless environments. The flow is: user loses credential; user calls help
desk; help desk verifies user; help desk issues Temporary Access Pass; user signs in with the pass and re-
enrols a new passkey. Every element of this flow is sensible except the middle step — which is exactly the
step that attackers target. If the “help desk verifies user” step is soft, as it was at MGM, Clorox, M&S, Co-
op, and JLR, then the Temporary Access Pass is simply the modern equivalent of a temporary password
handed over to an attacker. Microsoft itself acknowledges the point: a Temporary Access Pass is not, by its
nature, phishing-resistant.

The uncomfortable synthesis is that a passwordless deployment, without a corresponding hardening of
service desk verification, can in some scenarios make the attack surface easier for the adversary, not
harder. It concentrates identity assurance in devices that are lost, broken, and replaced with predictable
frequency, and it channels the resulting recovery volume through a single human decision point at which an
attacker only has to succeed once.

| do not draw from this the conclusion that organisations should slow their passwordless rollouts. | draw

the opposite conclusion: passwordless is the right destination, and getting there safely requires treating the
recovery-and-verification surface as a design problem that must be solved in parallel with the authentication
surface, not after it.
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The architecture of the problem:
a note for identity architects

This section restates the argument in the more formal terms an identity architect will want. Readers focused
on operations can skip to the principles that follow.

Passwordless does not remove identity verification from the system. It relocates it. Under a password,
verification happens implicitly at every sign-in: the user re-presents a shared secret, and because a secret
can be transmitted, it can also be reset over a channel. A passkey is a different class of authenticator — a
non-exportable private key, bound to hardware or to a synced credential store, released by a local gesture.
That non-exportability is the property that makes passkeys phishingresistant. It is also the property that
makes “reset” meaningless: there is no shared secret to re-issue, because no one — not IT, not the identity
provider — ever held the private key. When the authenticator is gone, the binding between the human and
the account is simply severed, and the only remedy is to re-establish identity through a separate channel
and bind a new key.

Two structural consequences follow, and they are two faces of one problem.

The first is the bootstrap problem. To register a passkey the user must already be authenticated — yet
the first credential of a given type cannot be authenticated by a prior credential of the same type. Enrolment
therefore always rests on an out-of-band anchor: an identity-proofing event, IT-mediated provisioning, a
weaker legacy credential, or a bootstrap token such as Microsoft’s Temporary Access Pass. The assurance
of the entire passwordless chain is capped by the assurance of that first step.

The second is the recovery problem. When an authenticator is lost, recovery is not a lighter-weight
version of sign-in — it is architecturally identical to a fresh enrolment: the same out-of-band reproofing, the
same binding of a new key. Recovery is onboarding, performed again, under time pressure, for a user who
is often distressed.

Map this onto NIST SP 800-63. Passwordless lets an organisation drive Authenticator Assurance (AAL)

as high as it likes; the runtime proof-of-possession is strong, phishing-resistant, and continuous. But

the enrolment and recovery paths are governed by Identity Assurance (IAL) and the accountrecovery
provisions of 800-63B. The effective security of the account is therefore the minimum of the two —
min(authentication assurance, recovery assurance) — not the maximum. This is the point most often lost in
passwordless programmes: the organisation spends heavily to raise the authentication ceiling and leaves
the recovery floor where it was, and it is the floor that decides how hard the account is to take.

From this follows what is worth naming as the recovery paradox: the stronger and less phishable the
primary authenticator, the more attractive and more consequential the recovery channel becomes. An
attacker does not attack a passkey — a passkey is not worth attacking. The attacker triggers recovery.
Every incident in Section 3 is an instance of this: the primary factor was never engaged; the adversary
went straight to the one workflow where, by design, the strong factor is set aside and a human is asked to
decide.
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The states in which a user has no usable passkey resolve, architecturally, to five:
+ never enrolled — the bootstrap gap (new hire, contractor, rehire, migrated population);
+ permanently lost — device lost, stolen, destroyed, wiped, or replaced without the credential migrating;

+ temporarily unusable — device at home, out of battery, biometric failure, or roaming to a device that
does not hold the key;

+ deliberately invalidated — revoked on suspicion of compromise, rotated on policy, or suspended over
extended leave;

+ present but not consumable — the coverage gap: the user holds a valid passkey, but the target system
cannot accept one.

These map directly onto the five ordinary mornings that opened this paper. The first four are lifecycle
events, resolved by the same two responses: re-proof and re-bind (a full recovery, which is a new
enrolment), or the issue of a temporary, time-boxed, scoped bridge credential until the primary is restored.
The fifth is different in kind, and architects should not fold it into the recovery workflow. A passkey assumes
a capable client — WebAuthn support, a platform or roaming authenticator, a working unlock method.
Whole classes of system cannot present or consume one: legacy protocols such as Kerberos, LDAP, and
RADIUS; thick clients; OT and ICS environments; shared terminals and kiosks; air-gapped systems. Here
the user has lost nothing; the gap is structural and needs its own answer.

The through-line for the architect is this. In a password system, verification was continuous, implicit, and
weak. In a passwordless system, runtime authentication is strong — but verification does not disappear; it
collapses into a small number of discrete, high-stakes binding events: enrol and recover. Those events are
the load-bearing wall of the design. They are where identity assurance is actually set, where the minimum
is decided, and — as Section 3 shows — where the adversary has already chosen to attack. Designing
them with less rigour than the authentication path is the central architectural error of the current transition.
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Principles for verification in the passwordless era

What follows is a set of principles for designing that recovery-and-verification surface. They are drawn from
what we have seen work at FastPass customers over twenty years, cross-referenced with the CISA, NCSC,
Gartner, and Microsoft guidance published in response to the recent wave of help desk attacks. None of
them are proprietary to any single vendor.

PRESENCE, NOT JUST EXISTENCE

The question the service desk needs to answer is not “does this user exist” — the caller already knows
the user’s name — but “is this user present, right now, on this call.” Verification methods must be
designed to answer the second question. This typically means combining something the user has (a
device, a session, a valid credential of any kind) with something the user can demonstrate that could not
have been socially engineered, such as dynamic and contextual data — and refusing to proceed on the
strength of either factor alone.

AGENT DISCRETION FROM THE VERIFICATION DECISION

The consistent lesson from the Clorox, M&S, and MGM incidents is that help desk agents, under
pressure, will make the wrong call. This is not because they are careless; it is because they are placed
in a situation designed to overwhelm judgment — a plausible caller, a plausible story, a real ticket, an
escalation threat, and a queue of other calls waiting. The verification workflow should not depend on the
agent’s judgment to reject the caller. It should refuse to complete unless the caller passes an automated,
system-enforced set of checks. Well-designed platforms make it easier for the agent to say “the system
will not let me proceed” than to override — including, and especially, when the caller claims to be a
senior executive.

-PHISHABLE, DYNAMIC DATA

Static personal data — date of birth, employee ID, mother’s maiden name, manager’s name — has
been in the wild for a decade. It fails as verification because it can be researched. The alternative is to
use data that changes over time and lives inside the organisation’s own production systems: a recent
transaction in an HR system, a recent expense submission, a specific line in yesterday’s calendar, an
approval action taken last week, the endpoint the user normally works from. This data is dynamic, is not
publicly available, and is very hard for an attacker to guess or to socially engineer out of a colleague.

OR THE “NO PRIMARY CREDENTIAL’ CASE AS THE DEFAULT, NOT THE EXCEPTION

Most enterprise identity roadmaps still treat account recovery as an edge case handled by a small
footnote. In a passwordless environment, it is not an edge case. It is a substantial, predictable share

of all identity events, driven by ordinary device attrition. Recovery flows should be designed with the
same care as authentication flows — the same user testing, the same threat modelling, the same audit
standards, the same ownership.
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ERIFICATION METHODS BY RISK AND BY ROLE

A verification workflow for a call-centre employee locked out of a shift-scheduling tool is not the same
workflow that should apply to a domain administrator, an executive, or a member of the IT security team.
Attackers know which roles are worth compromising and will preferentially target them. Verification must
be role-aware, and the verification bar must rise with the potential impact of compromise. Where the risk
is highest, verification should include out-of-band confirmation with a second person — a manager or a
designated approver — whose identity is itself independently established.

TE WITH WHAT THE ORGANISATION ALREADY HAS

In practice, the most effective verification workflows in a modern enterprise combine three data planes:
the identity system (Entra, Okta, Active Directory), the ITSM system (ServiceNow, Freshservice, Jira,
TopDesk), and one or more production systems (HR, ERP, finance). New verification tooling should
integrate with these rather than replace them. The goal is to leverage existing signals — device trust,
location, prior sign-in history, MFA registration state, recent HR activity — rather than to require the user
to remember new secrets or the organisation to procure new authentication factors.

VERY VERIFICATION DECISION

Every verification event should produce an immutable audit record: which caller ID was received, which
agent was on the call, which verification methods were attempted, which succeeded, which failed, what
action was ultimately taken, and by which system. In the post-incident analysis of the Clorox case, the
ability of investigators to reconstruct the exact sequence of “the hacker asked, and the agent complied”
was central to the litigation. Organisations without that audit trail will be at a significant disadvantage
when — not if — a similar incident is examined.

LET THE VERIFICATION WORKFLOW BECOME THE VULNERABILITY

The verification system itself is now a target. If the platform that decides “verified / not verified” can be
misconfigured by an over-privileged agent, has a bypass mode for VIPs, or allows the local operator to
override the outcome, then the platform has become the new soft centre. Verification platforms need
the same treatment as privileged access management systems: least privilege, separation of duties,
tamper-evident logging.
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A practical framework for identity leaders

For identity, security, or help desk
leaders who accept the analysis

above, the following is a compact
working framework for closing the
passwordless-era verification gap.

Begin by mapping every workflow in
which the service desk can act on
identity: password reset (where it still
exists), MFA factor reset, passkey
re-enrolment, Temporary Access

Pass issuance, device reregistration, account unlock, and any equivalent operations in the SaaS
applications that matter most to the business. Most organisations, when they do this exercise, find they
have between ten and twenty-five such workflows, spread across identity tooling, the ITSM platform, and
application-level administration. Every one of them is a potential attacker entry point.

For each workflow, identify who currently performs the verification decision, on what data, with what
oversight, and what audit trail is produced. This exercise typically produces its own set of surprises.

The workflow that everyone assumed was protected by callback-verification is protected by nothing; the
workflow that is protected has an override option that no one has audited in three years; the workflow that
is properly designed is bypassed in practice because the agents find it slow.

Classify each workflow by risk. A password reset for a standard user is not the same as an MFA reset for

a domain administrator. Set an appropriate verification bar for each class, using the principles above, and
design the flows accordingly. Role-based verification profiles are a well-understood pattern; the operational
challenge is usually implementation and audit discipline, not conceptual design.

Automate the verification workflow so that the help desk agent becomes the facilitator, not the decision-
maker. The agent should be running a system-enforced process rather than deciding what questions to ask.
This is the single most important control against the Scattered Spider pattern.

Test the workflow adversarially. Commission periodic red-team engagements that specifically target the
help desk with vishing, in the same way you would test perimeter controls with phishing simulations. The
results will tell you more about your actual exposure than any policy document ever will.

Finally, treat the passwordless recovery flow as a first-class product, with an owner, a roadmap, and a
metrics dashboard. Track verification failures, help desk override events, average time-to-recover, and —
critically — the frequency and outcome of high-risk verification events involving executives, IT staff, and
privileged accounts. Where the numbers are ugly, do the work.

There is a version of this framework that can be run in ten minutes, without commissioning anything

or writing a policy document. Walk to your service desk. Find your most experienced agent. Ask them:

if someone calls right now claiming to be a senior executive locked out before an urgent meeting, and
correctly recites their employee ID, their manager’s name, and their date of birth, what exactly prevents you
from resetting their password? If the answer is “my judgement”, or “l would try to reach their manager”, the
gap is not theoretical. It is operational, and it is exploitable today.
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Conclusion

The passwordless transition is one of the most consequential shifts in enterprise identity in a generation,
and it is, on balance, a very good thing. Cryptographic credentials are more secure than passwords, better
for users, and cheaper to run at steady state. The direction of travel is correct, and it is worth completing.

But the transition is not a resolution. The service desk verification problem that FastPass set out to help
address in the mid-2000s is still with us, and if anything the stakes have risen. The organisations that will
come through this transition well are the ones that treat verification-in-the-absence-of-theprimary-credential
as the design problem it has always been — a first-class discipline, engineered with care, audited
relentlessly, and never left to the judgment of a single agent under pressure at 9:14 in the morning.

The alternative is well documented. It is the case files of MGM, Clorox, Marks & Spencer, Co-op, and
Jaguar Land Rover. It is 380-million-dollar lawsuits and 1.9-billion-pound economic impacts and lost
quarters and displaced executives. It is a body of evidence, growing every month, that says the industry
has spent a decade solving the wrong half of the problem.

We have the other half within our reach. It is worth doing.

Finn Jensen is the Founder and former Chief Executive Officer of FastPassCorp, based in Copenhagen.
He has spent more than twenty years working at the intersection of self-service authentication and identity
verification for large workforce populations.

FastPassCorp is listed on Nasdaq First North and serves customers primarily in Europe and North America.
Its flagship product, FastPass Identity Verification Manager, is used by large enterprises to secure help
desk verification workflows against the classes of attack described in this paper.

Finn can be reached at finn.jensen @fastpasscorp.com.
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