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Enhancing Service Desk Security: A Report on Identity Verification Tools, Authentication
Methods, and ITSM Integration

|. Executive Summary

Self-Service Password Reset (SSPR) systems have transitioned from a mere
convenience to a strategic imperative for contemporary IT departments. They deliver
substantial reductions in service desk operational costs and workload by empowering
users to independently resolve password-related issues.’ This autonomy, in turn,
significantly enhances user productivity and overall satisfaction." Critically, SSPR
solutions also fortify an organization's security posture through the integration of robust
features like Multi-Factor Authentication (MFA) and the consistent enforcement of
password policies.? This report undertakes an in-depth examination of the multifaceted
benefits of SSPR, analyzes the evolving landscape of identity verification, investigates
the synergistic potential between SSPR mechanisms and traditional service desk
operations, and presents a comparative analysis of leading SSPR products. The
ultimate aimis to furnish IT leaders with the insights necessary for informed, strategic
decision-making in this vital area of identity management.

The widespread adoption and strategic importance of SSPR signify a fundamental shift
in IT service delivery, emphasizing user empowerment and automation as key strategies
to manage escalating operational demands and increasingly sophisticated
cybersecurity threats. The high percentage of helpdesk calls attributed to password
issues, reportedly between 30% and 50% of all calls 2, coupled with a substantial per-
call cost estimated at $70 by Forrester Research 2, illustrates a significant and
unsustainable operational burden for many organizations. Manual password resets
represent an inefficient and costly model, particularly as organizations scale and
password policies become more complex to counter evolving threats. SSPR directly
alleviates this by enabling users to resolve their own issues, a trend that aligns with the
broader IT consumerization movement where users expect self-service capabilities
akin to those in their personal digital lives. Simultaneously, the evolving threat
landscape necessitates more robust and automated identity management practices.
SSPR, particularly when integrated with MFA, contributes significantly to this enhanced
security posture, making it not just a cost-saving tool but a strategic response to both
operational pressures and security imperatives.

Beyond the primary driver of cost reduction, the "soft" benefits of SSPR—such as
improved IT staff morale due to the reduction of repetitive, low-value tasks !, and
enhanced organizational agility stemming from minimized user downtime '—constitute
significant, albeit less tangible, long-term value propositions. Constant handling of
password reset requests is a well-documented source of frustration for skilled IT
personnel, diverting them from more complex and strategic work.' Automating these
routine tasks allows IT staff to redirect their efforts towards innovation, system
improvements, and proactive security initiatives, thereby enhancing job satisfaction
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and potentially improving retention rates. Furthermore, the reduction in user downtime
achieved through rapid self-service password recovery directly translates to faster
project completion, uninterrupted workflows, and overall business responsiveness.
This increased agility, though sometimes difficult to quantify directly, represents a
crucial competitive advantage in today's fast-paced business environment.

Il. The Strategic Value of Self-Service Password Reset (SSPR)

A. The Password Problem: A Drain on Service Desk Resources

Password-related incidents, encompassing forgotten credentials and account
lockouts, consistently represent a substantial fraction of all IT helpdesk interactions.
Industry analyses and reports from bodies like the Help Desk Institute (HDI) indicate
that such issues trigger anywhere from 20% to 50% of service desk calls.? In 2024, HDI
specifically noted that over 30% of IT helpdesk calls were directly attributable to
password problems.? This high volume translates into significant operational costs.
Forrester Research has estimated the average cost of a single manual password reset
handled by the service desk to be approximately $70.2 This figure typically includes
direct IT labor, the operational overhead of the service desk infrastructure (including
ticketing systems and communication channels), and, crucially, the indirect cost of lost
user productivity while the employee awaits resolution. For large enterprises, these
individual costs can aggregate to millions of dollars annually, representing a
considerable and often reducible operational expense.?

Beyond the direct financial implications, the traditional model of password resets
consumes a significant amount of valuable IT staff time. Highly skilled IT professionals
are frequently diverted from more strategic, critical, and value-adding tasks to handle
routine password issues.’ This reactive posture can stifle innovation and prevent IT
departments from focusing on proactive system improvements and security
enhancements. The "password problem" is further exacerbated by the increasing
complexity of password requirements mandated by organizations to combat evolving
security threats, and the sheer proliferation of digital accounts each user must manage.
As password policies become more stringent—requiring longer passphrases, a mix of
character types, and frequent changes—the likelihood of users forgetting their
credentials naturally increases. This, combined with the reality that an average user
may interact with dozens of distinct applications and systems, each potentially with its
owh password, places a considerable cognitive load on individuals, leading to a higher
incidence of reset requests. SSPR systems directly mitigate this challenge by providing
a straightforward and secure recovery mechanism, even for complex passwords, thus
reducing user frustration and the burden on IT support.?

The ascent of hybrid and remote work models has further amplified the inherent
inefficiencies of traditional, centralized password reset processes. Users operating
outside standard office hours or across different time zones often face significant
delays when encountering password issues, as conventional help desks may not offer
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24/7 support.’ This can lead to extended periods of downtime and lost productivity for a
growing segment of the workforce. SSPR solutions address this by providing round-the-
clock, location-independent self-service capabilities, which are crucial for maintaining
operational continuity and productivity in a distributed and flexible work

environment.” Many SSPR tools include features like a PC agent that allows users to
reset passwords directly from their login screen, even when offline, and can update
locally cached credentials, which is particularly beneficial for remote workers.®

B. SSPR as a Cost-Reduction and Efficiency Driver

The implementation of Self-Service Password Reset systems offers a direct and
measurable pathway to reducing IT operational costs and enhancing overall efficiency
within an organization. A primary mechanism through which SSPR achieves this is via
automation and the minimization of direct human intervention for password-related
issues. By empowering users to reset their own passwords or unlock their accounts
through a secure, automated process, SSPR significantly reduces the volume of
support tickets and calls directed to the IT help desk." This reduction in direct
interventions translates into lower operational costs, as fewer resources are expended
on IT support staff salaries, licensing for help desk and ticketing software, and
associated administrative overheads.’

The benefits extend beyond the IT department to individual users and the organization
at large. Users can typically resolve password issues within minutes using an SSPR
system, as opposed to potentially waiting hours for a help desk response.’ This rapid
resolution minimizes downtime and allows employees to return to their tasks more
quickly, thereby boosting individual and collective productivity. Such efficiency gains
ensure that workflows remain uninterrupted and projects stay on

schedule.” Furthermore, SSPR enhances user satisfaction and autonomy. By providing
a quick and convenient solution, SSPR alleviates the frustration often associated with
password problems and the dependency on IT support. When employees can
independently manage their digital access, they feel more in control, which can
positively impact overall job satisfaction.’

SSPR solutions also offer inherent scalability. As organizations grow, the number of
users and, consequently, the potential volume of password reset requests, increases.
Traditional models would necessitate a proportional increase in IT support staff to
handle this load. SSPR systems, however, can manage a growing number of reset
requests without requiring a linear expansion of the IT support team, thus supporting
organizational growth in a cost-effective manner.” The return on investment (ROI) for
SSPRis not limited to these direct cost savings and productivity gains. By automating
routine and often mundane password reset tasks, IT staff are liberated to focus on more
strategic and technically challenging initiatives.” This shift can improve IT staff morale,
reduce burnout from repetitive tasks, and allow the IT department to evolve from a
reactive support function to a proactive, strategic partner within the business. This
reallocation of skilled resources towards innovation and system improvement
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contributes significantly to the long-term value proposition of SSPR. The efficiency
gains are particularly pronounced in environments characterized by high user turnover
or frequent, mandated password policy changes. In such scenarios, the volume of reset
requests would typically surge, placing immense strain on a manual help desk system.
SSPR provides a consistent and efficient mechanism to absorb these peaks without
compromising service quality or overwhelming IT support.

C. Enhancing Security Posture through SSPR

Beyond the significant operational efficiencies and cost reductions, Self-Service
Password Reset systems play a crucial role in strengthening an organization's overall
security posture. A key element in this enhancement is the widespread support for
Multi-Factor Authentication (MFA) within modern SSPR solutions. Most contemporary
SSPR systems either integrate directly with existing MFA platforms or provide their own
robust MFA capabilities for identity verification during the password reset or account
unlock process.1 This typically involves requiring users to provide two or more
verification factors—such as a one-time password (OTP) sent to a registered device, a
response to a push notification from an authenticator app, or a biometric scan—before
access to reset functionalities is granted. This layered approach significantly reduces
the risk of unauthorized password changes, even if one factor (like the username) is
compromised.

SSPR systems also contribute to the reduction of weak password practices. When
password reset processes are cumbersome, users may be tempted to create simpler,
easier-to-remember (and therefore weaker) passwords, or to reuse passwords across
multiple accounts, to avoid the hassle of a reset. By making the reset process quick and
straightforward, SSPR can alleviate this "password anxiety," encouraging users to adopt
stronger, unique passphrases for their accounts.’ Furthermore, SSPR systems can be
configured to enforce an organization's password complexity, length, and history
policies during the self-service reset itself, ensuring that new passwords meet
established security standards.?

The secure, automated nature of SSPR, especially when fortified with MFA, inherently
mitigates risks associated with phishing and social engineering attacks that can plague
traditional reset methods. Manual resets might involve insecure communication
channels like unencrypted email or phone calls for conveying temporary passwords or
verification codes, which are susceptible to interception or manipulation.® SSPR, by
contrast, typically relies on more secure, direct-to-user verification channels.
Additionally, comprehensive audit trails and logging are standard features in SSPR
solutions. These logs record all SSPR-related activities, including enrollment attempts,
password reset requests (both successful and failed), and account unlocks. This
detailed logging allows organizations to monitor SSPR usage, detect potentially
suspicious behavior (such as multiple failed attempts from an unusual IP address),
investigate security incidents, and provide necessary documentation for compliance
audits.’
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An important, often underleveraged, security benefit of SSPRis its potentialto actas a
catalyst for broader MFA adoption throughout an organization. The SSPR enrollment
process frequently requires users to register one or more MFA methods (e.g., an
authenticator app, phone number for OTPs, or security questions). Once these
methods are registered and users become familiar with using them for SSPR, the barrier
to leveraging the same MFA methods for other authentication scenarios, such as
logging into applications or accessing VPNs, is significantly lowered." This
familiarization can pave the way for a wider rollout of MFA across the enterprise,
thereby substantially improving the overall security posture against a variety of
credential-based attacks. Manager approval options, available in some SSPR systems,
can add an additional layer of verification for sensitive accounts or actions, further
strengthening security.®

However, itis crucial to recognize that the security enhancements offered by SSPR are
contingent upon its proper configuration and the strength of the chosen verification
methods. A poorly implemented SSPR system—for instance, one relying on easily
guessable security questions or single-factor SMS OTPs without additional layers—can
paradoxically become an attractive target for attackers.'|f an adversary can
compromise the SSPR verification process, they can gain unauthorized access to
accounts. This underscores the critical importance of selecting robust authentication
methods within the SSPR workflow, ideally mandating MFA, and regularly reviewing
SSPR security settings to align with evolving threats.? Some security solutions, like
Reco.ai, actively monitor for SSPR abuse, highlighting the need for vigilance even with
self-service systems in place." Microsoft also acknowledges potential SSPR abuse
vectors if configurations are not secure.?°

lll. Identity Verification: Service Desk Practices and SSPR
Capabilities

A. Traditional Service Desk Identity Verification

When users contact the IT service desk for password resets or account unlocks, agents
employ various methods to verify the caller's identity before proceeding. These
traditional methods are crucial for security but come with inherent challenges and
vulnerabilities. Common verification techniques include asking pre-set security
guestions, which are often established during the user's onboarding process.?' These
questions might pertain to personal information or company-related data. Another
approach involves confirming personal details already on file, such as an employee ID
number, date of birth, or the name of the user's direct manager.?'

In some instances, service desks may send a verification code to the user's registered
email address or phone number.*While this introduces an element of "something you
have," it often functions as a single-factor or relatively weak form of multi-factor
authentication if the primary factor (e.g., a compromised email account) is already
breached. For corporate environments, a secondary verification step might involve the
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service desk agent contacting the user's manager directly to confirm the legitimacy of
the request.?’ A less common but sometimes used method is a callback to a phone
number known to belong to the employee, such as their work desk phone or a
registered mobile number.?

The typical service desk process for a password reset involves several stages: initial
contact from the user, the identity verification phase, a clear explanation of the reset
process itself, and often, encouragement for the user to create a new, strong
password.?' Maintaining thorough documentation of the verification steps taken and
the user's responses is considered a best practice. This documentation is invaluable
during security audits and helps ensure consistency in procedures across the help desk
team.?'

Despite these practices, traditional service desk identity verification methods are
fraught with challenges and vulnerabilities. Many commonly used security questions,
such as "What is your mother's maiden name?" or "What was the name of your high
school?", rely on information that can often be discovered through online searches,
social media reconnaissance, or targeted social engineering efforts, rendering them
weak authenticators.'®Verification codes sent via email or SMS are susceptible to
interception if the user's email account has been compromised or if their SIM card has
been illicitly swapped.? Relying on the confirmation of personal details can also be
undermined if an attacker has managed to gather sufficient background information on
their target. Moreover, the risk of insider threats, where a coworker might possess
enough information to impersonate another employee, cannot be entirely
discounted.?? A significant vulnerability arises when help desk agents provide temporary
passwords to users; this practice means that at least two individuals (the agent and the
user) know the password, creating a window of opportunity for misuse or interception
before the user changes it."

The efficacy of these traditional verification methods heavily depends on the diligence,
training, and situational awareness of the individual service desk agent. This human
element makes the process susceptible to error or manipulation, especially when
faced with sophisticated social engineering tactics.?®* An agent who is under pressure to
resolve tickets quickly, or one who lacks comprehensive training in security protocols,
might inadvertently skip crucial verification steps or be persuaded by a convincing
attacker. This vulnerability is what solutions like FastPass IVM aim to mitigate by
enforcing a standardized, system-guided workflow for agents.?* There is also an
inherent tension between the speed and convenience that users demand for password
resets and the thoroughness required for secure identity verification at the service
desk.* Users typically desire rapid resolutions to regain access and resume
productivity. However, robust verification procedures inherently take time. This
pressure for speed can, if not carefully managed by strong processes or supporting
technology, lead to agents taking shortcuts, thereby increasing security risks. SSPR
systems endeavor to resolve this tension by designing processes that are both secure
forthe organization and fast for the end-user.
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B. Authentication Methods in Modern SSPR Systems

Modern Self-Service Password Reset (SSPR) systems have evolved to offer a diverse
and robust array of authentication methods designed to securely verify a user's identity
before granting access to password reset or account unlock functionalities. This variety
allows organizations to choose methods that align with their security posture, user
base characteristics, and available infrastructure. A cornerstone of most contemporary
SSPR solutions is the principle of Multi-Factor Authentication (MFA), which requires
users to provide multiple pieces of evidence from different categories (something you
know, something you have, something you are) to prove their identity.’

Common authentication methods found in SSPR systems include:

*  One-Time Passwords (OTPs): These are time-sensitive codes delivered to a
user's registered device or account. Delivery channels include SMS messages to
a mobile phone, emails to a pre-registered personal or work email address, or
automated voice calls delivering the code verbally.’

¢ Authenticator Applications: These smartphone apps generate Time-based One-
Time Passwords (TOTP) or receive push notifications that the user must approve.
Popular examples include Microsoft Authenticator, Google Authenticator, Okta
Verify, and Duo Security.? Some advanced push notifications may include
number matching to prevent accidental approval.

e Security Questions and Answers (Q&A): While traditional Q&A based on easily
discoverable information is considered weak, modern SSPR systems may offer
enhancements. These can include allowing administrators to define a more
secure set of questions, permitting users to create their own private questions
and answers, or requiring multiple questions to be answered correctly.?

¢ Biometrics: This category leverages unique physiological characteristics.
Common methods include fingerprint scans and facial recognition, often
facilitated through the capabilities of the user's mobile device or computer, and
increasingly standardized through protocols like FIDO2 (Fast Identity Online).?

¢ Hardware Tokens and Security Keys: These are physical devices that users
possess. They can generate OTPs or, in the case of FIDO2-compliant keys like
YubiKey, provide strong cryptographic authentication.®

« Email Verification Links: A unique, time-sensitive link is sent to a user's
registered email address. Clicking this link confirms possession of the email
account and allows the user to proceed with the password reset.’

¢ Manager Approval Workflows: In some enterprise scenarios, particularly for
high-privilege accounts or sensitive resets, the SSPR process can incorporate a
workflow where the user's manager (or another designated approver) must
explicitly approve the reset request before it can be completed.?

e Device Trust or Posture Assessment: Advanced SSPR systems may integrate
with endpoint management solutions to consider the security posture or trust
level of the device initiating the reset request. For example, a request from a
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known, managed, and compliant device might require fewer verification steps
than one from an unknown or unmanaged device.®’

The overarching trend in SSPR authentication is a clear movement towards more
phishing-resistant methods and a corresponding shift away from factors that are more
easily compromised. Attackers have become increasingly adept at intercepting SMS
and email-based OTPs through various means, including SIM swapping and email
account takeovers. Similarly, answers to common security questions can often be
found through social media research or purchased from data breach compilations.
Consequently, methods like FIDO2-compliant hardware keys, authenticator app push
notifications with number matching or biometric approval, and device-bound passkeys
significantly raise the difficulty for attackers to successfully impersonate a user during
the SSPR process.? Leading SSPR products are increasingly emphasizing and
supporting these stronger authentication factors.?

The wide variety of authentication methods offered by different SSPR solutions reflects
a fundamental need to strike a balance between robust security and user convenience,
while also accommodating the diverse needs and capabilities of a modern workforce.
Not all users possess a smartphone capable of running an authenticator app, and
some may work in environments with poor cellular reception, making SMS-based OTPs
unreliable. Others may have disabilities that make certain authentication methods
challenging. By providing a range of options—such as email verification, voice call
OTPs, hardware tokens, or even manager approval workflows—organizations can
ensure that most users can successfully complete the SSPR process even if a primary
method is unavailable or unsuitable for their specific circumstances.' This flexibility is
paramount for achieving high user adoption rates, which is a critical factorin realizing
the full benefits of an SSPR deployment.?

C. Exploring Synergy: SSPR Assisting Service Desk Verification

Self-Service Password Reset systems, while primarily designed to empower end-users,
offer significant synergistic potential for enhancing the identity verification processes
used by IT service desk agents during assisted password resets. This synergy stems
from the data and capabilities inherent in SSPR solutions, which can provide valuable
context and more secure verification pathways when direct agent intervention is
required.

One of the most direct ways SSPR systems can assist service desk agents is through
the detailed audit logs they generate.” These logs capture a wealth of information about
SSPR registration attempts, password reset and account unlock activities (both
successful and failed), the authentication methods used, IP addresses, timestamps,
and sometimes even the specific reasons for failure.”” When a user calls the service
desk after being unable to use SSPR, agents can consult these logs to gain crucial
context. For example, an agent could verify if the user genuinely attempted SSPR before
calling, identify patterns of repeated failed attempts that might indicate the user is
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struggling with a particular verification method, or spot anomalies like multiple reset
attempts from an unusual geographic location, which could flag a potential security
risk.” This information allows agents to approach the assisted reset with a better
understanding of the situation.

Furthermore, the authentication methods that users enrollin for SSPR can be leveraged
by service desk agents to conduct more secure assisted resets. Instead of relying solely
on potentially weak knowledge-based questions (like mother's maiden name or
employee ID), an agent, using an appropriate tool, could initiate a verification challenge
using one of the user's SSPR-enrolled MFA methods. For instance, the agent could
trigger a push notification to the user's registered authenticator app or send an OTP to
their verified phone number or email address, provided these channels are deemed
sufficiently secure for an assisted scenario.®This requires the SSPR solution, or a
complementary Identity Verification Management (IVM) tool, to provide such
functionality within the agent's interface. Products like FastPass IVM are specifically
designed for this, offering dynamic and contextual verification for help desks and
integrating with ITSM solutions.?* Similarly, ManageEngine ADSelfService Plus offers a
help-desk-assisted password reset feature thatincludes an approval workflow where
technicians verify users based on AD security questions.' Specops Secure Service
Desk also enables agents to verify users through various integrated identity services
such as Duo or Okta.™

Several SSPR vendors or providers of specialized IVM solutions offer dedicated service
desk interfaces or tools. These platforms can guide agents through a structured, policy-
driven verification workflow, ensuring consistency in how identities are verified and
reducing the likelihood of agents deviating from security protocols due to pressure or
social engineering attempts.?* Such tools may allow agents to view a user's SSPR
enrollment status, see which verification methods they have registered, log each step
of the assisted verification process, and securely deliver reset passwords or unlock
accounts.? For instance, Microsoft Entra ID provides administrators with access to
audit logs detailing SSPR activities, including failure reasons 2, and Okta offers similar
capabilities through its system logs.?° A key security benefit of leveraging SSPR-enrolled
methods for assisted resets is the potential to reduce the need for agents to manually
set, handle, or communicate temporary passwords. If an agent can trigger a secure
verification challenge that the user completes on their own device, the system can then
allow the user to set their own new password directly, minimizing the risk associated
with shared temporary credentials.™

The evolution of SSPR systems indicates a trajectory beyond purely self-service
functions towards becoming integral components of a more secure and

efficient assisted service desk experience. This transforms the role of the service desk
agent. The data generated by SSPR systems—such as enrollment status, detailed audit
logs of attempts, and registered MFA methods—provides invaluable context that agents
often lack or must gather through time-consuming manual queries. By integrating these
insights directly into service desk workflows or through dedicated agent consoles, SSPR

www.fastpasscorp.com N FASTPASSCORP



https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=sspr_report&utm_medium=pdf&utm_campaign=fastpass_ssprreport_ivmpage&utm_id=fastpass_ssprreport_ivmpage

vendors are facilitating a "smarter" help desk. This shift moves agents away from being
simple issuers of temporary passwords towards becoming troubleshooters and
facilitators of a secure recovery process, leveraging the security measures the user has
already established through SSPR enrollment.

This synergistic relationship is most potent when SSPR solutions are tightly integrated
with IT Service Management (ITSM) platforms like ServiceNow or ManageEngine
ServiceDesk Plus. Such integrations create a unified environment for managing both
self-service and agent-assisted identity verification processes.?*For example, an SSPR
audit log indicating multiple failed attempts could automatically generate or update a
service desk ticket with relevant details. Conversely, an agent working within an ITSM
ticket could, through the integrated SSPR/IVM functionality, trigger an MFA challenge to
the user's SSPR-enrolled device. This level of integration reduces manual data entry,
improves the accuracy of incident records, and streamlines the entire incident
resolution lifecycle. The ServiceNow certification of FastPass IVM 24 and
ManageEngine's native integration of ADSelfService Plus with its ServiceDesk Plus
platform °3 are prime examples of this trend.

Ultimately, the use of SSPR-derived information and capabilities for service desk
verification helps to standardize and enforce verification protocols across the board.
This significantly reduces the risk associated with agent discretion or the potential
success of sophisticated social engineering attacks targeting the help desk. When
agents are guided by a system (like FastPass IVM ?4) that leverages SSPR enrollment
data and follows pre-defined workflows tailored to user risk profiles or specific
scenarios, the subjectivity in the verification process is minimized. The system, rather
than solely the agent's judgment under pressure, dictates the necessary verification
steps, making it considerably harder for attackers to exploit human factors.

IV. Comparative Analysis and Rating of SSPR Products

A. Key Evaluation Criteria for SSPR Solutions

Selecting an appropriate Self-Service Password Reset (SSPR) solution requires a
thorough evaluation based on a comprehensive set of criteria that address
functionality, security, integration, usability, and operational aspects. Organizations
should look beyond basic reset capabilities to ensure the chosen solution meets their
specific technical requirements, security policies, and user needs.

e Core SSPR Functionalities: At a minimum, an SSPR solution must provide
reliable self-service password reset for users who have forgotten their
credentials, self-service account unlock for accounts locked due to excessive
failed login attempts, and a mechanism for users who know their current
password to change it proactively.’ These are the foundational capabilities that
directly empower users and reduce service desk calls. A PC agent that allows
users to initiate password resets directly from the Windows/macOS/Linux login
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screen, even when offline, is a critical feature for usability, especially for remote
workers.?

¢ Supported Authentication Methods: The strength and flexibility of an SSPR
solution are heavily influenced by the range and security of its supported
authentication methods. Key considerations include:

o Adiverse array of Multi-Factor Authentication (MFA) options, such as One-
Time Passwords (OTPs) delivered via SMS, email, or voice call; authenticator
applications (e.g., Microsoft Authenticator, Google Authenticator, Okta Verify)
offering Time-based OTPs (TOTP) or push notifications; and support for
various token types.?

o Support for biometric authentication, including fingerprint and facial
recognition, often leveraged through FIDO2 standards or native capabilities of
mobile devices and computers.?

o Capabilities for passwordless authentication methods, particularly FIDO2-
compliant security keys (e.g., YubiKey) and emerging passkey technologies.?

o The configurability and security of Security Questions & Answers (Q&A), with
options for administrator-defined lists or user-created private questions.?

o Inclusion of manager approval workflows as an additional verification layer for
certain reset scenarios.® Arich set of secure and user-friendly authentication
methods is crucial for both security effectiveness and encouraging user
adoption. There is a growing emphasis on phishing-resistant options to
counter sophisticated attack vectors.?

¢ Integration Capabilities: The SSPR solution must seamlessly integrate with the
organization's existing IT ecosystem. This includes:

o Directory Services (Handling Entra and AD systems): Native support for on-
premises Active Directory (AD), Microsoft Entra ID (formerly Azure AD), and
other LDAP-based directories is fundamental. For hybrid
environments, password writeback functionality from the cloud to on-
premises AD is critical to maintain password synchronization.*

o Enterprise Applications (Password Sync for e.g. SAP and other systems &
Selective Password Reset): The ability to manage passwords for critical
business applications such as SAP, Oracle, IBM systems, and other line-of-
business applications, including password synchronization and selective
password reset (resetting specific application passwords directly from the
SSPR portal).®

o Cloud Applications and Platforms: Support for popular cloud services like
Microsoft 365, Google Workspace, Salesforce, and others.?

o IT Service Management (ITSM) Systems: Integration with ITSM tools (e.g.,
ServiceNow, ManageEngine ServiceDesk Plus, Jira Service Management, BMC
Remedy) for automated ticket creation/updating and streamlined service
desk workflows.?
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o Human Resources (HR) Systems: Potential to connect with HR systems to
source authoritative identity data (e.g., mobile numbers for OTP, manager
information for approval workflows) or for user attribute verification.®

o Third-Party MFA Providers: Ability to leverage existing investments in MFA
solutions from vendors like Duo, Okta, or RSA.?* Deep and broad integration
capabilities ensure that the SSPR solution can effectively manage passwords
across the entire IT landscape and fit smoothly into established operational
processes.?

e Policy Management: The SSPR system should offer robust and flexible policy
management capabilities:

o Granular Policies: Ability to define and apply different password policies and
SSPR rules for various user groups (based on Organizational Units (OUs),
group memberships), roles, or risk profiles.?*

o Adaptive or Risk-Based Authentication: The capability to dynamically adjust
authentication requirements for SSPR based on contextual factors such as
user location, device trust, sign-in behavior, or assessed risk level.?

o Password Construction Rules: Enforcement of password complexity
(character types, length), history (preventing reuse of recent passwords), and
expiration policies during the SSPR process.? These policy controls allow
organizations to tailor security measures precisely to their needs, achieving a
balance between robust security and user experience, and enabling a
dynamic response to evolving threats.®’

¢ Service Desk Agent Tools and Visibility: To support scenarios where users
cannot complete SSPR independently, the solution (or its companion modules)
should provide:

o Adedicated help desk interface or console that allows agents to perform
assisted password resets or troubleshoot SSPR-related issues securely.?*

o The ability for service desk agents to view SSPR attempt logs, including details
of failed attempts and the reasons for failure, to aid in diagnostics.*®

o Workflow guidance or decision support tools for agents to follow during the
identity verification process for assisted resets.?*These tools empower the
service desk to securely and efficiently assist users who encounter difficulties
with SSPR, thereby enhancing the synergy between self-service and assisted
support capabilities.

¢ User Experience and Accessibility: For SSPR to be effective, user adoption is
paramount. This necessitates:

o Anintuitive and user-friendly interface for both the enrollment of
authentication methods and the password reset/account unlock processes.?
o Multi-language support to cater to a diverse global user base.®
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o Mobile application support, allowing users to perform SSPR actions from their
smartphones or tablets.?

o Adherence to accessibility standards, such as Web Content Accessibility
Guidelines (WCAG) compliance, and the availability of a Voluntary Product
Accessibility Template (VPAT). Features should include screen reader
compatibility and full keyboard navigation to ensure usability for individuals
with disabilities.'? A positive user experience, encompassing ease of use and
accessibility for all users, is critical for maximizing SSPR adoption and
achieving the desired reductions in help desk workload.?

o Deployment Models: Vendors typically offer SSPR solutions in various
deployment models:

o Cloud-based (Software-as-a-Service, SaaS).®

o On-premises software installations.*

o Hybrid options that combine cloud and on-premises components. The choice
of deployment model should align with the organization's overall IT
infrastructure strategy, data residency policies, and security requirements.
Cloud solutions often provide advantages in terms of rapid deployment,
scalability, and reduced infrastructure management overhead.'®

¢« Reporting and Auditing: Comprehensive reporting and auditing capabilities are
essential for security and operational oversight:

o Detailed audit logs of all SSPR-related activities, including user enrollments,
reset and unlock attempts (both successful and failed), administrative
actions, and authentication methods used.’

o Availability of predefined and customizable reports for analyzing SSPR usage
patterns, demonstrating compliance with security policies, and monitoring for
potential security threats.?®

o Integration with Security Information and Event Management (SIEM) systems
for centralized log analysis and correlation with other security events across
the enterprise.1 Robust reporting and auditing are vital for ongoing security
monitoring, effective incident response, proving adherence to regulatory and
internal compliance mandates, and gaining insights into SSPR adoption rates
and overall system effectiveness.’

B. Market Landscape and Vendor Overview

The Self-Service Password Reset (SSPR) software market is characterized by dynamic
growth and increasing strategic importance within enterprise IT. Market analyses
project significant expansion; one report anticipates the market reaching a value of
$556 million in 2025, with a Compound Annual Growth Rate (CAGR) of 8.3% from 2025
to 2033.156 Another forecast suggests the global SSPR software market, valued at $1.2
billion in 2024, will surge to $3.1 billion by 2033.2 This robust growth trajectory is
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propelled by several interconnected factors, primarily the escalating frequency of data
breaches and heightened security concerns, which are compelling organizations to
adopt more resilient and secure password management solutions.’ The widespread
shift towards remote and hybrid work models has also underscored the need for
efficient, location-independent SSPR capabilities.?

The competitive landscape is populated by a mix of large, established technology
vendors and more specialized identity and access management (IAM) solution
providers. Major players such as Microsoft, IBM, and Oracle offer SSPR functionalities,
often as part of their broader identity or cloud platforms.™® Prominent IAM vendors like
SailPoint and Okta also feature SSPR as a key component of their comprehensive
suites.® Alongside these giants, a significant number of specialized vendors, including
ManageEngine (ADSelfService Plus), Avatier (Password Station/ldentity Anywhere),
FastPassCorp (FastPass SSPR & IVM), and Specops Software (UReset/Secure Service
Desk), provide focused SSPR solutions with distinct feature sets and target markets.®

A notable trend within the market is the accelerated adoption of cloud-based SSPR
solutions. These SaaS offerings are gaining traction due to their inherent advantages in
scalability, cost-effectiveness (often involving subscription-based pricing and reduced
infrastructure overhead), and speed of deployment.'® While on-premises SSPR
solutions continue to serve organizations with specific data residency or control
requirements, the cloud segment is projected to dominate market growth.
Geographically, North America currently represents a dominant market for SSPR
software, with large enterprises being significant early adopters due to their complexIT
infrastructures and stringent security needs.®

Competition among SSPR vendors is intense, fostering continuous innovation. Key
areas of focus for product development and differentiation include enhancing support
for a wide array of Multi-Factor Authentication (MFA) options, ensuring real-time
password synchronization across diverse systems, providing intuitive and customizable
user interfaces, and offering flexible reset workflows that can be tailored to specific
organizational policies and branding requirements.2 Strategic collaborations,
partnerships, and acquisitions are also common as companies seek to expand their
technological capabilities and geographical reach in this rapidly evolving market.’

The maturation of the SSPR market is evident as these tools evolve from being niche
utilities to becoming core components of comprehensive IAM and overarching
cybersecurity strategies. The feature sets are expanding beyond basic password reset
functionalities to encompass advanced MFA, sophisticated password synchronization
across hybrid environments, granular policy enforcement engines, and deep
integrations with other critical IT and security systems. Vendors like Okta °,

Microsoft ', and SailPoint ’increasingly position SSPR within their larger IAM or IGA
(Identity Governance and Administration) platforms, reflecting this trend towards
integrated identity security. The strong market growth projections further underscore
the increasing strategic importance attributed to SSPR solutions by organizations of all
sizes.?
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While large enterprises have historically been the primary adopters of SSPR, the
scalability, accessibility, and cost-effectiveness of cloud-based SSPR solutions are
making these tools increasingly attractive and beneficial for Small and Medium-sized
Enterprises (SMEs) as well. SMEs often face similar password-related operational
challenges and security risks as larger organizations but typically operate with more
constrained IT resources and budgets. Cloud-delivered SSPR offers a lower barrier to
entry for SMEs, often requiring less upfront investment in infrastructure and providing
flexible subscription-based pricing models. This allows smaller organizations to also
achieve significant gains in IT efficiency, user productivity, and security posture.?2Some
SSPR products, such as ManageEngine ADSelfService Plus, even offer free tiers for a
limited number of users, further increasing accessibility for very small businesses or for
trial purposes.®®

C. In-Depth Product Reviews and Ratings

This section provides detailed reviews and comparative ratings for a selection of
prominent Self-Service Password Reset (SSPR) solutions, ordered by perceived feature
richness based on the criteria important to this report. The analysis for each productis
based on the evaluation criteria outlined in Section IV.A, drawing information from
vendor documentation, product websites, and aggregated user reviews from reputable
platforms such as Gartner Peer Insights, G2, and TrustRadius. The goal is to offer a
balanced perspective on each solution's strengths, weaknesses, and suitability for
different organizational contexts.

1. FastPass SSPR & IVM

¢ Core SSPR Functionalities: FastPass SSPR provides self-service password reset
and account unlock for a wide range of systems, including Active Directory,
Microsoft Entra ID, SAP, Oracle, IBM mainframe, and various LDAP
directories.?* A key feature is its ability to securely reset cached passwords on
remote PCs, even when off the corporate network (PC Agent and Remote
Worker support).® The FastPass Identity Verification Manager (IVM) module is
desighed to secure service desk operations during assisted resets.

¢ Supported Authentication Methods: FastPass supports a variety of
authentication methods for SSPR and IVM, including MFA through providers like
Okta(multiple options), Duo(multiple direct or Universal prompt), and Microsoft
Authenticator (often via push notifications or TOTP), challenge/response
security questions (Q&A), SMS and email OTPs, RSA, Gemalto, SAML, MitID,
CodeCard and manager approval workflows.*

e Integration Capabilities: The solution offers broad integration with directory
services (AD, Entra ID, LDAP - Handling Entra and AD systems) and enterprise
applications (SAP, Oracle, IBM - Password Sync for e.g. SAP and other
systems, Selective Password reset).?* A significant strength is its deep
integration with ITSM platforms; FastPass IVM is certified for ServiceNow and
also integrates with other major ITSM tools like HalolTSM, Ivanti, Jira Service
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Management, and BMC Remedy.?* It can also leverage data from HR systems for
verification purposes.?*

¢ Policy Management: FastPass SSPR and IVM are highly configurable, allowing for
different policies and verification workflows tailored to specific user groups or
security profiles. The IVM module, in particular, enables dynamic and contextual
verification processes for the service desk, adapting the workflow based on the
user's security profile and other risk factors.?*

e Service Desk Agent Tools and Visibility: FastPass IVM is specifically designed to
augment service desk operations. It provides a dedicated, guided workflow for
service desk agents to securely verify user identities during assisted password
resets. This workflow can utilize dynamic data, MFA challenges, and contextual
information, significantly reducing the risk of social engineering attacks.?* All
proofing actions and verification steps are logged, often directly within the
integrated ITSM ticket, providing a clear audit trail.

o User Experience and Accessibility: FastPass SSPR supports over 25 end-user
languages, making it suitable for global deployments.6 The user interface is
described as user-friendly in various materials.6 Specific details on WCAG
compliance or VPAT availability for the SSPR and IVM user interfaces were not
found in the provided snippets.'?

o Deployment Models: FastPass offers both cloud-based (SaaS) and on-premises
deployment options, catering to diverse organizational preferences and
infrastructure strategies.®

e User Reviews Summary: Reviews on Gartner Peer Insights and G2 are generally
positive, frequently highlighting the solution's high configurability, the
effectiveness of the IVM module in enhancing service desk security, and its
broad system support, especially for enterprise applications and ITSM
integration-®

e Overall Rating: Very Strong. FastPass's combination of SSPR for end-user
empowerment and the specialized IVM module for securing service desk
interactions creates a compelling and holistic approach to password
management. The IVM component is a significant differentiator, directly
addressing the human element vulnerability in social engineering attacks
targeting the help desk—a risk often overlooked by purely self-service focused
SSPR tools.?* This dual focus on securing both self-service and agent-assisted
password reset processes is crucial for comprehensive protection. The deep
and certified integration with leading ITSM platforms like ServiceNow further
strengthens its value proposition for large enterprise service desks, enabling
streamlined and secure workflows.?* Its strong support for remote workers,
including cached credential reset, and broad system integration (including SAP)
make it highly feature-rich.

2. ManageEngine ADSelfService Plus

e Core SSPR Functionalities: ADSelfService Plus provides comprehensive self-
service capabilities, including password reset, account unlock, and password
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changes for Active Directory domains. It also extends these functions to various
cloud applications like Microsoft 365, Google Workspace, and Salesforce.* The
solution features real-time password synchronization across linked accounts
and offers mobile apps (iOS and Android) for on-the-go password management.
Itincludes a PC agent for Windows, macQOS, and Linux login screens,
supporting remote workers by updating cached credentials.*’

o Supported Authentication Methods: A key strength of ADSelfService Plus is its
extensive support for over 20 different authentication methods. These include
biometrics (fingerprint, facial recognition), FIDO passkeys, YubiKey hardware
tokens, authenticator apps (Google Authenticator, Microsoft Authenticator,
Zoho OneAuth TOTP), push notifications, SMS/email OTPs, RADIUS-based
authenticators, smart cards, customizable security Q&A, and manager
approval via help desk workflows.5

¢ Integration Capabilities: The product offers strong integration with on-premises
Active Directory and Microsoft Entra ID (Handling Entra and AD systems with
writeback).® It can also integrate with a wide range of enterprise applications
and cloud services (Password Sync for cloud apps like M365, Google,
Salesforce; SAP would depend on specific connectors; Selective Password
reset for these apps).>* Notably, it provides ITSM integration, including with its
own ManageEngine ServiceDesk Plus %4, and supports SIEM and IAM integrations
for broader security ecosystem connectivity.>

e Policy Management: ADSelfService Plus allows for granular policy configuration
based on Active Directory OUs and group memberships. It features a robust
Password Policy Enforcer that can apply custom rules beyond AD's native
capabilities. Conditional Access policies can be defined based on IP address,
device used, time of access, and geolocation to dynamically adjust
authentication requirements.* The system also supports risk-based
authentication (RBA) to evaluate login attempts and adapt security measures
accordingly.*®

o Service Desk Agent Tools and Visibility: The solution includes a help-desk-
assisted password reset feature with an approval workflow. This allows IT
technicians to review and approve SSPR requests, often verifying user identity by
comparing answers to AD-based security questions against actual AD attributes
(requires integration with ADManager Plus for this specific
verification).’™ Comprehensive audit reports are available, providing details on
SSPR attempts, successes, failures, and user enrollment
status.* Troubleshooting guides assist with agent installation and connectivity
issues.®

e User Experience and Accessibility: ManageEngine provides a VPAT for its
ServiceDesk Plus product, stating WCAG 2.2 Level AA compliance.®®* While a
specific VPAT for ADSelfService Plus was not detailed in the provided snippets,
the company emphasizes a user-friendly experience across its product
line.*® The interface supports customization and is accessible via web portal and
mobile apps. Multi-language support is generally a feature of ManageEngine
products catering to a global audience.
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¢ Deployment Models: ADSelfService Plus is available as both an on-premises
software installation and a cloud-based service, offering flexibility for different
organizational needs.®®

e User Reviews Summary: User reviews on platforms like Gartner Peer Insights
and G2 often highlight ADSelfService Plus's rich feature set, particularly its
extensive MFA options and strong Active Directory integration.*® Some users
have noted a degree of complexity in configuring all features or have
experienced variability in support quality.

e Overall Rating: Very Strong. ManageEngine ADSelfService Plus distinguishes
itself with an exceptionally broad range of supported authentication methods,
providing organizations with unparalleled flexibility to meet diverse user needs
and security requirements. Its deep integration with on-premises Active
Directory makes it particularly well-suited for organizations where AD remains a
central component of their identity infrastructure. The inclusion of conditional
access policies and risk-based authentication capabilities further enhances its
security value.®® The help-desk-assisted reset workflow, while relying on another
ManageEngine product for full AD attribute verification, is a clear example of
synergy with service desk operations.’® Its PC agent and remote worker support
are also robust.

3. Specops uReset / Secure Service Desk

e Core SSPR Functionalities: Specops uReset enables self-service password
reset, account unlock, and password changes from various access points,
including web browsers, the Windows logon screen (PC agent, even when offline
for remote workers), and a mobile application.® A key feature is its ability to
update locally cached domain credentials for remote users, preventing lockouts
when off the corporate network. The "First Day Password" add-on allows new
hires to securely set their initial password without IT intervention. Specops
Secure Service Desk complements uReset by providing tools for agent-assisted
scenarios.

¢ Supported Authentication Methods: Specops boasts support for over 20 identity
service providers for MFA. These include well-known options like Duo Security,
Google Authenticator, Microsoft Authenticator, Okta Verify, PinglD, Symantec
VIP, and YubiKey (including Passkeys and Entra ID as an identity service). It also
supports mobile verification codes (SMS/email), manager verification, security
questions, and biometrics through its Specops Fingerprint mobile app (which
includes Face ID).® The system allows for "weighted identity services," where
administrators can assign different security values to different authenticators.™

o Integration Capabilities: The solution is designed for native and seamless
integration with on-premises Active Directory (Handling AD systems), with
configuration managed via Group Policy Objects (GPOs).® This avoids the need
for external databases to store password-related information. It also integrates
with encryption solutions like Microsoft BitLocker and Symantec Endpoint
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Encryption for key recovery scenarios. Password Sync and Selective Password
Reset for systems like SAP are limited as the primary focus is on AD passwords.®

¢ Policy Management: Password policies are configured and enforced through
GPOs, aligning with standard AD management practices. Specops Password
Policy, a related product, can be integrated to provide advanced features like
real-time breached password blocking.6 The platform allows for geographical
restrictions (blocking/allowing SSPR based on country or IP) and Ul
customization.

o Service Desk Agent Tools and Visibility: The Specops Secure Service Desk
module is specifically designed for help desk agents. It provides an interface for
agents to securely verify users (enforcing MFA for agents themselves), manage
user enrollments, perform assisted AD password resets, unlock accounts, and
recover encryption keys.' It allows help desk staff to send one-time codes or
use other integrated identity services to validate callers. Detailed audit logs and
a reporting dashboard provide visibility into verification activities and SSPR
events.

o User Experience and Accessibility: The user interface is available in multiple
languages, including English, French, and German.” Ul customization options
(logo, colors, text) are available.6 One review noted some Ul/UX
inconsistencies.'’ Specific information on WCAG compliance or VPAT
availability was not found in the provided research snippets.'

¢ Deployment Models: Specops solutions are typically deployed on-premises,
leveraging existing Active Directory infrastructure, but they also utilize cloud
components like the Specops Authentication Cloud for managing identity
services and authentications.™

e User Reviews Summary: Reviews on Gartner Peer Insights and G2 often
commend Specops for its strong Active Directory integration, extensive MFA
options, and the effectiveness of its Secure Service Desk tools for agent-
assisted scenarios.® Some users have occasionally mentioned a degree of
complexity in the initial setup or aspects of the user interface.

o Overall Rating: Very Strong. Specops uReset, in conjunction with Specops
Secure Service Desk, offers a robust and comprehensive solution, particularly
excelling in environments that are heavily reliant on Microsoft Active Directory
and Group Policy for identity and system management.*The tight, native AD
integration simplifies deployment and administration for organizations with
strong AD expertise. The combination of uReset for user self-service and the
Secure Service Desk module for agent-assisted scenarios provides a well-
rounded approach to password management and help desk security. Features
like the ability to update cached credentials for remote workers 7 and strong
MFA enforcement, including breached password prevention when used with
Specops Password Policy, are significant strengths. Its PC agent and remote
worker support are excellent for AD environments.

4. Avatier Password Station / Identity Anywhere
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¢ Core SSPR Functionalities: Avatier's solution (often referred to as Password
Station or as part of the Identity Anywhere suite) provides self-service password
reset, password synchronization, and account unlock capabilities.® A notable
architectural feature is its Docker container-based deployment option, offering
portability across cloud, on-premises, or private cloud environments. It
supports remote users and implies PC agent functionality through its varied
access methods like desktop kiosks.'®”

e Supported Authentication Methods: Avatier supports a wide array of
authentication methods for SSPR. These include traditional web browser
access, an automated phone system (IVR with PIN or voice recognition), a broad
choice of MFA providers, biometric options (fingerprint, facial), email and SMS
OTPs, and support for security tokens and smart cards.®*? Manager approval is
supported via workflow push notifications.*®

¢ Integration Capabilities: The solution integrates with Active Directory, Oracle E-
Business Suite, NetSuite, Salesforce, Microsoft Office 365, and Citrix
environments (Handling AD systems, Password Sync for e.g. SAP and other
systems, Selective Password reset).*?It also features Universal Service Desk
integration and can integrate with help desk ticketing systems, often via SMTP-
based task automation for opening and closing tickets related to SSPR events.*?

¢ Policy Management: Avatier emphasizes strong password policy enforcement
capabilities, allowing organizations to define and apply business rules for
password construction. It also includes compliance management features to
help meet regulations like SOX, HIPAA, and NIST.*

o Service Desk Agent Tools and Visibility: Avatier provides a consolidated cross-
platform help desk console. This module allows service desk staff to verify user
identity (with features like forced enrollment to ensure all users can be verified)
and perform assisted password resets.*? The system includes help desk
delegation capabilities and allows viewing of audit logs for monitoring
operations and suspicious activity. Task automation for help desk tickets (e.g.,
opening/closing tickets via SMTP) is also supported.®

¢ User Experience and Accessibility: The platform aims for a user-friendly
interface with responsive design, accessible via web and mobile.??It offers multi-
language support for over 30 languages, catering to global user
bases.39 Specific details on WCAG compliance or VPAT availability were not
present in the reviewed snippets.*

¢ Deployment Models: Avatier offers significant deployment flexibility through its
Docker container-based architecture, supporting cloud, on-premises, or private
cloud instances.®

e User Reviews Summary: User reviews on Gartner Peer Insights and G2 generally
praise Avatier for its ease of use, effectiveness in reducing help desk calls, and
the breadth of its authentication options.’® Some reviews have mentioned that
customization can incur additional costs or that reporting options could be more
advanced, though connections to backend databases for custom reporting are
possible.™®
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* Overall Rating: Strong. Avatier's SSPR solution, often part of its Identity
Anywhere suite, places a strong emphasis on providing a multitude of access
and authentication methods for users, including notable support for phone-
based IVR and biometrics.*? This caters well to diverse enterprise environments
where users may have varying levels of technical proficiency or access to
different types of devices. The use of Docker container technology for
deployment * offers a unique degree of portability and flexibility that can be
attractive to organizations with specific infrastructure strategies. The integrated
help desk module, coupled with features like forced enrollment to ensure users
can be verified, is a commendable aspect for ensuring the usability and security
of assisted password resets.%?

5. SailPoint Password Management (as part of Identity Security Cloud)

¢ Core SSPR Functionalities: SailPoint's Password Management capabilities,
typically offered as an add-on to its Identity Security Cloud platform, include
self-service password reset, password change, and account recovery
functionalities.’ A key feature is password synchronization, which aims to keep
passwords consistent across various connected on-premises and cloud
applications. It offers a PC agent ("Desktop Password Reset") for Windows login
screens, beneficial for remote workers.’

e Supported Authentication Methods: For SSPR, SailPoint supports multiple
authentication methods. These include answering security questions, receiving
verification codes via work or alternate phone numbers and email addresses,
and leveraging third-party authenticators such as Duo Security, RSA SecurlD,
Symantec VIP, and Okta Verify.'"® Manager approval was not highlighted as a
specific SSPR authentication method.

e Integration Capabilities: As part of a broader IGA platform, SailPoint offers an
extensive library of pre-built connectors for integration with numerous on-
premises systems (including Active Directory - Handling AD systems) and cloud
applications (including Microsoft Entra ID - Handling Entra
systems).'”” Password Sync for systems like SAP would depend on available
connectors. Selective Password Reset for applications is supported ("Adding
and Resetting Application Passwords").”’

e Policy Management: The platform allows for the creation and customization of
password policies that can be applied to specific user segments or sources.
Features include a password dictionary to prevent common or weak passwords,
and configurable password expiration settings for Active Directory
sources.'” Administrators can associate multiple password policies with a
single source, using filters and exceptions to apply different rules to different
groups of users within that source.'?®

o Service Desk Agent Tools and Visibility: Administrators within the SailPoint
platform can initiate password resets on behalf of users if required. The system
includes lockout management settings, which trigger email notifications to
users if their account is locked due to multiple failed attempts.’*While audit
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logs are available within the Identity Security Cloud, specific, dedicated views or
dashboards for service desk agents focused solely on SSPR failures or assisted
reset tools were not explicitly detailed beyond general administrative
capabilities for identity management.®®

e User Experience and Accessibility: SailPoint mentions Ul customization
capabilities "®and support for multiple languages within its password dictionary
feature.’® G2 reviews suggest general multilingual support as an IAM
feature.However, specific details regarding WCAG compliance or VPAT
availability for the SSPR user interface were not found in the provided research
snippets.'”’

¢ Deployment Models: SailPoint Identity Security Cloud, which includes Password
Management, is primarily a cloud-based (SaaS) solution, designed to integrate
with both on-premises and other cloud systems.”’

¢ User Reviews Summary: SailPoint is widely recognized as a leader in the Identity
Governance and Administration (IGA) space. Its Password Managementis a
component of this broader offering. User reviews on Gartner Peer Insights and
G2 reflect its strength in IGA. The intuitiveness of the user interface for end-
users, particularly for access requests (which is related to but distinct from
SSPR), can receive mixed feedback, with some finding it straightforward and
others finding it confusing.’*® The quality of customer support also has varied
reviews.'®

e Overall Rating: Strong. SailPoint's SSPR capabilities are best understood as an
integrated part of its comprehensive ldentity Security Cloud platform, which
excels in Identity Governance and Administration (IGA). This integrationis a
significant advantage for organizations seeking a unified approach to managing
identities, access, and governance across the enterprise, ensuring that
password policies and SSPR processes align with broader compliance and
security frameworks."”” However, for organizations whose primary or sole
requirementis a standalone SSPR tool, the full IGA suite might be more
extensive and potentially more complex than necessary. The strength lies in its
governance-centric approach to password management.
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Feature
Category

ManageEngine

ADSelfService Plus

Specops
uReset /
Secure
Service Desk

Comparative Feature Matrix of Leading SSPR Solutions

Avatier
Password
Station/
Identity
Anywhere

SailPoint
Password
Management

Overall Rating Very Strong Very Strong Very Strong Strong Strong
PC Agent Yes (client for login Yes (Windows, Yes (Windows Implied Yes (Desktop
(Login Screen screen) 1° macOS, Linux login logon screen, (Desktop Password
Reset) screens) ¥ even offline)’ Kiosks) %2 Reset for
Windows) "2

Remote Yes, strong support, | Yes, "cached Yes, "update Yes Yes (Desktop
Worker "Remote PC cache credentials update" %’ locally cached ("Password Password
Support password reset" 24 domain Reset for Reset supports
(Cached credentials"’ Remote remote users)
Credential Users") 32
Update)
Password Yes (SAP, Oracle, Yes (Cloud apps; SAP Limited Yes (Enterprise | Yes (SAP via
Sync (e.g., IBMi, IBM Z, via connector) %' (Primarily AD) '8 | systems, connector) '
SAP) RACF, LDAP, MSSQL, cloud, SaaS)?°

Unix, Linux, Generic,

Custom) 2*
Handling Entra Yes (AD, Entra ID, Yes (Strong AD, Entra Yes (Native AD Yes (AD Yes (AD, Entra
& AD Systems  Hybrid with ID with writeback) %' via GPO, Entra integration, ID)*
(Writeback) writeback) 24 ID as identity general cloud

service) ' support) 2°

Selective Yes (SAP, Oracle, Yes (Cloud apps like Limited Implied by Yes ("Adding
Password IBMi, IBM Z, RACF, M365, Google, (Primarily AD) broad system and Resetting
Reset (Other LDAP, MSSQL, Unix, | Salesforce) support Application
systems in Linux, Generic, Passwords") 2
portal) Custom) 24
Manager Yes Yes (Help Desk Yes (Manager Yes (Workflow = Not highlighted
Approval Approval Workflow) 2 verification) push as specific
Optionin notifications) ¢ = SSPR auth
SSPR method
Key >20 options: MFA >20 >20 options: Phone Sec. Q's,
Authentication | (Okta, Duo, MS options: Biometrics, Duo, MS/Google | IVR/PIN/Voice, | Phone/Email
Methods Auth), Q&A, YubiKey, FIDO, TOTP, Auth, Okta, MFA, Codes, Duo,

SMS/Email OTP, SMS/Email, Q&A, Duo, | YubiKey, Biometrics, RSA, Symantec

TOTP, Duo(4 RSA, Manager Passkeys, Email/SMS VIP, Okta

authentication Approval 2 SMS/Email, OTP, Tokens, Verify 3

options and Manager, Smart Cards,

Universal prompt), Biometrics ' Manager

Okta(6 Approval 2

authentication
options), Smart
Cards, CodeCards,
RSA, Gemalto
safenet, SAML,
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https://www.fastpasscorp.com/products/self-service-password-reset/?utm_source=sspr_report&utm_medium=pdf&utm_campaign=fastpass_sspr_page&utm_id=fastpass_sspr_page
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=sspr_report&utm_medium=pdf&utm_campaign=fastpass_IVM_page&utm_id=fastpass_IVM_page

MitID, Manager

Approval 12
Service Desk FastPass IVM: Help-desk assisted Secure Service
Agent Tools Guided(Optionally reset (ADManager Plus = Desk: Agent
forced) Secure for AD Q&A verify), MFA, Guided
Verification Audit Reports 4 Verification,
Workflow, ITSM Audit Logs,
integrated logging "° Reporting
Dashboard [1, S
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