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Enhancing Service Desk Security: A Report on Identity Verification Tools, Authentication 
Methods, and ITSM Integration 

I. Executive Summary 
The escalating sophistication of cyber threats, particularly social engineering and AI-driven 
impersonation has transformed the IT service desk into a critical security checkpoint. This 
report addresses the pressing need for robust identity verification (IDV) solutions capable of 
authenticating users contacting the service desk, with a focus on tools that support diverse 
authentication methods—including DUO and Employee ID—and offer seamless integration 
with IT Service Management (ITSM) ticketing systems.  

An analysis of leading solutions, primarily Nametag, FastPass Identity Verification Manager 
(IVM), and Specops Secure Service Desk, alongside a contextual review of Duo Security's 
applicability, reveals distinct approaches to this challenge. Nametag excels with its advanced 
Deepfake Defense™ technology, centered on biometric and document verification.  

FastPass IVM offers a highly configurable, score-based system supporting a broad array of 
authentication techniques, including Knowledge-Based Authentication (KBA), Employee ID 
checks, RSA tokens, TOTP, CodeCards/Access Card IDs, peer verification (e.g., naming 
colleagues), asset tag data, badge numbers, contextual data like "usual machine" verification, 
and agent alerts for suspicious call patterns, with strong ITSM integration, particularly for 
ServiceNow. Specops Secure Service Desk emphasizes strengthening verification beyond 
traditional KBA by integrating with Active Directory and supporting numerous MFA factors, 
including Duo, with a focus on enforcing verification before agents can perform high-risk 
actions. Duo Security, while a powerful Multi-Factor Authentication (MFA) platform, offers more 
limited, specific functionalities for direct agent-mediated caller verification.  

This report provides an in-depth evaluation of these tools against key criteria, offering strategic 
recommendations to guide organizations in selecting and implementing a solution that fortifies 
security, enhances operational efficiency, and maintains a positive user experience. The 
ultimate decision should be predicated on a thorough assessment of an organization's unique 
risk profile, existing infrastructure, and specific operational requirements. 

II. The Imperative for Robust Identity Verification at the 
Service Desk 
The IT service desk (IT help desk), traditionally viewed as a support function, now stands at the 
forefront of organizational security. Its role in managing user access, resolving issues, and 
resetting credentials makes it a prime target for malicious actors. The failure to implement 
robust identity verification processes at this juncture can expose an organization to severe 
risks, including data breaches, financial loss, and reputational damage. The evolving nature of 
threats necessitates a paradigm shift in how service desks authenticate users, moving beyond 
rudimentary checks to more sophisticated and resilient verification strategies. 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/why-fastpass/insights/integrating-fastpass-ivm-itsm-system/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_itsm&utm_id=fastpass_ivm_itsm
https://www.fastpasscorp.com/secure-identity-verification-with-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_servicenow&utm_id=fastpass_ivm_servicenow
https://www.fastpasscorp.com/duo-fastpass-ivm/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_duopage&utm_id=fastpass_ivm_duopage
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A. The Evolving Threat Landscape 
Service desks are increasingly besieged by sophisticated social engineering attacks. These 
attacks often involve attackers impersonating legitimate users to deceive service desk agents 
into performing actions like password resets or granting unauthorized access. A particularly 
prevalent form is "vishing" or voice phishing, where attackers use voice communication to 
manipulate agents.1 The challenge is compounded by the emergence of AI-powered 
impersonation technologies, such as deepfakes. These technologies can create highly 
convincing synthetic voice or video, making it exceedingly difficult for human agents to detect 
fraud. Solutions like Nametag's Deepfake Defense™ are specifically designed to combat these 
advanced threats by incorporating biometric and AI-driven analysis to identify and thwart such 
impersonation attempts.2 The core issue is that if an attacker can successfully impersonate a 
user to the service desk, they can gain a foothold into corporate systems, potentially accessing 
sensitive data, deploying malware, or causing widespread disruption. This underscores the 
inadequacy of relying solely on easily obtainable or guessable information for verification. 

The increasing sophistication of these attack vectors means that service desks can no longer 
afford to be a weak link in the security chain. They are, in effect, gatekeepers to critical IT 
resources. An attacker who successfully bypasses service desk verification can gain access to 
sensitive systems and data, leading to significant financial and reputational damage. The 
investment in robust IDV for the service desk is therefore not merely an operational expense but 
a critical component of an organization's comprehensive cybersecurity posture. 

B. Impact on Security, Operational Efficiency, and User Experience 
The implementation of strong identity verification at the service desk has far-reaching 
implications beyond just thwarting attackers. 

• Security: The most direct benefit is enhanced security. By accurately verifying the 
identity of callers, organizations can significantly reduce the risk of unauthorized 
account access, data breaches, and internal fraud. This is particularly crucial for 
processes like password resets or MFA token recovery, which are common targets for 
attackers. Robust IDV acts as a critical control point, preventing attackers from 
exploiting help desk procedures to gain privileged access.4 

• Operational Efficiency: While it might seem counterintuitive, a well-designed IDV 
system can improve operational efficiency. Automated and streamlined verification 
processes can reduce call handling times, as agents spend less time on manual, often 
unreliable, verification steps. For instance, Nametag claims its solution can boost agent 
efficiency by a factor of five and lead to 30% cost savings in helpdesk 
operations.2 Similarly, FastPass IVM highlights its ability to make verification processes 
over 50% faster than traditional methods, especially when integrated with ITSM systems 
like ServiceNow.1 This allows agents to focus on resolving the user's actual IT issue 
more quickly. 

• User Experience: A critical challenge is balancing robust security with a positive user 
experience. Overly cumbersome or lengthy verification processes can lead to 
frustration for legitimate users. Modern IDV solutions strive to make verification as 
seamless as possible. For example, Nametag emphasizes a mobile-native verification 

https://www.fastpasscorp.com/why-fastpass/insights/help-desk-user-confirmation-achilles-heel-of-it-security/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_securityhelpdesk&utm_id=fastpass_ivm_securityhelpdesk
https://www.fastpasscorp.com/blog/what-is-vishing/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_blogvishingpage&utm_id=fastpass_ivm_blogvishingpage
https://www.fastpasscorp.com/blog/what-is-vishing/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_blogvishingpage&utm_id=fastpass_ivm_blogvishingpage
https://www.fastpasscorp.com/blog/what-is-vishing/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_blogvishingpage&utm_id=fastpass_ivm_blogvishingpage
https://www.fastpasscorp.com/reconstruction-hacking-of-service-desk/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_hackervideopage&utm_id=fastpass_ivm_hackervideopage
https://www.fastpasscorp.com/reconstruction-hacking-of-service-desk/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_hackervideopage&utm_id=fastpass_ivm_hackervideopage
https://www.fastpasscorp.com/why-fastpass/insights/help-desk-user-confirmation-achilles-heel-of-it-security/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_securityhelpdesk&utm_id=fastpass_ivm_securityhelpdesk
https://www.fastpasscorp.com/why-fastpass/insights/revolutionizing-it-help-desk-security-fastpass-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_ivmservicenowinsightspage&utm_id=fastpass_ivm_ivmservicenowinsightspage
https://www.fastpasscorp.com/why-fastpass/insights/revolutionizing-it-help-desk-security-fastpass-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_ivmservicenowinsightspage&utm_id=fastpass_ivm_ivmservicenowinsightspage
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experience that can be completed in under 30 seconds, without requiring pre-
enrollment or app downloads for the end-user.2 The goal is to make the process secure 
yet sufficiently convenient so that users do not seek ways to bypass it. 

The interplay between these factors is crucial. A highly secure system that cripples efficiency or 
frustrates users is unlikely to be adopted effectively. Conversely, an efficient system that 
compromises security is a liability. The ideal solution optimizes all three aspects, recognizing 
that the service desk's role has fundamentally shifted towards being a proactive defender of 
enterprise assets. 

III. Key Evaluation Criteria for Service Desk Identity 
Verification Tools 
Selecting an appropriate identity verification tool for the service desk requires a systematic 
evaluation based on a set of critical criteria. These criteria directly address the common 
challenges and requirements faced by organizations seeking to enhance their service desk 
security and efficiency. 

A. Breadth and Depth of Authentication Methods 
A comprehensive IDV solution should support a variety of authentication methods to cater to 
different user scenarios, risk levels, and available user credentials. 

• Multi-Factor Authentication (MFA): MFA is a foundational security measure. Any 
robust IDV strategy for the service desk should either integrate with existing MFA 
solutions or provide strong MFA capabilities. Platforms like Duo Security are inherently 
built around MFA.7 Other solutions, such as Nametag, FastPass IVM, and Specops 
Secure Service Desk, also support or integrate with various MFA providers. 

• DUO Integration/Support: Given its prevalence, explicit support for or integration with 
Duo is a key consideration for many organizations. Nametag offers integration with Duo 
to address potential gaps in onboarding and account recovery processes.2 FastPass 
IVM lists DUO as one of its supported validation methods, allowing it to be incorporated 
into its scored verification workflows.1 Specops Secure Service Desk also supports Duo 
as one of its commercial authentication providers. 

• Employee ID Verification: The ability for a service desk agent to verify a caller using 
their Employee ID is a common requirement. This typically involves the agent asking for 
the ID, which is then cross-referenced with an authoritative source like an HR system or 
Active Directory. FastPass IVM explicitly supports this, utilizing corporate data such as 
HR records and Employee IDs as part of its verification process.1 Specops Secure 
Service Desk aims to move beyond relying solely on static AD information like Employee 
ID for verification due to vulnerability concerns, but it leverages existing AD data which 
can include such identifiers as part of a broader verification process. While Nametag 
can connect to HR systems like Workday 2, its primary helpdesk verification flow 
focuses on document and selfie verification, and direct agent-led Employee ID checks 
are not as explicitly detailed.2 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/secure-help-desk-verification-video-with-duo/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_ivmduovideopage&utm_id=fastpass_ivm_ivmduovideopage
https://www.fastpasscorp.com/secure-help-desk-verification-video-with-duo/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_ivmduovideopage&utm_id=fastpass_ivm_ivmduovideopage
https://www.fastpasscorp.com/duo-fastpass-ivm/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_duopage&utm_id=fastpass_ivm_duopage
https://www.fastpasscorp.com/duo-fastpass-ivm/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_duopage&utm_id=fastpass_ivm_duopage
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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• Knowledge-Based Authentication (KBA): KBA involves asking users questions to which 
only they should know the answers. There are two main types: static KBA (pre-set 
questions) and dynamic KBA (questions generated in real-time from various data 
sources).10 FastPass IVM supports KBA using both user personal information and 
corporate data, allowing for the configuration of security questions, and can include 
questions like naming colleagues or providing asset tag data.1 Specops Secure Service 
Desk supports "Secret Questions" and aims to enhance security beyond easily 
compromised static KBA by leveraging diverse AD attributes. While KBA can be user-
friendly, it's vulnerable to social engineering if questions are poorly chosen or answers 
are easily discoverable. Thus, it's often recommended as one factor among others. 

• One-Time Passwords (OTP): OTPs delivered via SMS, email, or authenticator apps (like 
Google Authenticator or Microsoft Authenticator) are a common MFA factor. FastPass 
IVM supports OTPs through various channels, including TOTP-based 
authenticators.1 ManageEngine ADSelfService Plus also uses OTPs for self-service 
verification.12 Specops Secure Service Desk supports OTPs via Mobile Code (SMS), 
email, Specops Authenticator, and Google Authenticator. 

• Biometrics: Biometric authentication (e.g., fingerprint, facial recognition) offers a 
strong level of assurance. Nametag’s Deepfake Defense™ engine inherently uses 
biometrics by matching a live selfie to a government-issued ID.2 Jumio also heavily 
emphasizes biometric authentication.11 FastPass IVM can integrate with MFA systems 
such as Okta or Duo, which in turn may leverage biometric capabilities on the user's 
device.1 Specops Secure Service Desk supports biometrics (fingerprint, Face ID) via its 
Specops:ID mobile app. 

• Document Verification: This involves verifying the authenticity of a government-issued 
identity document (e.g., driver's license, passport). Nametag's helpdesk solution is built 
around this, supporting over 11,000 document types globally.2 Entrust also provides 
robust document verification capabilities.13 

• Physical Tokens/Cards: Methods like RSA SecurID tokens or physical 
CodeCards/Access Cards (where an agent might ask for specific information from the 
card) provide a "something you have" factor. FastPass IVM supports RSA tokens and 
can utilize information from access cards or similar "carry tokens." 

• Contextual and Behavioral Data: This advanced method involves analyzing various 
contextual signals, such as the user's geo-location, time of day, IP address, device 
information (like whether the user is on their usual machine 1), and recent activity 
patterns (e.g., last login, printer usage from Active Directory or Entra ID data). FastPass 
IVM notably utilizes such dynamic and contextual data to assess risk and contribute to 
the verification score.14 

B. Seamless ITSM System Integration 
Effective identity verification at the service desk is not a standalone process; it must integrate 
seamlessly with existing ITSM ticketing systems. This integration is crucial for streamlining 
agent workflows, maintaining comprehensive audit trails, and ensuring that verification steps 
are consistently applied. 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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• ServiceNow: As a leading ITSM platform, ServiceNow integration is a frequent 
requirement. Both Nametag and FastPass IVM offer certified integrations with 
ServiceNow.1 FastPass IVM, for instance, details how its verification process can be 
initiated directly from a ServiceNow ticket, with results and audit logs automatically 
recorded back into the ticket.1 Specops Secure Service Desk provides an API that can 
be used to build connections with systems like ServiceNow 16, though it's not explicitly 
described as a certified, out-of-the-box integration in the same manner as the others. 

• Zendesk: Nametag also provides integration with Zendesk, another popular ITSM 
solution.2 Specops Secure Service Desk's API could potentially be used for Zendesk 
integration 16, but specific native support is not detailed. 

• Other ITSM/SIEM Platforms: Broader integration capabilities are also valuable. 
Nametag lists integrations with SIEM tools like Splunk and Microsoft Sentinel, and 
automation platforms like Tines.2 FastPass IVM mentions general ITSM integration 
capabilities and the ability to integrate with SIEM systems for enhanced security 
monitoring.1 Specops Secure Service Desk offers an API for integration with other third-
party systems. 

The depth and reliability of these integrations are paramount. A superficial integration that 
requires significant manual effort from agents offers little value. True integration should 
automate data exchange and embed the verification workflow naturally within the agent's 
existing environment. 

C. Efficiency and Usability: Agent and End-User Workflows 
The chosen IDV tool must be efficient and usable for both service desk agents and the end-
users being verified. 

• Agent Experience: The tool should empower agents, not hinder them. Features like a 
clear console displaying real-time verification results (as with Nametag 2) or a guided, 
scripted process with automated scoring and alerts (as with FastPass IVM 14) can 
significantly improve agent confidence and consistency. Specops Secure Service Desk 
provides an interface for agents to manage verifications and enforces these steps 
before critical actions. 

• User Experience: For the end-user, the verification process should be as simple, quick, 
and intuitive as possible. Nametag’s approach aims for verification in under 30 seconds 
via a mobile-native experience without requiring an app download.3 FastPass IVM’s 
diverse methods also aim for efficient resolution.1 Specops Secure Service Desk aims 
for ease of use, with some methods not requiring pre-enrollment by the end-user.16 

• Workflow Automation: Automation of manual tasks is key to efficiency. FastPass IVM, 
for example, automates many steps in the password reset process within ServiceNow, 
reducing overall handling time.1 Specops Secure Service Desk also automates the 
enforcement of verification. 

https://www.fastpasscorp.com/secure-identity-verification-with-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_servicenow&utm_id=fastpass_ivm_servicenow
https://www.fastpasscorp.com/secure-identity-verification-with-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_servicenow&utm_id=fastpass_ivm_servicenow
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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D. Security Architecture, Compliance, and Trust 
The underlying security architecture of the IDV tool and its adherence to recognized compliance 
standards are critical for establishing trust. 

• Core Security Features: This includes defenses against specific threats, such as 
Nametag's Deepfake Defense™ 2, FastPass IVM's focus on preventing social engineering 
and vishing 1, or Specops Secure Service Desk's enforcement of strong authentication 
and detailed audit logs. Fundamental security practices like data encryption at rest and 
in transit are essential (provided by Nametag 17, FastPass IVM 1, and implied by 
Specops' AD integration). 

• Certifications and Compliance: Independent certifications provide assurance of a 
vendor's security practices. 

o Nametag holds SOC 2 Type 2, HIPAA, CCPA, and GDPR compliance certifications.9 

o FastPass IVM is ServiceNow Certified, Cyber Essentials Plus certified, and FIPS 140-2 
compliant. Its internal policies are aligned with ISO 27001 and GDPR.1 

o Specops Secure Service Desk: The provided information does not explicitly list SOC 2 or 
ISO 27001 certifications for Specops Software or its Secure Service Desk product. 

o Other general IDV providers like iDenfy, Seon, and Onfido also list certifications such as 
ISO 27001 and SOC 2, which serve as industry benchmarks.19 

E. Configurability, Scalability, and Deployment Models 
The IDV solution should be adaptable to the organization's specific needs and capable of 
scaling with growth. 

• Customization: The ability to tailor verification processes for different user groups (e.g., 
standard users vs. privileged users), risk levels, or types of requests is highly valuable. 
FastPass IVM offers extensive customization of workflows and scoring rules.1 Nametag 
allows for customizable group-based permissioning, particularly for its self-service 
features.2 Specops Secure Service Desk allows configuration via Group Policy and 
supports a wide range of MFA factors that can be tailored to organizational needs. 

• Scalability: The solution should be able to handle the organization's current volume of 
service desk interactions and scale to accommodate future growth. 

• Deployment Models: Vendors may offer cloud-based (SaaS), on-premises, or hybrid 
deployment options. FastPass IVM provides both on-premises and cloud 
solutions.1 Nametag appears to be primarily a cloud-based service.2 Specops Secure 
Service Desk is natively integrated with Active Directory, implying an on-premises 
component, though specifics of cloud offerings are not detailed. 

The selection of authentication methods and the nature of ITSM integration directly influence 
the equilibrium between security strength and operational ease. A process that is exceptionally 
secure but overly complex can inadvertently encourage agents to find workarounds or cause 
significant frustration for users, thereby diminishing its overall effectiveness. Therefore, a 

https://www.fastpasscorp.com/secure-identity-verification-with-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_servicenow&utm_id=fastpass_ivm_servicenow
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/why-fastpass/insights/integrating-fastpass-ivm-itsm-system/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_itsm&utm_id=fastpass_ivm_itsm
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careful evaluation of these criteria in the context of the organization's specific environment is 
essential. 

IV. In-Depth Review of Leading Identity Verification 
Solutions for Service Desks 
This section provides a detailed examination of prominent solutions designed for or applicable 
to service desk identity verification, focusing on Nametag, FastPass Identity Verification 
Manager (IVM), Duo Security, and Specops Secure Service Desk. 

A. Nametag 
1. Overview and Key Differentiators 

Nametag is positioned as a comprehensive identity verification and account protection 
platform. Its primary goal is to prevent security breaches and reduce IT support costs by 
offering solutions for secure onboarding, self-service account recovery, and, critically for this 
report, Helpdesk Verification.2 A standout differentiator for Nametag is its 
proprietary Deepfake Defense™ identity verification engine. This technology combines 
cryptography, biometrics, and artificial intelligence to provide a high level of assurance against 
sophisticated AI-powered impersonation attempts and digital injection attacks, aiming for 
"workforce-grade security" rather than just regulatory compliance.2 

2. Supported Authentication Methods for Service Desk 

Nametag's primary method for helpdesk verification involves the service desk agent sending a 
secure link to the user. The user, via their smartphone, scans a government-issued ID and takes 
a live selfie. Nametag’s Deepfake Defense™ then verifies the authenticity of the ID and matches 
it to the selfie.3 This process requires no pre-enrollment by the user and no app download. 
Nametag supports over 11,000 types of identity documents globally.2 

• DUO Integration: Nametag integrates with Duo by Cisco. This integration is designed to 
cover gaps in Duo’s native onboarding and reset processes, enhancing security for Duo 
users.2 

• Employee ID: Nametag does not explicitly feature agent-led Employee ID checks (i.e., 
an agent asking for an ID number and verifying it) as a core part of its described 
helpdesk verification flow. While Nametag can connect to HR systems like Workday 2, 
which would contain employee IDs, the emphasis for real-time helpdesk verification is 
on the ID document and selfie method.3 Further clarification from the vendor would be 
needed for specific Employee ID query capabilities by agents.2 

• KBA: Knowledge-Based Authentication is not highlighted as a primary method within 
Nametag's helpdesk verification workflow, which prioritizes document and biometric 
proofing. 

• Biometrics: Biometric verification is integral to Nametag's Deepfake Defense™ 
technology and the selfie-to-ID matching process.2 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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• Passwordless MFA: While mentioned as a platform feature 2, this is more typically 
associated with direct user login or self-service scenarios rather than agent-mediated 
verification during a support call. 

3. ITSM Integration Capabilities 

Nametag offers robust integrations with key ITSM platforms: 

• ServiceNow: Nametag provides direct integration, allowing verification processes to be 
embedded within ServiceNow ticketing systems. This enables agents to initiate 
verification requests and view results directly from their ServiceNow interface.2 

• Zendesk: Similar to ServiceNow, Nametag offers direct, embeddable verification 
capabilities for Zendesk.2 

• Other Platforms: Nametag also integrates with SIEM tools like Splunk and Microsoft 
Sentinel, automation platforms such as Tines, and offers APIs for custom integrations. It 
connects with various Identity and Access Management (IAM) providers like Microsoft 
Entra ID, Okta, and OneLogin, as well as HRIS platforms like Workday.2 

4. Service Desk Agent and User Workflow 

• Agent Workflow: The agent, operating from the Nametag console or an integrated ITSM 
system, generates a unique verification link and shares it with the user through existing 
support channels (e.g., chat, email). The verification status updates in real-time within 
the agent's console, allowing them to proceed with confidence once identity is 
confirmed.2 Nametag aims to significantly improve agent efficiency, suggesting a 
potential 5x increase.2 

• User Workflow: The user receives the link, taps it to open the Nametag verification 
process on their smartphone (no mobile app installation is required). They are then 
guided to scan their government-issued ID and take a selfie. The entire process is 
designed to be completed in under 30 seconds.2 

5. Security Posture and Certifications 

Nametag emphasizes its proprietary Deepfake Defense™ engine as a core security feature.2 The 
platform employs data encryption both at rest and in transit.17 Other security measures 
include peer-code reviews, automated static analysis for vulnerabilities, continuous monitoring 
of third-party code dependencies, adherence to the principle of least privilege for employee 
access, and regular security training for staff.17 

Nametag holds the following certifications: 

• SOC 2 Type 2 

• HIPAA 

• CCPA 

• GDPR The company also conducts third-party penetration tests.9 ISO 27001 
certification is not listed among its current public attestations. 
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6. Configurability and Deployment 

The Nametag helpdesk solution is designed for rapid deployment, often requiring minimal to 
zero engineering effort for setup. Branding of the user-facing verification interface can be 
customized.3 While the helpdesk solution is largely ready-to-use, Nametag also offers 
customizable group-based permissioning for its self-service account recovery 
features.2 Nametag is primarily delivered as a cloud-based service.2 

Nametag's strong emphasis on biometric and document verification through its "Deepfake 
Defense" technology positions it as a compelling solution for organizations prioritizing high-
assurance identity proofing at the helpdesk, especially in scenarios where sophisticated 
impersonation attempts are a concern. This approach offers robust protection. However, its 
primary helpdesk workflow relies on the user having a compatible smartphone and their 
physical government-issued ID readily available during a support call. This might present 
challenges for certain user demographics or in specific urgent situations where these 
prerequisites cannot be met. The absence of explicit, simple agent-led "Employee ID" checks or 
KBA as primary verification methods distinguishes it from solutions like FastPass IVM. 
Organizations must weigh these factors against their user base's characteristics and typical 
support scenarios. 

B. FastPass Identity Verification Manager (IVM) 
1. Overview and Key Differentiators 

FastPass Identity Verification Manager (IVM) is specifically designed to secure IT Help Desk 
operations against social engineering tactics like vishing. It achieves this through an automated 
and streamlined validation workflow that guides agents.1 The core differentiator of FastPass 
IVM is its highly configurable, point-based scoring system. This system allows organizations to 
employ a wide array of verification methods—ranging from pre-set questions and corporate 
data checks to dynamic contextual assessments—and assign scores to each. Verification is 
granted when a cumulative score threshold is met.1 This approach provides flexibility and 
allows for security levels to be adapted based on user risk profiles or the sensitivity of the 
request, removing the burden of subjective judgment from individual agents.1  

2. Supported Authentication Methods for Service Desk 

FastPass IVM supports an extensive range of authentication methods suitable for agent-led 
service desk verification: 

• Employee ID: Explicitly supported. Agents can ask for an Employee ID, which IVM can 
then validate against corporate data sources like HR systems or Active Directory.1 

• KBA (User Personal Information / Corporate Data): FastPass IVM robustly supports 
KBA. This includes traditional security questions (e.g., "mother's maiden name," "first 
school") and questions based on corporate data (e.g., department, manager's name, 
naming colleagues/peers) or behavioral patterns (e.g., typical login times, geo-location, 
recent printer usage).1 It can also leverage custom data like asset tag information or 
badge numbers as part of KBA or direct checks.1 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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• DUO: DUO is supported as a validation method within FastPass IVM's framework and 
can be used as a "strong type" of proofing factor.1 

• Microsoft Authenticator, OKTA: These are also supported as verification methods.1 

• RSA Tokens: Physical RSA SecurID tokens are supported as a strong authentication 
factor.1 

• TOTP (Time-based One-Time Password): Supports standard TOTP authenticators (RFC 
6238) like Google Authenticator.1 

• SMS/Email OTP: Verification codes sent via SMS or email are standard options.1,6 

• CodeCards / Access Card ID: FastPass IVM can utilize "carry tokens" such as physical 
CodeCards or access cards, where an agent might ask for specific coordinates or the 
card ID, which can be checked against access card systems. 

• Asset Tag Data / Badge Numbers: The system can use asset tag numbers from user 
devices or employee badge numbers as verification points, often configured as custom 
data checks.1 

• Peer Verification: Supports verification through colleagues or managers, which can 
involve processes like an agent asking the caller to name a few of their peers for cross-
referencing. 

• Active Directory (AD) / Entra ID Data: Information from AD/Entra ID (e.g., account 
status, group memberships) can be queried and used as part of the verification logic.1 

• Manager Approvals / Third-Party Verification: If a user cannot be verified through the 
standard process, IVM supports workflows that escalate to a manager or another 
trusted third party for approval.1 

• Contextual Data: A significant strength of FastPass IVM is its use of dynamic and 
contextual data. This includes verifying the user's geo-location, time of day of the call 
relative to normal working hours, the ID of the workstation being used (including a 
"usual machine check" where connecting from a familiar device adds to the score, 
while an unfamiliar one can trigger an alert and negative score 1), whether the user is on 
a trusted network, and even recent call history to the service desk.14 

• Biometrics: While not listed as a direct, standalone biometric capture method within 
IVM itself, it integrates with MFA solutions like Okta and Duo, which can incorporate 
biometric authentication depending on their configuration.1 Authenticators, which can 
be biometric, are considered "strong types" of proofing.14 

3. ITSM Integration Capabilities 

FastPass IVM has a strong focus on ITSM integration, particularly with ServiceNow: 

• ServiceNow: FastPass IVM offers a deep and certified integration with ServiceNow. The 
verification process can be launched directly from within a ServiceNow incident. IVM 
then controls the agent-led verification steps, and all proofing data, scores, and audit 

https://www.fastpasscorp.com/why-fastpass/insights/integrating-fastpass-ivm-itsm-system/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_itsm&utm_id=fastpass_ivm_itsm
https://www.fastpasscorp.com/secure-identity-verification-with-servicenow/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_servicenow&utm_id=fastpass_ivm_servicenow
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trail information are automatically logged back into the ServiceNow ticket.1,6,15 This 
integration is reported to make password reset processes over 50% faster.1 

• Other ITSM Platforms: The solution is designed to integrate with "other modern ITSM 
platforms," although specific examples beyond ServiceNow are less emphasized in the 
provided information.1 

• SIEM Integration: FastPass IVM provides comprehensive compliance reporting and can 
integrate with SIEM systems, allowing security teams to correlate service desk 
verification events with other security data.1 

4. Service Desk Agent and User Workflow 

• Agent Workflow: The service desk agent typically initiates the FastPass IVM process 
from within their ITSM tool (e.g., ServiceNow). IVM then presents a guided workflow, 
instructing the agent on which questions to ask or which tests to perform based on the 
pre-configured rules and the user's security profile. The agent inputs the user's 
responses or observes the outcomes of actions (like an OTP verification). IVM 
automatically calculates the verification score.1 A key aspect is that agents do not 
require privileged access (e.g., domain admin rights) to perform actions like password 
resets if managed through IVM (FastPassCorp recommends that agents don’t have 
privileges).1 FastPass IVM also provides warning options and alerts to the agent, for 
instance, if a user has called multiple times recently, if their account has been dormant 
for an extended period, or if they are connecting from an unfamiliar workstation.14 While 
not an explicit "VIP warning," the system allows for different proofing levels and scoring 
based on user risk profiles (e.g., "high-risk users"), providing necessary context for 
agents handling potentially sensitive accounts.14 

• User Workflow: The user interacts with the service desk agent over the phone (or other 
channels), answering the questions posed by the agent or performing actions as 
requested (e.g., reading back an SMS code, approving an authenticator push 
notification, providing information from a CodeCard). 

5. Security Posture and Compliance 

FastPass IVM is built with a strong emphasis on protecting against social engineering and 
vishing attacks.1 All verification steps and outcomes are automatically logged, creating a 
detailed audit trail for compliance and investigative purposes.1 The system employs data 
encryption for information in transit (TLS 1.2 for cloud operations) and at rest in its database 
(AES 256-bit).1 

Key compliance aspects include: 

• ServiceNow Certified: Ensures robust and reliable integration.1 

• Cyber Essentials Plus certified (for cloud operations).1 

• FIPS 140-2 compliant (from version 4.0 onwards, using 256-bit AES encryption and 
PBKDF for hashing).1 

https://www.fastpasscorp.com/blog/what-is-vishing/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_vishingblog&utm_id=fastpass_ivm_vishingblog
https://www.fastpasscorp.com/blog/what-is-vishing/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_vishingblog&utm_id=fastpass_ivm_vishingblog
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• Internal policies and data handling practices are aligned with ISO 27001 and EU GDPR 
principles.1 

• The solution has undergone third-party penetration testing.1 

6. Configurability and Deployment 

FastPass IVM offers a high degree of configurability: 

• Organizations can customize validation processes extensively, defining different rules, 
questions, and scoring thresholds for various user groups or specific security scenarios. 
Certain verification tests can be designated as mandatory.1 

• Templates for common security levels (simple, average, high security) are provided to 
facilitate rapid deployment and can be further tailored.1 

• Deployment Options: FastPass IVM is available as an on-premises solution or via 
FastPass Cloud, offering flexibility based on organizational preferences and 
infrastructure.1 

FastPass IVM stands out for its flexible, policy-driven, and highly auditable framework for agent-
led identity verification. Its strengths lie in the breadth of supported authentication methods, 
including crucial ones like Employee ID, KBA, RSA tokens, TOTP, CodeCards, asset tag/badge 
number checks, peer verification, combined with modern contextual checks like "usual 
machine" verification and informative agent alerts. The deep integration with ServiceNow and 
the configurable scoring system allow organizations to implement nuanced risk assessment 
and verification workflows. This makes it particularly well-suited for organizations that require 
fine-grained control over their verification processes, wish to leverage existing enterprise data 
(from HR systems, Active Directory, asset management, access card systems etc.), and 
operate within a mature ITSM environment, especially ServiceNow. The comprehensive audit 
trail generated by its processes is also a significant benefit for compliance and security 
monitoring. 

C. Duo Security 
1. Applicability for Service Desk Caller Verification 

Duo Security is a widely recognized and robust MFA and access security platform.7 Its primary 
function is to secure user authentication to a multitude of applications and services. When 
considering its role in service desk agent-mediated caller verification, Duo's capabilities are 
more specific and limited compared to dedicated solutions like Nametag Helpdesk Verification 
or FastPass IVM. It does not offer a comprehensive, standalone "caller verification" product 
module with diverse agent-led authentication options and deep ITSM workflow integration in 
the same vein. 

However, certain functionalities within the Duo Admin Panel can be leveraged by help desk 
staff (assuming they have appropriate administrative privileges in Duo): 

• An administrator can verify a user's identity by sending a Duo Push notification to the 
end user's enrolled device. This process typically involves the agent reading a 
confirmation code displayed in the Admin Panel to the user, who then verifies this code 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/web-based-active-directory-password-reset/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_fpcloud&utm_id=fastpass_ivm_fpcloud
https://www.fastpasscorp.com/products/web-based-active-directory-password-reset/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm_fpcloud&utm_id=fastpass_ivm_fpcloud
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on their device before approving the push.20 This is a direct method of using Duo for a 
verification step. 

• Help desk personnel with the necessary Duo roles can also generate bypass codes. 
These temporary passcodes can be provided to users experiencing issues with their 
regular authentication devices, but this would typically follow some other form of 
identity verification performed by the agent.20 

2. Supported Authentication Methods (in an agent-assisted context) 

• Duo Push: This is the most direct method for an agent/admin to leverage Duo for 
verifying a caller, as described above. It requires the user to be enrolled in Duo and have 
a device capable of receiving push notifications.20 

• Other Duo Methods: Standard Duo authentication methods such as SMS-delivered 
passcodes, phone call verification, and hardware tokens are primarily designed for user 
self-authentication during logins. While an agent might guide a user through using one 
of these methods, they are not typically initiated by the agent for the user in the same 
way as the admin-initiated Duo Push. 

• Employee ID / KBA: Duo Security itself is not designed as a KBA system or an Employee 
ID verification tool. Its focus is on proving identity through something the user has (like a 
phone or token for Duo Push, SMS, call, or OTP) or something the user is (biometrics on 
their device). If Employee ID or KBA checks are required by the service desk, they would 
need to be handled by a separate system or manual process, potentially in conjunction 
with a Duo verification step. 

3. ITSM Integration Considerations 

The provided information does not detail direct, out-of-the-box ITSM integrations for 
Duo specifically designed for embedding agent-led caller verification workflows within the ITSM 
interface.20 While Duo integrates with a vast ecosystem of applications to secure user logins, 
this is distinct from an agent using Duo through an ITSM tool to verify a caller's identity. Duo's 
documentation includes a "Help Desk Guide," which might offer more context on best practices 
for support staff, but specifics on ITSM-integrated agent tools for caller IDV are not apparent 
from the available snippets.21 

4. Agent and User Interaction (for Duo Push verification) 

• Agent: The agent (with appropriate Duo Admin Panel access) locates the user in the 
Duo system, initiates a Duo Push request, and verbally provides a confirmation code to 
the user over the phone. 

• User: The user receives the Duo Push notification on their enrolled device, visually 
confirms that the code displayed on their device matches the code provided by the 
agent, and then approves the authentication request. 

5. Security Strengths 

Duo's platform offers numerous security strengths, including robust MFA, options for phishing-
resistant authentication (e.g., FIDO2), device trust capabilities (assessing the security posture 
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of accessing devices), and adaptive access policies that can enforce different security 
measures based on risk context.7 These are general strengths of the Duo platform when used 
for securing application access. 

While Duo Security is a cornerstone for MFA and securing user access across an organization, 
its role in direct, agent-mediated service desk caller verification appears to be more 
supplementary than comprehensive based on the provided information. The ability for an 
administrator or a privileged help desk agent to send a Duo Push is a valuable verification step. 
However, Duo does not seem to offer a dedicated service desk caller verification solution that 
encompasses a broad range of agent-led authentication methods (like KBA or Employee ID 
lookups) or features deep, workflow-oriented ITSM integration for this specific purpose, in the 
way that Nametag, FastPass IVM, or Specops Secure Service Desk do. Its primary strength lies 
in securing user logins to services, which is complementary to, but distinct from, the process of 
an agent verifying a caller's identity during a support interaction. Organizations already using 
Duo for MFA can certainly leverage its existing infrastructure for specific verification scenarios 
like the agent-initiated Push. However, if broader agent-led methods or tighter ITSM-embedded 
verification workflows are required, specialized solutions would likely be necessary, potentially 
integrating with Duo as an additional authentication factor. 

D. Specops Secure Service Desk 
1. Overview and Key Differentiators 

Specops Secure Service Desk is designed to enhance the security of user verification processes 
at the IT service desk, aiming to reduce vulnerabilities to social engineering and impersonation 
attacks. A key differentiator is its native integration with Active Directory (AD), with 
configuration managed through Group Policy, eliminating the need for external databases for 
password-related information. The solution focuses on moving beyond traditional, often 
insecure, knowledge-based questions (like relying solely on an Employee ID) by enforcing 
stronger, multi-factor authentication methods before agents can perform high-risk actions 
such as password resets or account unlocks.16 It emphasizes technical enforcement of ID 
verification, preventing agents from bypassing the process. 

2. Supported Authentication Methods for Service Desk 

Specops Secure Service Desk supports a wide array of authentication methods, leveraging both 
AD data and third-party integrations 16: 

• DUO Integration/Support: Yes, Specops Secure Service Desk integrates with 
commercial authentication providers, including Duo Security, allowing organizations to 
leverage their existing Duo investment. 

• Employee ID Verification: While the solution aims to improve upon simple static 
information checks like "What is your employee ID?" due to their vulnerability, it utilizes 
existing data within Active Directory for verification, which can include employee 
identifiers as part of a more comprehensive authentication process. It does not 
promote Employee ID as a standalone primary verification method but as a data point 
within a stronger framework. 
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• KBA (Knowledge-Based Authentication): Supports "Secret Questions" that users can 
enroll with,. The platform's philosophy is to strengthen verification beyond easily 
discoverable static KBA by incorporating more robust AD attributes and MFA. 

• OTP (One-Time Passwords): Supports OTPs via Mobile Code (SMS), email verification 
codes (which can use the email attribute in AD without prior user enrollment for that 
specific method), the Specops Authenticator app, and Google Authenticator.16 

• Biometrics: Yes, biometric authentication (fingerprint, Face ID) is supported through 
the Specops:ID mobile app (Specops Fingerprint feature). 

• Active Directory (AD)/Entra ID Data: Native integration with Active Directory is a core 
feature. User data is stored in Group Policy user objects, and AD attributes are used for 
verification.16 It also supports Entra ID (Microsoft Authenticator). 

• Other Supported Authenticators: Integrates with Okta, Symantec VIP, PingID, and 
YubiKey.16 Also supports Manager Identification (manager approves via email/SMS) 
and Trusted Network Locations. Passkeys are also listed as a supported method. 
Overall, it supports over 15 MFA factors.16 

3. ITSM Integration Capabilities 

• ServiceNow / Jira / Other ITSM: Specops Secure Service Desk provides an API for 
building connections to verify users in other systems, explicitly mentioning ServiceNow 
and Jira as examples.16 This allows for integration into existing ITSM workflows, though it 
may require custom development using the API rather than offering pre-built, certified 
connectors like some other solutions. 

• Zendesk: Specific integration with Zendesk is not detailed in the provided information. 

4. Service Desk Agent and User Workflow 

• Agent Workflow: Service desk agents use the Specops Secure Service Desk interface to 
view user details and perform actions like managing user enrollments, resetting Active 
Directory passwords, and recovering encryption keys for BitLocker or Symantec 
Endpoint Encryption,. A critical feature is the enforcement of user verification; agents 
cannot proceed with high-risk actions until the caller's identity is successfully verified 
through the platform.16 Agents can send the new password to the end-user via email or 
SMS to avoid verbal transmission and can force a password change at next 
logon.22 Optionally, administrators can configure the system to prevent technicians 
from seeing or manually typing the new password; they can only generate and send it.22 

• User Workflow: The end-user contacts the service desk. The agent initiates a 
verification request through Specops Secure Service Desk. The user then verifies their 
identity using one of the MFA factors configured and permitted by the organization.16 For 
some methods, like email codes leveraging AD attributes, no prior end-user enrollment 
for that specific factor may be needed 16. Other methods, such as Duo or the 
Specops:ID app, require user enrollment. 

5. Security Posture and Certifications 
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• Security Features: The core security feature is the mandatory enforcement of user 
verification before agents can perform sensitive actions.16 It provides detailed audit logs 
and a reporting dashboard that tracks verification events, including who was verified, for 
what purpose, and by which agent.22 Secure login for service desk agents themselves 
can be enforced using MFA.16 The solution is designed to mitigate social engineering 
attacks by moving beyond vulnerable verification methods. Its native AD integration and 
Group Policy-based configuration are also key security aspects. 

• Security Certifications (SOC 2, ISO 27001, etc.): The provided research material does 
not explicitly state that Specops Software or its Specops Secure Service Desk product 
holds SOC 2 or ISO 27001 certifications. 

6. Configurability and Deployment 

Specops Secure Service Desk is configured using Group Policy within Active Directory, which 
allows for granular control without adding complexity via external databases,. The user 
interface is customizable.16 Organizations can choose from and combine over 15 MFA factors to 
support various user types and scenarios, ensuring even users without mobile devices can be 
securely verified.16 Multi-language support is available for both service desk agents and end-
users.16 The deployment model is centered around its native Active Directory integration, 
suggesting an on-premises component. 

Specops Secure Service Desk offers a robust solution for organizations heavily invested in the 
Microsoft Active Directory ecosystem. Its strength lies in enforcing strong authentication for 
service desk interactions, leveraging a wide array of MFA options, and tight AD integration for 
configuration and data management. The emphasis on forcing verification before action and 
detailed auditing addresses key security concerns for help desks. While it provides an API for 
ITSM integration, organizations may need to factor in potential development efforts for 
seamless workflow embedding compared to solutions with certified, pre-built connectors. 

E. Brief Mentions: Other Relevant Solutions 
Beyond the primary solutions analyzed, several other tools and platforms offer capabilities 
related to identity verification, though their specific fit for comprehensive service desk caller 
verification with ITSM integration varies based on the provided information. 

• ManageEngine ADSelfService Plus: 
This tool is primarily focused on enabling end-user self-service for password resets and 
account unlocks.12 It supports various authentication methods for this self-service 
verification, including KBA (security questions and answers), SMS and email-based 
verification codes, and integration with authenticator apps like Google Authenticator.12 
ADSelfService Plus also mentions integrations with ITSM and SIEM systems (e.g., 
ADSelfService Plus-SIEM Integration, ADSelfService Plus-Log360 Integration).12 
However, the available information does not indicate that ADSelfService Plus offers 
features for service desk agents to directly verify callers as part of an agent-led 
workflow. Its main contribution to the service desk is likely indirect, by reducing the 
volume of calls related to password and account issues through its self-service 
capabilities. 
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• Entrust, Jumio, iDenfy, Seon, Onfido, Trulioo: 
These vendors represent a segment of the broader identity verification market, offering 
a range of technologies such as document verification, biometric authentication 
(including liveness detection), KBA, and fraud detection signals.11 For example, Entrust 
is recognized as a Leader in the Gartner® Magic Quadrant™ for Identity Verification and 
offers a suite of IDV products including document and biometric verification, and data 
verification against trusted sources.13 Jumio also emphasizes biometric authentication 
and KBA, suggesting that a multi-layered approach is often best.11 iDenfy, Seon, and 
Onfido are noted for their AI-powered IDV software and often hold certifications like ISO 
27001 and SOC 2.19 
While these platforms possess powerful identity verification technologies that could 
theoretically be adapted for service desk use cases, the provided snippets for Entrust 13 

and Jumio 11 explicitly state that their specific application for service desk or call center 
user authentication, including ITSM integration capabilities, is not detailed in the 
immediate documentation. This suggests that while the foundational technologies are 
available, they may not be packaged as out-of-the-box solutions tailored for service 
desk agent workflows in the same way as Nametag's Helpdesk Verification, FastPass 
IVM, or Specops Secure Service Desk. Significant custom integration work might be 
required to adapt these general IDV platforms for the specific needs of service desk 
caller verification. 

The distinction between possessing core IDV technologies and offering a dedicated, integrated 
solution for the service desk is important. The latter typically provides more refined agent 
workflows, relevant pre-built integrations (especially with ITSM systems), and authentication 
methods specifically suited for agent-caller interactions. Organizations seeking a more turn-key 
solution for service desk IDV would likely find tools specifically designed and marketed for this 
purpose to be a more direct fit, offering faster deployment and better usability for the target 
scenario. 

V. Comparative Analysis and Feature Matrix 
To facilitate a clearer understanding of how the primary solutions—Nametag, FastPass IVM, 
Duo Security (in the context of its applicability to service desk agent-led verification), and 
Specops Secure Service Desk—align with the key requirements for service desk identity 
verification, this section provides a comparative summary and a feature matrix. 

The core challenge in service desk identity verification lies in balancing robust security against 
evolving threats with operational efficiency and a positive user experience. Nametag 
distinguishes itself with a strong focus on high-assurance identity proofing using modern 
document and biometric verification, specifically targeting deepfake and advanced 
impersonation threats. FastPass IVM offers a highly flexible and configurable framework, 
supporting a wide array of traditional and contextual authentication methods (including "usual 
machine checks," agent alerts for various risk indicators 14, RSA tokens, TOTP, 
CodeCards/Access Card IDs, peer verification, asset tag data, and badge numbers), with deep 
integration into ITSM workflows, particularly ServiceNow. Specops Secure Service Desk 
leverages native Active Directory integration to enforce strong MFA-based verification, moving 
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beyond vulnerable static KBA, and provides detailed auditing. Duo Security, while a leader in 
MFA for application access, provides more limited, albeit useful, mechanisms for direct agent-
led caller verification, primarily through administrator-initiated Duo Push. 

The following table offers a side-by-side comparison based on the critical features identified: 

Table 1: Service Desk Identity Verification Tool Comparison 

 

Feature/Criterion Nametag FastPass IVM Duo Security (for 
Service Desk 
Agent-Led 
Verification) 

Specops 
Secure Service 
Desk 

Primary Service Desk 
Verification Flow 

User performs ID 
document scan + live 
selfie via mobile web, 
verified by Deepfake 
Defense™.3 

Agent-led, score-based verification 
using various configured methods 
(KBA including peer/asset/badge 
checks, Employee ID, contextual 
data including usual machine check, 
MFA challenges, RSA, TOTP, 
CodeCard/Access Card ID, agent 
alerts for suspicious activity, etc.). 

Admin/privileged 
agent initiates 
Duo Push to 
user's enrolled 
device from 
Admin Panel.20 

Agent-led 
verification 
using various 
MFA factors 
(Duo, OTP, 
Biometrics via 
app, etc.), 
enforced before 
actions like 
password reset. 
Leverages AD 
data. 

DUO Authentication 
Support 

Yes, integrates with 
existing Duo 
deployments to cover 
gaps.2 

Yes, DUO is a supported validation 
method within its framework.1 

Native MFA 
platform. 

Yes, integrates 
with Duo as a 
3rd party 
identity service. 

Employee ID Verification 
(Agent-led) 

Not explicitly detailed 
as a primary agent-
led method. Potential 
via HRIS connection 
but not the core 
flow.2 

Yes, explicitly supports using 
Employee ID and other HR/corporate 
data for verification.1 

No, not a native 
feature of Duo. 

Leverages AD 
data which can 
include 
Employee ID, 
but aims to 
move beyond 
sole reliance on 
it; not a primary 
standalone 
check. 

Knowledge-Based 
Authentication (KBA) 
(Agent-led) 

Not explicitly detailed 
as a primary method 
in its helpdesk flow.3 

Yes, supports configurable KBA 
(static, dynamic, corporate data, 
behavioral, peer/colleague 
questions, asset/badge info).1 

No, not a native 
feature of Duo. 

Yes, supports 
"Secret 
Questions" and 
uses AD 
attributes to go 
beyond basic 
KBA. 

Other Key Authentication 
Methods 

Biometrics (core to 
ID+selfie), Document 
Verification (11,000+ 
types).2 

Contextual Data (geo-location, 
device, AD/Entra data, usual 
machine 
check), OTP (SMS/email), TOTP, RSA 
Tokens, CodeCard/Access Card 
ID, Asset Tag/Badge Data, Peer 
Verification, Authenticator Apps, 
Manager Approval. Agent alerts for 
dormant accounts, multiple calls 
etc. 

Primarily MFA 
factors (Push, 
OTP, Call, 
Tokens) for user 
login; Push for 
agent-assist. 

Biometrics (via 
Specops:ID 
app), OTP (SMS, 
Email, 
App), AD/Entra 
ID data, 
Manager ID, 
Trusted 
Network, 
Passkeys, Okta, 
PingID, 
YubiKey. 

https://www.fastpasscorp.com/products/identity-verification-manager/
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ServiceNow Integration Yes, certified. 
Verification 
embedded in 
ticketing; agents 
send requests & view 
results from 
ServiceNow.2 

Yes, certified. Deep integration: 
launch from ServiceNow, controls 
verification, logs data/audit to 
ticket.1 

No direct ITSM 
workflow 
integration for 
agent-led caller 
verification 
detailed.20 

API provided for 
integration with 
systems like 
ServiceNow. 
16 Not specified 
as certified out-
of-the-box. 

Zendesk Integration Yes, verification can 
be embedded.2 

"Other modern ITSM platforms" 
supported, specifics for Zendesk not 
detailed in snippets.1 

No direct ITSM 
workflow 
integration for 
agent-led caller 
verification 
detailed. 

API provided for 
integration; 
Zendesk not 
specifically 
mentioned. 16 

Other ITSM/SIEM 
Integrations 

Splunk, Microsoft 
Sentinel, Tines, APIs 
for custom. Connects 
to IAM (Entra ID, 
Okta, OneLogin) & 
HRIS (Workday).2 

General ITSM integration mentioned. 
SIEM integration for compliance 
reporting.1 

Extensive 
integrations for 
user SSO/MFA to 
applications, not 
for this specific 
use case. 

API for 3rd party 
systems. 
Detailed audit 
logs can be 
exported. 

Service Desk Agent 
Workflow Highlights 

Agent sends link, 
views real-time 
results in 
console/ITSM. Aims 
for 5x efficiency.2 

IVM guides agent through scripted, 
scored process with alerts (e.g. usual 
machine, dormant account, multiple 
calls). Removes agent discretion & 
privileged access needs.14 

Agent uses Duo 
Admin Panel to 
find user & send 
Push. Requires 
Duo admin 
privileges.20 

Agent uses 
dedicated 
interface; 
verification 
enforced before 
actions. Can 
send password 
via SMS/email. 
Detailed 
auditing. 

Key Security Features Deepfake Defense™, 
AI-impersonation 
prevention, 
cryptography, 
biometrics.2 

Anti-vishing, anti-social engineering, 
automated audit trails, 
dynamic/contextual risk assessment 
(incl. usual machine, call patterns).14 

Strong MFA, 
phishing 
resistance 
(FIDO2), device 
trust, adaptive 
policies.7 

Verification 
enforcement, 
native AD 
integration 
(config via 
GPO), secure 
agent login 
(MFA), detailed 
audit logs. 

Key Security 
Certifications/Compliance 

SOC 2 Type 2, HIPAA, 
CCPA, GDPR. 
Penetration tested.9 

ServiceNow Certified, Cyber 
Essentials Plus, FIPS 140-2. Internal 
policies aligned with ISO 
27001/GDPR. Pen tested.1 

Various general 
security 
certifications for 
the Duo platform. 

Not explicitly 
listed in 
provided 
information. 

Deployment Model Primarily Cloud-
based (SaaS).2 

On-premises or FastPass Cloud 
options.1 

Cloud-based 
(SaaS). 

Native AD 
integration 
implies on-
premises 
component. 

 

Discussion of Trade-offs: 

The choice between these solutions involves distinct trade-offs: 

• Nametag offers cutting-edge protection against deepfakes and sophisticated 
impersonation through its ID document and selfie verification process. This provides a 
very high level of identity assurance. The trade-off is its reliance on the user having a 
smartphone and their physical ID during the support call, and less emphasis on 
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traditional methods like agent-led KBA or simple Employee ID checks. Its ITSM 
integrations are modern and aim for seamless agent experience. 

• FastPass IVM provides exceptional flexibility and control through its highly 
configurable, score-based system and broad support for diverse authentication 
methods, including strong support for Employee ID, KBA (enhanced with peer, asset, 
and badge checks), RSA tokens, TOTP, CodeCards, alongside contextual data like 
"usual machine" checks and agent alerts for various risk indicators (e.g., multiple calls, 
dormant accounts). Its deep ServiceNow integration is a significant asset for 
organizations heavily invested in that platform. The trade-off might be a potentially more 
complex initial setup to define the various rules and scoring logic, though templates are 
provided to mitigate this. It caters well to organizations needing varied verification paths 
for different user groups and risk scenarios. 

• Duo Security excels in providing robust MFA for securing access to applications and 
services. Its utility for direct service desk caller verification is limited to specific actions 
like an admin-initiated Duo Push. This can be a useful verification step if the user is 
enrolled in Duo, but it does not offer a comprehensive suite of agent-led verification 
tools or deep ITSM workflow integration for this specific purpose. It serves more as a 
complementary security layer rather than a dedicated service desk IDV solution. 

• Specops Secure Service Desk is a strong contender for organizations deeply 
embedded in the Microsoft Active Directory ecosystem. Its strengths are the 
enforcement of MFA prior to agent action, a wide range of supported MFA factors 
(including Duo, biometrics via app, OTPs), and native AD integration for configuration 
and data storage. This approach moves beyond vulnerable static KBA. While it offers an 
API for ITSM integration, it may require more setup than solutions with certified out-of-
the-box connectors. The lack of explicit SOC 2 or ISO 27001 certification information in 
the provided materials might be a consideration for some. 

Organizations must weigh Nametag's high-assurance, modern approach against FastPass 
IVM's flexibility, breadth of methods (now including RSA, TOTP, CodeCards, peer/asset/badge 
checks), and contextual awareness, and Specops' AD-centric enforcement model, considering 
their specific threat model, user base, existing infrastructure (especially AD reliance), and 
desired agent workflow. 

VI. Strategic Recommendations for Selection and 
Implementation 
The selection and successful implementation of a service desk identity verification tool require 
a strategic approach that extends beyond a simple feature comparison. It involves a careful 
alignment of the tool’s capabilities with the organization's specific context, risk appetite, and 
operational realities. 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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A. Aligning Tool Capabilities with Specific Organizational Needs and 
Risk Profile 
Before selecting a tool, a thorough internal assessment is paramount. This assessment should 
cover: 

• Common Service Desk Request Types: Identify the most frequent reasons users 
contact the service desk (e.g., password resets, account lockouts, application support, 
information requests). The sensitivity of these requests will influence the required 
strength of verification. 

• User Group Risk Profiling: Different user groups carry different levels of risk. Standard 
users, privileged administrators, executives, remote workers, and third-party 
contractors may require different verification protocols. For instance, verifying a 
privileged administrator should involve more stringent checks than verifying a standard 
user asking for printer support. Solutions like FastPass IVM and Specops Secure Service 
Desk allow for different verification paths based on user profiles or risk.14 

• Existing Identity Infrastructure: Evaluate current systems like Active Directory/Entra 
ID, HR information systems (HRIS), asset management databases, access card 
systems, and any existing MFA solutions (e.g., Duo, RSA). The chosen IDV tool should 
ideally leverage or integrate with these systems to enhance verification and streamline 
processes. Specops Secure Service Desk, for example, is natively integrated with AD, 
while FastPass IVM can connect to various corporate data sources including HR, AD, 
asset, and access card systems.1 

• User Population Characteristics: Consider the technical proficiency of the user base 
and their typical access to devices (e.g., smartphones, physical tokens like RSA or 
CodeCards). For example, a solution like Nametag, which relies on users having a 
smartphone and their government ID during a support call, may be highly effective for a 
tech-savvy workforce but could pose challenges for other demographics. FastPass 
IVM's wider range of options, including physical tokens and KBA, might offer more 
flexibility here.1 

Once these internal factors are understood, they can be mapped to the strengths of the 
evaluated tools. If the primary concern is combating sophisticated AI-driven impersonation for 
a remote workforce, Nametag's Deepfake Defense™ and ID+selfie verification offer a strong 
solution. Conversely, if the goal is to leverage a wide array of existing enterprise data points 
(such as Employee ID from an HR system, attributes from Active Directory, asset tags, badge 
numbers, or access card details), implement contextual checks like "usual machine" 
verification or agent alerts for dormant accounts 14, and utilize diverse authenticators like RSA 
tokens, TOTP, or CodeCards, all within a highly structured and auditable ServiceNow workflow, 
FastPass IVM's configurable, score-based approach provides excellent alignment. If native 
Active Directory integration and enforcement of MFA using a broad set of authenticators 
configured via Group Policy is paramount, Specops Secure Service Desk is a compelling option. 

B. Key Considerations for Employee ID and KBA Implementation 
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If the organization opts for methods involving Employee ID or Knowledge-Based Authentication 
(KBA), specific considerations are crucial: 

• Employee ID Verification: When using Employee ID as a verification factor (as 
supported by FastPass IVM 1 or as part of AD data leveraged by Specops), it is essential 
to have robust processes for protecting the confidentiality of these IDs. The verification 
should always involve checking the provided ID against a trusted, authoritative source, 
such as an HRIS database or Active Directory, to which the IDV tool has secure access. 
Simply asking for an Employee ID without proper validation offers minimal security, a 
concern highlighted by Specops' approach to move beyond sole reliance on such static 
data. 

• Knowledge-Based Authentication (KBA): If KBA is part of the verification strategy (e.g., 
using FastPass IVM's capabilities 1 or Specops' "Secret Questions"), best practices 
should be followed to mitigate its known vulnerabilities 10: 

o Prefer Dynamic KBA: Where possible, use dynamic KBA, which generates questions 
from a broader and less predictable data set than static, pre-set questions. FastPass 
IVM's ability to use corporate data like asset tags or peer information can contribute to a 
more dynamic KBA approach.1 

o Careful Question Selection: For static KBA, avoid questions whose answers are easily 
discoverable through social media or public records (e.g., "What is your pet's name?"). 
Encourage the use of a wide pool of questions. 

o User Education: Train users on how to select strong, private answers for their security 
questions and the importance of not sharing this information. 

o Multi-Factor Approach: KBA should rarely be used as the sole factor for verifying 
identity, especially for high-risk transactions or privileged users. It is most effective 
when combined with other authentication factors. The insights from 10 and 11 highlight 
that KBA, while familiar, can be compromised if not implemented thoughtfully as part of 
a layered security approach. 

C. Best Practices for Integrating with Existing ITSM and IAM 
Infrastructure 

Seamless integration is key to the operational success of any service desk IDV tool: 

• Prioritize Certified Integrations: Give preference to solutions that offer certified or 
well-documented integrations with the organization's primary ITSM system, such as 
ServiceNow. Both Nametag and FastPass IVM provide strong ServiceNow 
integrations.1 Specops Secure Service Desk offers an API for such integrations.16 

• Plan Data Synchronization and Workflows: Carefully plan how data will flow between 
the IDV tool and the ITSM system. Map out the specific points in the service desk 
workflow where verification will be triggered and how results will be logged and utilized 
within the ITSM tickets. 
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• Complement Existing IAM: The chosen IDV solution should complement, not conflict 
with, the existing Identity and Access Management (IAM) strategy. This includes 
ensuring it works harmoniously with current MFA solutions like Duo or physical tokens 
like RSA. Nametag, FastPass IVM, and Specops Secure Service Desk are designed to 
function as layers that can enhance and work alongside existing IAM frameworks, with 
all three offering Duo integration, and FastPass IVM also supporting methods like RSA 
tokens.1 

D. Agent Training and Change Management 

The human element is critical. Even the most advanced tool can be rendered ineffective if 
service desk agents are not properly trained or are resistant to new procedures: 

• Comprehensive Training: Provide thorough training for all service desk agents on how 
to use the new IDV tool, the specifics of the verification procedures (including how to 
handle various authentication methods like KBA, OTPs, CodeCards, etc.), and the 
security rationale behind them. Regular training on identifying new social engineering 
tactics is also vital.6 

• Address Resistance: Proactively address any potential resistance from agents due to 
changes in their workflows. Clearly communicate the benefits of the new system, not 
just in terms of security but also in how it can make their jobs easier or more efficient in 
the long run. 

• Clear Escalation Paths: Ensure agents understand the escalation paths for situations 
where verification fails or if they suspect a sophisticated attack. 

E. Pilot Program and Phased Rollout Suggestions 

A "big bang" approach to implementing a new IDV solution can be risky. A more prudent 
strategy involves: 

• Pilot Program: Start with a pilot program targeting a specific subset of users or a small 
group of service desk agents. This allows the organization to test the solution in a 
controlled environment, identify any unforeseen issues, and gather valuable feedback. 

• Gather Feedback: Actively solicit feedback from both pilot users and agents to refine 
configurations, adjust workflows, and address any usability concerns. 

• Phased Rollout: Based on the success and learnings from the pilot, proceed with a 
phased rollout to the rest of the organization. This allows for iterative improvements and 
better resource management. 

• Monitor Key Metrics: Post-implementation, continuously monitor key performance 
indicators (KPIs) such as verification success and failure rates, average agent call 
handling time for verified interactions, user satisfaction surveys, and, most importantly, 
any changes in security incidents related to service desk interactions. 

Ultimately, the "best" identity verification tool is not a universal concept but rather one that is 
highly contextual to an organization's specific circumstances. A detailed internal needs 
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analysis, coupled with a clear understanding of the capabilities and trade-offs of available 
solutions, is paramount. The selection process should be viewed as a strategic decision that 
involves not just evaluating vendor features but also carefully planning for integration, 
adoption, and ongoing management to ensure the chosen solution delivers its intended 
security and operational benefits. 

VII. Conclusion 
The imperative to implement robust identity verification at the IT service desk has never been 
more critical. As cyber threats continue to evolve in sophistication, particularly with the rise of 
AI-driven impersonation and persistent social engineering tactics, the service desk must 
transition from a reactive support function to a proactive security checkpoint. Failure to 
adequately verify user identities at this crucial interaction point can expose organizations to 
significant risks, including data breaches, unauthorized access to sensitive systems, and 
substantial financial and reputational damage. 

This analysis has demonstrated that specialized solutions are available to address this 
challenge. Nametag offers a modern, high-assurance approach centered on its Deepfake 
Defense™ technology, verifying users through ID document scans and live selfie matching. This 
method is particularly strong against advanced impersonation attempts. FastPass Identity 
Verification Manager (IVM) provides a highly flexible and configurable framework, supporting a 
broad spectrum of authentication methods including Employee ID checks, Knowledge-Based 
Authentication (incorporating peer, asset, and badge information), RSA tokens, TOTP, 
CodeCards/Access Card IDs, contextual data analysis (like "usual machine" verification), and 
agent alerts for suspicious activity, all managed through a point-based scoring system with 
deep ITSM integration, especially for ServiceNow. Specops Secure Service Desk focuses on 
strengthening verification through native Active Directory integration and the enforcement of 
diverse MFA factors, moving beyond vulnerable static KBA and providing detailed audit 
trails. Duo Security, while a leading MFA platform essential for securing application access, 
offers more limited, supplementary capabilities for direct agent-led caller verification, primarily 
through administrator-initiated Duo Push notifications. 

The selection of an appropriate identity verification solution must be a carefully considered 
decision, driven by a comprehensive assessment of the organization's specific security 
requirements, its operational workflows, existing technology infrastructure (particularly ITSM, 
IAM, Active Directory systems, and any existing token/card infrastructure), and the 
characteristics of its user base. There is no one-size-fits-all answer; the optimal tool for one 
organization may not be the best fit for another. Key considerations include the types of 
authentication methods needed (e.g., the importance of Employee ID or KBA versus biometric 
proofing, or the need to support physical tokens like RSA or CodeCards), the depth of ITSM 
integration required, the reliance on existing AD infrastructure, and the organization's tolerance 
for friction in the user verification process versus the level of security assurance desired. 

Ultimately, investing in a well-chosen and properly implemented service desk identity 
verification solution is a critical step in safeguarding an organization's valuable assets, 
improving operational efficiency, reducing the risk of costly security incidents, and fostering a 
trusted environment for both employees and customers. It is an investment that pays dividends 

https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
https://www.fastpasscorp.com/products/identity-verification-manager/?utm_source=ivm_report&utm_medium=pdf&utm_campaign=fastpass_ivm&utm_id=fastpass_ivm
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not only in enhanced security but also in streamlined operations and increased confidence in IT 
support processes. 
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