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1.1 Purpose 
The purpose of this document is to report the results of the penetration test targeting the FastPassCorp 

Password Manager v4.0. Testing was conducted by Backbone Security.com, Inc. (Backbone Security) 

starting on October 1, 2020 and finishing on October 23, 2020, in compliance with the requirement set 

forth in section 11.3 of the PCI DSS v3.2.1.  Testing of remediation efforts was conducted on November 3, 

2020. 

The PCI penetration testing guidelines followed for this engagement are also applicable for various other 

assessment categories, including testing in conjunction with Experian Independent Third-Party 

Assessments (EI3PA). 

1.2 Scope 
The scope of testing included the following: 

External Scope 

https://cloud23fw.fastpasscorp.com/FastPassClient/ 

 

1.3 Limitations/Constraints 
The following limitations were placed upon this engagement, as agreed upon with FastPassCorp: 

• Vulnerabilities which would cause outages or interrupt the client's environment were noted but 

not validated.  

• Penetration testing was limited to the agreed upon time period, scope, and other additional 

boundaries set in the contract and service agreement.  

1.4 Methodology 
Backbone Security performed all testing of the FastPassCorp network using test methodologies and the 

Rules of Engagement that were agreed upon before commencement of any testing.  The testing methods 

focused on mimicking real-world attacks to identify methods for circumventing FastPassCorp security 

features.  This methodology best emulates real attacks on systems and data using the common tools and 

techniques attackers currently employ.  Backbone Security also attempted to discover combinations of 

vulnerabilities on a single system or multiple systems that could be used to gain more access than could 

be achieved through any single vulnerability.  The results of this strategy included: 

• Determining how well the FastPassCorp systems under test can tolerate real-world style 

attack patterns  

• Determining the level of sophistication an attacker needs to successfully compromise a 

FastPassCorp system  

• Identifying what additional countermeasures could mitigate the threats to affected 

FastPassCorp systems 

1.0 Introduction 
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The Backbone penetration test of the FastPassCorp environment consisted of a five-step process.  The 

first step included host discovery and service classification.  This step was expedited using a list of targets 

provided to Backbone by FastPassCorp.  The second step included performing a port scan to determine 

the fingerprints of available systems and services.  The third step included performing a full vulnerability 

scan of the target hosts.  The fourth step consisted of web application scanning of any discovered web 

applications.  The final step consisted of manual exploration of the identified vulnerabilities. 

Testing included a hands-on confirmation of the identified vulnerabilities by launching an attack and 

conducting an analysis of its effects.  From the perspective of a potential attacker (or threat), Backbone 

Security attempted to circumvent the security features of discovered systems by attempting the 

exploitation of discovered security vulnerabilities.  The tests conducted were designed to provide a level 

of practical assurance that a malicious user would not be able to circumvent the security implementation 

provided by the FastPassCorp network defenses.  All tests were performed in an attempt to penetrate the 

security features based on the test team’s discovery and understanding of the network and system design.  

Backbone Security used common tools and techniques available and used by attackers as well as 

proprietary tools. 

Backbone Security used a variety of target identification and analysis techniques as part of the penetration 

test process.  These techniques were used to identify active devices and the associated ports/services and 

supported the analysis of discovered vulnerabilities.  Backbone Security used a combination of the testing 

techniques as summarized below: 

Test Technique Capabilities 
Network Discovery • Discovers active devices  

• Identifies communication paths  

• Facilitates determining network architectures 

Network Port and Service Identification • Discovers active devices  

• Discovers open ports and associated services and 
applications 

Vulnerability Scanning • Identifies known vulnerabilities and common 
misconfigurations 

• Provides advice on mitigating discovered vulnerabilities 

Application Scanning • Reveals exploitable programming, logic, and 
configuration flaws  

 

Testing included the following activities: 

• Reconnaissance - Baseline testing of the target network and systems to determine what hosts 

and services are active. 

• Automated Testing – Use a vulnerability scanner to conduct an automated analysis on 

FastPassCorp’s network. This phase provides groundwork for the full manual assessment.   Each 

automated finding is manually verified to ensure accuracy and remove false positives. 

• Exploitation - Use the results of the automated scan, paired with expert knowledge and 

experience, to conduct a manual security analysis of the mobile application.  Our team attempts 

to exploit and gain unauthorized access to data and systems.  
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• Data and Intelligence Gathering - Collects and prioritizes data from the target systems and 

networks as obtained via exploitation. 

• Analyze Findings and Prepare Deliverable - Analyzes the results and prepares a concise, detailed 

technical report. 

Additional constraints for the testing included any activities which are categorized as (1) a destructive 

method or activity and (2) other activities not specifically identified in the table above.  A successful exploit 

was interpreted as successfully performing any of the following activities: 

• Reading restricted files or data 

• Demonstrating the ability to alter restricted files 

• Reading transaction data 

• Demonstrating the ability to execute a program or transaction 

• Access to any password files 

• Access to any user account 

• Access to supervisor privileges 

• Controlling network management systems 

• Demonstrating ability to control resources 

All results were captured electronically including screen captures where feasible for later analysis. 

1.5 Tools Used 
Laptops running Windows and Linux operating systems were used for performing external penetration 

testing.  Understanding the various tools an attacker may employ against an organization will aid in 

defending against the future attacks.  These tools often exist to assist network administrators and 

technicians in their tasks but can be repurposed for malicious use.  For example, a tool which can be used 

to locate and identify network assets by technicians can also be used be attackers to locate and identify 

potential targets.  Backbone used a variety of tools in combination to perform testing.  A sampling of tools 

and their use is captured in the following table:  

Tool Name Capability/Use 

Nmap Network mapper  

Nessus Vulnerability scanner 

QualysGuard Vulnerability scanner 

Burp Suite Professional Web application security testing framework 

Kali Linux Penetration Testing Focused Operation System 
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Backbone Security conducted an external network penetration test for FastPassCorp on v4.0 of their 

Password Manager application.  This test was performed to assess FastPassCorp’s defensive posture and 

to provide security assistance through proactively identifying vulnerabilities, validating their severity, and 

providing remediation steps.   

EXTERNAL SUMMARY   
 

Backbone Security reviewed the security of FastPassCorp’s in-scope infrastructure and has determined 

that a LOW risk of compromise exists from external attackers.  Very few vulnerabilities were discovered, 

none of which proved to be exploitable.  Backbone Security independently reviews the vulnerabilities for 

each tested system and weighs any industry standard severity ratings with the real-world threat posed to 

the target.  After careful analysis, some flagged concerns were determined to be of trivial severity, 

unexploitable, out of scope, or simply false positives.  

The detailed findings and remediation recommendations for this assessment can be referenced in section 

4.0 of this report. 

2.1 Strengths 
While Backbone Security was tasked with finding issues and vulnerabilities, it is often beneficial to know 

the strengths in the current environment.  Understanding the environment’s strong points can reinforce 

security best practices and assist in developing defensive strategies.  The following items were identified 

as strengths in FastPassCorp environment. 

1. Very few open services on the target host. 

2. Scraping the web for data that attackers could use to facilitate brute force attacks returned very 

little useful information. 

3. The tested web application seems to be following current best practices with regards to SSL/TLS 

implementation. 

4. Application logic proved sound and could not be circumvented. 

2.2 Weaknesses 
Backbone Security discovered and investigated some vulnerabilities during the assessment for 

FastPassCorp.  The following were identified as some of the primary concerns for this engagement. 

1. No major weaknesses to note. 

2.3 Recommendations 
Backbone Security recommends the following strategic steps for improving the company's security. 

1. Maintain strong security policies regarding password length, complexity, and re-use.  It appears 

that such policies are already in place but continuing to review whether these policies are being 

followed is essential.  Vigilance in this matter is especially important on externally facing systems 

with web-based login forms. 

2.0 Executive Summary 

LOW RISK 
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2. Ensure that a regular program to update any web server and web application technologies is 

continued by FastPassCorp.  This will help protect against vulnerabilities that arise in the future.   

3. Sanitize user input in web application forms to prevent client-side attacks such as XSS and SQL 

injection. 

4. Regularly examine all open network services and close or disable all services that are not required.  

Any services that are required but are not intended to be accessed by the public should 

incorporate certain restrictions.  Such services should be configured to only allow access from 

authorized source IP addresses (known FastPassCorp staff).   

5. Continue the use of a regular vulnerability assessment program, involving external vulnerability 

scanning services and penetration testing.  FastPassCorp is also encouraged to consider social 

engineering testing on future engagements.  This proactive approach will alert FastPassCorp to 

any new vulnerabilities that appear in the future. 
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Early stage testing of the FastPassCorp environment included vulnerability scanning at the network and 

application level.  Scanning and service identification assisted the Backbone team by giving a high-level 

overview of the environment and any potential avenues of attack.  Manual investigation was performed 

to validate issues identified during scanning, as well as identify issues missed with automated techniques. 

3.1 Key Results Summary 
The following tables provide a summary of important information such as the application technologies 

discovered as well as a checklist of key items, including the OWASP top 10. 

Test Summary Result 
Applications in Scope • cloud23fw.fastpasscorp.com/FastPassClient/ 

Authentication Used • 3 roles – cm, mfauser, manager 

Automated Scanners Used • Burp Suite Professional 

• QualysGuard WAS/VM 

• Nessus Pro 

 

Key Item Checklist including OWASP top 10 Result 
SSL/TLS Utilized? • Yes 

SSL Forced? • Yes 

Key HTTP Security Headers Present? • Yes 

Clickjacking? • No 

Cross-site Request Forgery (CSRF)? • No 

Session Cookies Missing Secure Flag? • No 

A1 : Injection Detected? • No 

A2 : Broken Authentication Weakness? • No 

A3 : Sensitive Data Exposure? • No 

A4 : XML External Entities Attack Vulnerability Detected? • No 

A5 : Broken Access Control? • No 

A6 : Security Misconfiguration? • No 

A7 : Cross-site Scripting Detected (XSS)? • No 

A8 : Insecure Deserialization? • No 

A9 : Using Components with Known Vulnerabilities? • No 

A10 : Insufficient Logging and Monitoring? • No 

 

  

3.0 Test Narrative 
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3.2 Information Gathering 

3.2.1 Data Harvesting 

Information gathering tasks were performed including scraping the Internet for interesting data to be 

used in brute-force login attempts or password guessing.  One tool utilized for this purpose is called 

theHarvester.  This tool assists testers in gathering email addresses and login names associated with the 

target environment’s domain.  Often, theHarvester will highlight staff usernames that might be used to 

test against remote access services or other login forms.  In this case, very few candidates were found for 

use in further testing, as shown in the results below. 
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3.2.2 Content Enumeration 

Due to the limited attack profile on some of the tested hosts, the Backbone team sought to identify any 

additional or hidden content that was not easily detected with automated scanners. 

To accomplish this enumeration task, content discovery tools were used to look for hidden or 

undiscovered web content.  An example of the number of requests made to each host is shown in the 

screenshot below.   

          

Full content discovery results are shown in the following screenshots.  No hidden or unexpected forms 

were discovered. 
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3.3 Web Application Analysis & Exploitation 

3.3.1 FALSE POSITIVE -  Cross-site scripting (DOM-based) 
DOM-based cross-site scripting arises when a script writes controllable data into the HTML document in 

an unsafe way. An attacker may be able to use the vulnerability to construct a URL that, if visited by 

another application user, will cause JavaScript code supplied by the attacker to execute within the user's 

browser in the context of that user's session with the application. 

For example, http://www.example.com/userdashboard.html?context=Mary is a dashboard customized 

for Mary. It contains the string Main Dashboard for Mary at the top. 

Here is how a DOM-based XSS attack can be performed for this web application: 

1. The attacker embeds a malicious script in the URL: 

http://www.example.com/userdashboard.html#context=<script>SomeFunction(somevariable)<

/script>. 

2. The victim’s browser receives this URL, sends an HTTP request to http://www.example.com, and 

receives the static HTML page. 

3. The browser starts building the DOM of the page and populates the document.URL property with 

the URL from step 1. 

4. The browser parses the HTML page, reaches the script, and runs it, extracting the malicious 

content from the document.URL property. 

5. The browser updates the raw HTML body of the page to contain: Main Dashboard for 

<script>SomeFunction(somevariable)</script>. 

6. The browser finds the JavaScript code in the HTML body and executes it. 

The attacker-supplied code can perform a wide variety of actions, such as stealing the victim's session 

token or login credentials, performing arbitrary actions on the victim's behalf, and logging their 

keystrokes.  Users can be induced to visit the attacker's crafted URL in various ways, similar to the usual 

attack delivery vectors for reflected cross-site scripting vulnerabilities. 

After careful examination of the web application, this appears to be a false positive which can often 

happen when performing static code analysis via automated web application tools. 

The culprit seems to be with how the User ID entered on the IdentifyUser.aspx page is reflected on the 

AuthenticateIdentifyVerification.aspx page as seen below. 

 

http://www.example.com/userdashboard.html#context=<script>SomeFunction(somevariable)</script
http://www.example.com/userdashboard.html#context=<script>SomeFunction(somevariable)</script
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This would be a concern if the username were not validated by the system to search for only valid users, 

in which case, a malicious user could potentially insert JavaScript as their User ID.  Any invalid User ID’s 

are rejected by the system. 

 

The testing team also checked to see how user input from the “Comments” field on the 

AuthenticateIdentityVerification.aspx page was handled.  This content is also not returned in the html. 
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3.3.2 FALSE POSITIVE - SQL Statement in Request Parameter  
HTTP requests sometimes contain SQL syntax.  If this is incorporated into a SQL query and executed by 

the server, then the application is almost certainly vulnerable to SQL injection. 

After careful examination of the web application, this appears to be a false positive which can often 

happen when performing static code analysis via automated web application tools.  As seen in the below 

screenshot, typical SQL syntax was found in an HTTP request. 

 

However, further tests were unable to discover any injection points in the application to execute a 

successful SQL injection attack. 

Applications should not incorporate any user-controllable data directly into SQL queries. Parameterized 

queries (also known as prepared statements) should be used to safely insert data into predefined queries. 

In no circumstances should users be able to control or modify the structure of the SQL query itself. 
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3.3.3 SSL Server Test 

cloud23fw.fastpasscorp.com  

Conducting an SSL Server Test with Qualys SSL Labs revealed an above average score as seen in the 

following screenshot: 
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3.3.4 Security Header Inspection 
As seen in the following screenshots, the tested web application has all standard security headers in place. 

cloud23fw.fastpasscorp.com 
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3.4 Application Logic Testing 
A primary testing component for this engagement was to test the logic behind the application’s 

functionality to ensure that password reset procedures could not be circumvented or bypassed in any 

way.   

3.4.1 User Registration 
When first accessing the password manager application, you are greeted with this screen: 

 

A user needs to first enroll in the system in order to make use of it, but it must be a user already existing 

within the organization. 
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Otherwise the system rejects the enrollment request. 
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General User 

The typical enrollment process for a general user is shown below. 
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High Risk User 

Registration of a high-risk user follows the exact same procedure.  However, during this process, the 

testing team attempted to bypass several of the registration steps, albeit unsuccessfully. 

First, they attempted to change the email address after it had been verified.  They entered one email 

address, verified it, and then altered it.  The system immediately reverted the email back to an unverified 

state. 

 

They tried to do the same thing with the phone number with similar results.  Changing the last digit of the 

previously verified phone number from a 0 to a 1 reverted the phone number back to unverified. 
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Attempts were made to continue registration without verifying at all, but this did not work.
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Manager 

Registering a manager account is very similar to the process of registering a general or high risk user with 

the exception that the email address is pre-assigned on the back-end and cannot be chosen by the end-

user.
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3.4.2 Forgot Password 
When a general user forgets their password, they have several options to have it reset as seen below.  

These options vary for a general user and a high risk user.  While a general user only needs to validate 

their identity via a single authentication method, a high risk user must validate their identity using two 

methods. 

General User 

 

High Risk User 
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Challenge Response 

Attempts were made to input wrong answers with no success. 

 

 

SMS 

Attempts were made to input wrong SMS codes with no success. 

 



 

 

Sensitive Security Information – For Official Use Only            26 | P a g e  

  

P a g e  | 26 

 

Manager Approval 

A third validation method used when requesting a password reset is to seek a manager’s approval.  These 

steps are shown below. 
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The manager is pre-assigned on the backend and cannot be altered in any way by the end-user.  Once the 

request is made by the user, the manager receives an email notifying them of the request.  The process 

they follow to approve the request is shown below. 
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Once approved, the user is notified and can then change their password. 
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3.4.3 Additional Notes 
Throughout the testing process of the application logic, several miscellaneous security checks were 

attempted. 

Attempts were made to enter invalid captchas. 

 

Attempts were made to enter wrong passwords. 

 

Attempts were made to enter invalid session PIN’s. 
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Attempts were made to make multiple, simultaneous verification requests to the manager. 

 

Attempts were made to bypass the session timeout policy. 
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And finally, attempts were made to bypass the password policy. 

 

In all cases, the testing team was unable to bypass or circumvent the processes in place for the application. 
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4.1 Network Mapping 

195.201.106.239 

TCP Port Assigned Designation Description Service Detected 

443 https http protocol over TLS/SSL 
Microsoft HTTPAPI httpd 2.0 
(SSDP/UPnP) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.0 Detailed Findings 
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4.2 Vulnerabilities 

(POTENTIAL) Cross-site scripting (DOM-based) 

Affects: https://cloud23fw.fastpasscorp.com/FastPassClient/AuthenticateIdentityVerification.aspx 

Severity: HIGH 

FALSE POSITIVE 

DOM-based cross-site scripting arises when a script writes controllable data into the HTML document 
in an unsafe way. An attacker may be able to use the vulnerability to construct a URL that, if visited by 
another application user, will cause JavaScript code supplied by the attacker to execute within the 
user's browser in the context of that user's session with the application. 

The attacker-supplied code can perform a wide variety of actions, such as stealing the victim's session 
token or login credentials, performing arbitrary actions on the victim's behalf, and logging their 
keystrokes. 

Users can be induced to visit the attacker's crafted URL in various ways, similar to the usual attack 
delivery vectors for reflected cross-site scripting vulnerabilities. 

The most effective way to avoid DOM-based cross-site scripting vulnerabilities is not to dynamically 
write data from any untrusted source into the HTML document. If the desired functionality of the 
application means that this behavior is unavoidable, then defenses must be implemented within the 
client-side code to prevent malicious data from introducing script code into the document. In many 
cases, the relevant data can be validated on a whitelist basis, to allow only content that is known to be 
safe. In other cases, it will be necessary to sanitize or encode the data. This can be a complex task and 
depending on the context that the data is to be inserted may need to involve a combination of 
JavaScript escaping, HTML encoding, and URL encoding, in the appropriate sequence. 

 

(POTENTIAL) SQL statement in request parameter 

Affects: https://cloud23fw.fastpasscorp.com/FastPassClient/AuthenticateIdentityVerification.aspx 

Severity: MEDIUM 

FALSE POSITIVE 

HTTP requests sometimes contain SQL syntax.  If this is incorporated into a SQL query and executed by 
the server, then the application is almost certainly vulnerable to SQL injection.  When SQL-like syntax 
is observed, you should verify whether the request contains a genuine SQL query and whether this is 
being executed by the server. 

Applications should not incorporate any user-controllable data directly into SQL queries.  
Parameterized queries (also known as prepared statements) should be used to safely insert data into 
predefined queries.  In no circumstances should users be able to control or modify the structure of the 
SQL query itself. 
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Quoting the PCI SSC “Penetration Testing Guidance” from September 2017:  

PCI DSS Requirement 11.3.4 requires penetration testing to validate that segmentation controls 

and methods are operational, effective, and isolate all out-of-scope systems from systems in the 

CDE. 

This was an external test only.  Segmentation testing was not required.  

5.0 Segmentation Test Results 
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After testing there may be tasks the tester or customer needs to perform to restore the target 

environment (i.e., update/removal of test accounts or database entries added or modified during testing, 

uninstall of test tools or other artifacts, restoring active protection-system settings, and/or other activities 

the tester may not have permissions to perform, etc.).  

• Backbone Security’s privileged access from these source IP ranges should now be removed (unless 

immediate re-testing of discovered vulnerabilities is requested): 

o 64.39.96.0/20 (64.39.96.1-64.39.111.254) – Cloud-based Scanning Tools 

o 216.144.184.0/26 (216.144.184.1-216.144.184.62) – Backbone Testing Headquarters 

  

6.0 Post-test Cleanup 
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See Appendices A1-A2 for detailed external network vulnerability scan results. 

See Appendices B1-B2 for detailed web application scan results. 

 

7.0 Appendices 


