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1. Introduction  

The document has been written during January and January 2008 and is targeted the FastPass Password Filter version 1.0. 

1.1 Purpose 

The purpose of this document is to describe how to install and administer the Password Filter product.  

1.2 Audience  

The intended audience of this document is personnel responsible for administration of the Password Filter product. 

1.3 References 

This document references the following documents: 

 None. 

1.4 Terms  

The following technical and product specific terms are used without further explanation throughout the document. 
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2. About FastPass Password Manager 

FastPass Password Manager is a secure web-based solution offering self-service password operations to end-users. 

 

Users are required to remember many more complex passwords on more systems than ever before. Research suggests that 

30% of all calls to Help Desks are related to forgotten passwords.  

 

Built to use Active Directory as the authoritative repository, FastPass are capable of delivering an instant ROI by deploying in 

just a few hours on your existing Microsoft environment. Further value can be gained by integrating these tools with 

Microsoft Identity Integration Server (MIIS/ILM 2007) for an industry leading Identity and Access solution. 

 

Introduce Self-Service  

Users only need a web browser to access FastPass whether on the corporate intranet or across the internet. In addition an 

easily integrated deployment via SharePoint Portal or the SAP Portal gives a secure single point of entry to all applications 

and supports anonymous access for users who have forgotten their passwords. 

 

FastPass enables self-service enrollment and password resets as well as self service account mapping utilizing the same 

Web UI and saving directly into Active Directory. Captured password resets can be synchronized across multiple platforms 

without integration to Microsoft Identity Integration Server (MIIS/ILM 2007). 

 

FastPass help to reduce the workload within the Help Desk, Increase end-user productivity and Strengthen Security  

A Password Management solution from FastPassCorp saves both time and money for all parties involved: . 

 

For Executives:  

¶ Reduce workload in help desk  

¶ Make it possible for your employees to access systems even when the Help Desk is closed  

¶ Enhance security  

¶ Leverage past investments in Active Directory or ADAM  

¶ Achieve ROI within 3-9 months (no investment needed) 

 

For Help Desk Managers:  

¶ Remove 30% of calls to help desk  

¶ Enhance logging and reporting  

¶ Significantly lower total cost per forgotten password  

¶ Increase employee satisfaction  

¶ Easy implementation (from minutes to days depending on complexity)  

¶ Easy roll-out using automated enrollment services 

 

For Employees:  

¶ Extremely fast solution to a forgotten password situation  

¶ Access to systems 24/7/365  

¶ No need to involve others  

¶ No barrier to comply with strict password security policies  

¶ Simple to use 
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2.1 The architecture  of FastPass Password Manager 

The following describes and illustrates the architecture of FastPass Password Manager. 

 

From a user perspective FastPass Password Manager is offering web based self-service features to maintain passwords in 

the enterprise. This is what is illustrated below. 

 

Databases

Directories Servers

Password Manager 

Server

Enterprise 

Applications

Microsoft

Active Directory

ADAM

 
 

Logically FastPass Password Manager Server is built of multiple sub components each offering its own set of functions for 

the total solution. The main components are listed in the table below: 

 

Component Description 

Backend Server Implement the control of all end-user transactions, communication to the 

Gateway Server, scheduled discovery of users in the domain infrastructure, 

control and coordination of password synchronizations, invitations of users and 

much more. 

Client Server Implements the Web-interface for the end-users and communicates with the 

Backend Server. 

Gateway Server Implements the access to the domain infrastructure and other Password Sync 

target systems. 

 

All three main components are by default installed on FastPass Password Manager Server and are directly configured to 

operate together. A full implementation can be built on additional Client Servers and Gateway Servers and this is shown on 

the illustration below. 
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The solution is built as a service oriented architecture meaning that all main components are web services implemented in 

Microsoft Internet Information Server (IIS) and communication using SOAP over HTTPS. 
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3. About FastPass Password Filter  

FastPass Password Filter is a productivity add-on for Active Directory that allows for quick and easy harmonization of multi-

vendor password policies via an XML configuration file. Password Filter can be installed as a stand-alone product or in 

conjunction with other FastPass tools.  

 

The leading features include: 

¶ Installs in under 15 minutes as an Active Directory add-on 

¶ Supplements Active Directory Group Policies without over-ruling 

¶ Installable in Normal or Silent Mode for large deployments 

¶ Must be installed on all domain controllers 

¶ Works for Password Reset and Password Change 

¶ Logs to Windows Server Event Log 

¶ Configurable XML file for custom rules such as dictionaries 
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4. Installing FastPass Password Filter  

The FastPass Password Filter is distributed in a single EXE-file installer package for all supported platforms and it can be 

installed silently by specifying options on the command line or in a configuration file. 

 

Please Notice! 

Since FastPass Password Filter integrates with the Windows LSA service a reboot of the server is needed after 

installation to activate the filter. 

 

 

4.1 Supported Platforms  

The FastPass Password Filter supports the following Windows Operating Systems. 

 

Operating Systems Limitations 

Windows Server 2003 32 bit None 

Windows Server 2003 64 bit None 

Windows Server 2003 R2 32 bit None 

Windows Server 2003 R2 64 bit None 

 

4.2 Pre-requirements  

The FastPass Password Filter has no pre-requirements for installation on any of the supported platforms. 

 

4.3 Normal GUI Installation  

The FastPass Password Filter can be installed in GUI mode which is described and illustrated in the following. 

 

To start the installation you must be logged on as a user with administrative privileges and the start the installer program, 

by default named as SetupPasswordFilter.exe. This will bring up the InstallShield Wizard program. 
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After a short moment the program will automatically proceed to the following wizard screen. 

 

 
 

/ƭƛŎƪ ǘƘŜ άbŜȄǘέ ōǳǘǘƻƴ ǘƻ ŎƻƴǘƛƴǳŜ ŀƴŘ ǘƘŜ ά9ƴŘ ¦ǎŜǊ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘέ ǎŎǊŜŜƴ ǿƛƭƭ ōŜ ǎƘƻǿƴΦ 

 

 
 

/ƭƛŎƪ ǘƘŜ άbŜȄǘέ ōǳǘǘƻƴ ǘƻ ŀŎŎŜǇǘ ŀƴŘ ǘƻ ŎƻƴǘƛƴǳŜ ŀƴŘ ǘƘŜ Lƴǎǘŀƭƭŀǘƛƻƴ ŘŜǎǘƛƴŀǘƛƻƴ ǎŜƭŜŎǘƛƻƴ ǎŎǊŜŜƴ ǿƛƭƭ ōŜ ǎƘƻǿƴΦ 
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/ƭƛŎƪ ǘƘŜ ά/ƘŀƴƎŜέ ōǳǘǘƻƴ ǘƻ ǎǇŜŎƛŦȅ ŀƴ ŀƭǘŜǊƴŀǘƛǾŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŘŜǎǘƛƴŀǘƛƻƴ ŀƴŘ ŜǾŜƴǘǳŀƭƭȅ ŎƭƛŎƪ ǘƘŜ άbŜȄǘέ ōǳǘǘƻƴ ǘƻ 

ǇǊƻŎŜŜŘΦ ¢Ƙƛǎ ǿƛƭƭ ōǊƛƴƎ ȅƻǳ ǘƻ ǘƘŜ άLƴǎǘŀƭƭŀǘƛƻƴ /ƻƴŦƛǊƳŀǘƛƻƴέ ǎŎǊŜŜƴΦ 

 

 

 
 

/ƭƛŎƪ ǘƘŜ άLƴǎǘŀƭƭέ ōǳǘǘƻƴ ǘƻ ǇǊƻŎŜŜŘΦ ¢Ƙƛǎ ǿƛƭƭ ƛƴƛǘƛŀǘŜ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǇǊƻŎŜǎǎ ŀƴŘ ōǊƛƴƎ ǳǇ ǘƘŜ άLƴǎǘŀƭƭŀǘƛƻƴ tǊƻƎǊŜǎǎέ 

ǎŎǊŜŜƴΦ hƴ ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇƭŜǘƛƻƴ ǘƘŜ ǿƛȊŀǊŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎƘƛŦǘǎ ǘƻ ǘƘŜ άwǳƭŜ File Pathέ ǎŎǊŜŜƴΦ 

 

 
 

The default rule file path is the installation directory chosen earlier but this can be customized by selecting the άBrowseέ 

button. If changed, you will have to copy the rule file manually to the specified folder. After selecting rule file path, click the 

άNextέ button. Installation progress screen comes next and this is the last chance to cancel before the actual installation will 

be performed. 
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hƴ ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇƭŜǘƛƻƴ ǘƘŜ ǿƛȊŀǊŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎƘƛŦǘǎ ǘƻ ǘƘŜ άCƛƴƛǎƘέ ǎŎǊŜŜƴΦ 

 

 
 

/ƭƛŎƪ ǘƘŜ άCƛƴƛǎƘέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ Lƴǎǘŀƭƭ{ƘƛŜƭŘ ²ƛȊŀǊŘΦ 

 

Please Notice! 

Since iǘΩǎ ƴŜŜŘŜŘ ǘƻ ƳŀƪŜ ǘƘŜ ŦƛƭǘŜǊ ŀŎǘƛǾŜ ƛƴ the Windows LSA service a reboot of the server is now needed. 

 

 

4.4 Silent Install using Command Line options  

The FastPass Password Filter can be installed in silent mode. 

 

The syntax for this is as shown in the following. 

 

ғ9·9CL[9Ҕ κǎ κǾέғŀǊƎǳƳŜƴǘǎҔέ 

 

Where the options has the following meaning: 

/s : Indicates that the installer will run in silent mode. 

κǾέκǉƴέ Υ ¢Ƙƛǎ ŀǊƎǳƳŜƴǘ ƛǎ ǳǎŜŘ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ ǾŀƭǳŜǎ ƻŦ ǇǳōƭƛŎ ǇǊƻǇŜǊǘƛŜǎ ŦƻǊ ǘƘŜ ǎƛƭŜƴǘ ƛƴǎǘŀƭƭŀǘƛƻƴΦ 

κǾέκǉƴ Lb{¢![[5LwҐ5Υ\Programs\tŀǎǎǿƻǊŘCƛƭǘŜǊέ Υ tŀǎǎŜǎ ǘƘŜ installation directory value to the installer while 
running silently. 

If you want to install the password filter using the default installation directory %ProgramFiles%\FastPassCorp\PasswordFil-
ter then execute the following command: 

SetupPasswordFilter.EX9 κǎ κǾέκǉƴέ 

 

Or if you want to specify the installation directory execute the following command: 

 

{ŜǘǳǇtŀǎǎǿƻǊŘCƛƭǘŜǊΦ9·9 κǎ κǾέκǉƴ Lb{¢![[5LwҐ5Υ\ Programs\tŀǎǎǿƻǊŘCƛƭǘŜǊέ 

 

Password Filter would now be silently installed at your machine. 

 

Please Notice! 

Since iǘΩǎ ƴŜŜŘŜŘ ǘƻ ƳŀƪŜ ǘƘŜ ŦƛƭǘŜǊ ŀŎǘƛǾŜ ƛƴ the Windows LSA service a reboot of the server is now needed. 
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5. Uninstalling the FastPass Password Filter  

The FastPass Password Filter is uninstalled from the Control Panel as most other Windows based software. The following 

sections describe how it is done. 

 

First stop the έCŀǎǘtŀǎǎ tŀǎǎǿƻǊŘ CƛƭǘŜǊέ ǎŜǊǾƛŎŜΦ  

From Start Ą Settings Ą Control Panel Ą Administrative Tools Ą Services right click on the service and choose stop. 

 

Now execute the SetupPasswordFilter.EXE or go to άAdd/Remove Programsέ ƛƴ ǘƘŜ ά/ƻƴǘǊƻƭ tŀƴŜƭέ and click remove for 

FastPass Password Filter 1.0.0.0. The Install{ƘƛŜƭŘ ²ƛȊŀǊŘ ά²elcomeέ screen will appear. 

 

 
 

Click Next. Program Maintenance screen appears. 

 

 
 

Select the Remove option and click ǘƘŜ άNextέ ōǳǘǘƻƴΦ ¢ƘŜ ά/ƻƴŦƛǊƳŀǘƛƻƴέ screen will appear next and this is the last chance 

to cancel before the actual remove will be performed. 
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Click the άRemoveέ button. ¢ƘŜ άUninstall progressέ screen comes next. 

 

 
 

On succeǎǎŦǳƭ ŎƻƳǇƭŜǘƛƻƴ ǘƘŜ ǿƛȊŀǊŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎƘƛŦǘǎ ǘƻ ǘƘŜ άCƛƴƛǎƘέ ǎŎǊŜŜƴΦ 

 

 
 

/ƭƛŎƪ ǘƘŜ άCƛƴƛǎƘέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ Lƴǎǘŀƭƭ{ƘƛŜƭŘ ²ƛȊŀǊŘΦ 

 

Please Notice! 

Since iǘΩǎ ƴŜŜŘŜŘ ǘƻ ƳŀƪŜ ǘƘŜ ŦƛƭǘŜǊ ŀŎǘƛǾŜ ƛƴ the Windows LSA service a reboot of the server is now needed. 
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6. Configuring the FastPass Password Filter  

There is only one configuration file for the FastPass Password Filter and this is named άPassFilterRule.xmlέ ŀƴŘ ǘƘƛǎ ŦƛƭŜ 

contains the operation configuration and filter rules.  

 

The basic structure of the xml file looks like following. 

 

 

<?xml version="1.0" encoding="UTF - 8"?>  

<filterrules>  

  <configuration>  

  </configuration>  

  <filters>  

  </filters>  

</filterrules>  

 

 

 

The άconfigurationέ node contains the configuration of event logging level and operations which the password filters will 

support. 

 

 

<configuration>  

  <loglevel>4</loglevel>  

  <Operations>  

    <PasswordChange>false</PasswordChange>  

    <PasswordReset>true</PasswordReset>  

  </Operations>  

</configuration>  

 

 

There are four valid άloglevelέ values for password filter as following: 

¶ 1: Only errors will be logged to event log. 

¶ 2: Warnings and errors will be logged to event log. 

¶ 3: Information, warnings and errors will be logged to event log. 

¶ 4: Verbose, information, warnings and errors will be logged to event log. 

 

There are two types of operations that password filter support: 

¶ PasswordChange: If set to true, then password filter will comes into and apply its password rules while changing 
password. 

¶ PasswordReset: If set to true, then filter rules would be applied while resetting password. 

 

The άŦƛƭǘŜǊέ node contains the rules that will be evaluated for the password operations. 
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In the following sample filter node there are four examples..  

 

 

<filters>  

  <filter match="no">hello@123</filter>  

  <! --  The first n characters must be a Number -- > 

  <filter match="yes">^ \ d{1}.*$</filter>  

  <! --  First 6 characters must not include user name -- > 

  <! --  First 5 character must not include account name -- > 

  <filter match="no" substring="0,5">^.*ACCOUNTNAME.*$</filter>  

  <! --  First 5 character must not include full name -- > 

  <filter match="no" substring="0,5">^.*FULLNAME.*$</filter>  

</filters>  

 

 

The first one is the simplest one. The match ŀǘǘǊƛōǳǘŜ ǎŜǘ ǘƻ ƴƻ ƘŜǊŜ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǇŀǎǎǿƻǊŘ ŎŀƴΩǘ ōŜ άƘŜƭƭƻϪмноέΦ  

¢Ƙƛǎ ǿŀȅ ȅƻǳ Ŏŀƴ ǎǇŜŎƛŦȅ ŀƴȅ ŦƛȄŜŘ ǎǘǊƛƴƎ ǿƘƛŎƘ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ŀǎ ǇŀǎǎǿƻǊŘΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ȅƻǳ Ŏŀƴ ōǳƛƭŘ ǿƛǘƘ ǘƘƛǎ ȅƻǳǊ 

own dictionary with forbidden passwords. 

 

The second one uses regular expression. The expression actually means that the first 1 character of the password must be a 

number. You can set as many filter rules as you want, but you should be careful about not putting reverse rule. For the 

ŜȄŀƳǇƭŜ ŀōƻǾŜΣ ȅƻǳ ǎƘƻǳƭŘƴΩt put a filter using regular expression stating that the first 1 character of the password must 

not be a number. 

 

The third rule specifies that password must not include user account name in its first 5 characters. 

 

The fourth rule specifies that password must not include user full name in its first 5 characters. 

 

 

Please Notice! 

After any modification of ǊǳƭŜǎ ƛƴ ǘƘŜ tŀǎǎCƛƭǘŜǊwǳƭŜΦȄƳƭ ŦƛƭŜ ǘƘŜ έCŀǎǘtŀǎǎ tŀǎǎǿƻǊŘ CƛƭǘŜǊέ ǎŜǊǾƛŎŜ must be restarted. 
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7. Maintenance  

After completing the password filter installation, you will find the PasswordFilterService.EXE and PasswordFilterService.ini 

file in the installation directory.  

 

¦ǎƛƴƎ ǘƘŜ ŎƻƳƳŀƴŘ έPasswordFilterService ςǳέ you can uninstall the service anytime you want but remember that 

password filter ǿƻƴΩǘ ǿƻǊƪ ǿƛǘƘƻǳǘ ǘƘŜ ǎŜǊǾƛŎŜ. 

 

Using the command έPasswordFilterService ςƛέ you can install the service again. 


