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1. Introduction

The document has been written during January and January 2008 and is targeted the FastPass Password Filter version 1.0.

1.1 Purpose

The purpose of this document is to describe how to install and administer the Password Filter product.

1.2 Audience

The intended audience of this document is personnel responsible for administration of the Password Filter product.

1.3 References

This document references the following documents:
None.

1.4 Terms

The following technical and product specific terms are used without further explanation throughout the document.
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2. About FastPass Password Manager

FastPass Password Manager is a secure web-based solution offering self-service password operations to end-users.

Users are required to remember many more complex passwords on more systems than ever before. Research suggests that
30% of all calls to Help Desks are related to forgotten passwords.

Built to use Active Directory as the authoritative repository, FastPass are capable of delivering an instant ROI by deploying in
just a few hours on your existing Microsoft environment. Further value can be gained by integrating these tools with
Microsoft Identity Integration Server (MIIS/ILM 2007) for an industry leading Identity and Access solution.

Introduce SeHkService

Users only need a web browser to access FastPass whether on the corporate intranet or across the internet. In addition an
easily integrated deployment via SharePoint Portal or the SAP Portal gives a secure single point of entry to all applications
and supports anonymous access for users who have forgotten their passwords.

FastPass enables self-service enroliment and password resets as well as self service account mapping utilizing the same
Web Ul and saving directly into Active Directory. Captured password resets can be synchronized across multiple platforms
without integration to Microsoft Identity Integration Server (MIIS/ILM 2007).

FastPass$elp to reduce the workload within theHelp Desk, Increase engser productivity and Strengthen Security
A Password Management solution from FastPassCorp saves both time and money for all parties involved: .

For Executives:
9 Reduce workload in help desk
Make it possible for your employees to access systems even when the Help Desk is closed
Enhance security
Leverage past investments in Active Directory or ADAM
Achieve ROI within 3-9 months (no investment needed)

=A =4 =4 =4

For Help Desk Managers:
9 Remove 30% of calls to help desk
Enhance logging and reporting
Significantly lower total cost per forgotten password
Increase employee satisfaction
Easy implementation (from minutes to days depending on complexity)
Easy roll-out using automated enrollment services

=A =4 =4 4 A

For Employees:

91 Extremely fast solution to a forgotten password situation

9 Access to systems 24/7/365
1 No need to involve others
1 No barrier to comply with strict password security policies
1 Simple to use
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2.1 The architecture of FastPass Password Manager

The following describes and illustrates the architecture of FastPass Password Manager.

From a user perspective FastPass Password Manager is offering web based self-service features to maintain passwords in
the enterprise. This is what is illustrated below.

Password Manager
Server

Enterprise
Applications

Databases

g 4

Microsoft Directories Servers
Active Directory

Logically FastPass Password Manager Server is built of multiple sub components each offering its own set of functions for
the total solution. The main components are listed in the table below:

Component Description

Backend Server Implement the control of all end-user transactions, communication to the
Gateway Server, scheduled discovery of users in the domain infrastructure,
control and coordination of password synchronizations, invitations of users and

much more.

Client Server Implements the Web-interface for the end-users and communicates with the
Backend Server.

Gateway Server Implements the access to the domain infrastructure and other Password Sync
target systems.

All three main components are by default installed on FastPass Password Manager Server and are directly configured to
operate together. A full implementation can be built on additional Client Servers and Gateway Servers and this is shown on
the illustration below.
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Password Manager Password Manager
Backend Server Client Server

—

Password Manager
Gateway Server

PassworgaManager
Gatew: r

Enterprise
Applications

Databases

Microsoft
Active Directory

Directories Servers

The solution is built as a service oriented architecture meaning that all main components are web services implemented in
Microsoft Internet Information Server (1IS) and communication using SOAP over HTTPS.
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3. About FastPassPassword Filter

FastPass Password Filter is a productivity add-on for Active Directory that allows for quick and easy harmonization of multi-
vendor password policies via an XML configuration file. Password Filter can be installed as a stand-alone product or in
conjunction with other FastPass tools.

The leading features include:

1 Installs in under 15 minutes as an Active Directory add-on
Supplements Active Directory Group Policies without over-ruling
Installable in Normal or Silent Mode for large deployments
Must be installed on all domain controllers
Works for Password Reset and Password Change
Logs to Windows Server Event Log
Configurable XML file for custom rules such as dictionaries

=A =4 =4 =4 -4 4
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4. Installing FastPass Password Filter

The FastPass Password Filter is distributed in a single EXE-file installer package for all supported platforms and it can be

installed silently by specifying options on the command line or in a configuration file.

Please Notice!

Since FastPass Password Filter integrates with the Windows LSA service a reboot of the server is needed after

installation to activate the filter.

4.1 Supported Platforms

The FastPass Password Filter supports the following Windows Operating Systems.

Operating Systems Limitations
Windows Server 2003 32 bit None
Windows Server 2003 64 bit None
Windows Server 2003 R2 32 bit None
Windows Server 2003 R2 64 bit None

4.2 Pre-requirements

The FastPass Password Filter has no pre-requirements for installation on any of the supported platforms.

4.3 Normal GUI Installation

The FastPass Password Filter can be installed in GUI mode which is described and illustrated in the following.

To start the installation you must be logged on as a user with administrative privileges and the start the installer program,

by default named as SetupPasswordFilter.exe. This will bring up the InstallShield Wizard program.

Installshield Wizard

Preparing to Install...

FastPass Password Fiter 1.0.0.0 Getup is preparing the
IrestellS hisld ‘wiizard, which wil guide pou thiough the
progiam setup process. Please wai

Configuing Windows Installer

I

I
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After a short moment the program will automatically proceed to the following wizard screen.

i'_‘!r FastPass Password Filter 1.0.0.0 - Install d x|

Welcome to the Installshield wizard for
FastPass Password Filter 1.0.0.0

The Inst allshield(R) Wizard will allow you to modify, repair, or
remove FastPass Password Filter 1,0,0.0, To continue, click
Hext,

Cancel

< Back
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1% FastPass Password Filter 1.0.0.0 - Install Wizard x|

License Agreement \
Please read the following license agreement carefully.

FastPass Password Filter End-User Software License: il
v1.0: 1z Detober 200&:

Licensed by:

FastPass Corp ApS. Lymgby Hovedgade 4, DE-2800 Kgs. Lyngby,
Dermark

FastPass Corp ApS - FastPass Password Filter =l

& 1 accept the terms in the license agreement Print

€ 1 dnnot accept the ksrms in the license agresment

Installshiield

< Back I Mext = I Cancel |

/| tA01 GKS abSElG¢ odzidz2y G2 FOOSLIW FyR (2 O2yiGAydzsS FyR

[ FastPass Password Filter 1.0.0.0 - Install Wizard

x|
Destination Folder \
Click Next b inskall to this Folder, or click Change ko instal ko & different Falder.

G Install FastPass Password Filker 1,0,0.0 to:

Ci\Program Files\FastPassCorp|PasswordFilery Change...

Installstield

< Back

Cancel
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{& FastPass Password Filter 1.0.0.0 - Install Wizard x|

Ready to install the FastPass PasswordFilter. \
The wizard is ready to begin instalation.

Click Install to begin the installation.

IF you wank ko review or change any of your installation settings, click Back, Click Cancel to
et the wizard

~

f A
a0N

—_—
c
e
w
Q-
—

<,
ax
[N
~h
~—

¢ odzidz2y G2 LINRPOSSR® GOLK/ARE 4 At f0 ARWA (& AN
4dz00SaaFdzZ O2YLX SiA 2 yFilePsthd aADONBBK o dzi 2 YI GAOF f 1

bj) O(
w
<
S
>
<,

FastPass Password Filter 1.0.0.0 - InstallShield Wizard x|

Please provide the path where the rules files should be m

Chaose ruie file path.

Browse

< Bach Mest > I Cancel

The default rule file path is the installation directory chosen earlier but this can be customized by selecting the éBrowse€
button. If changed, you will have to copy the rule file manually to the specified folder. After selecting rule file path, click the

oNexté button. Installation progress screen comes next and this is the last chance to cancel before the actual installation will
be performed.

il FastPass Password Filter 1.0.0.0 - Install Wizard _E1x]

Installing FastPass Password Filter 1.0.0.0 \
The program features you selected are being installed.
e

Flease wait while the InstallShield ‘Wwizard installs FastPass Password Filter
1.0.0.0, This may take several minutes.

Status:

Tnjstallshield
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hy &dz00S&aaFdzZ O2YLX SGA2y GKS AT IFNR Fdzi2YlFGAOFtte& &aKATFH:

i‘_\!—! FastPass Password Filter 1.0.0.0 - Install Wizard x|

The FastPass PasswordFilter Installshield
Wizard Completed.

The InstallShield Wizard has successfully installed FastPass
Password Fiker 1.0.0.0, Click Finish ko exit the wizard,

= Back | Finish | Cance

/| tA01 GKS GCAyAaKé odzid2yd ¢KAa gAftft Of2asS GKS Lyadahtt {|

Please Notice!

Sinceil Qa Y SSRSR (2 Y Iltie Windows 8SA sErkick airébott off tik§ekved 5 now néeded.

4.4 Silent Install using Command Line options

The FastPass Password Filter can be installed in silent mode.
The syntax for this is as shown in the following.
F 9. 9CL[fIIHNEKdRY KydEa b ¢

Where the options has the following meaning:
/s : Indicates that the installer will run in silent mode.

KGéEKIYE Y CKAA | NBdZYSyd A& dzaSR (2 ALIBOATE G(GKS OF t dzf
K@ékliy LbfPhdramf\ts5iLavd &2'NR CA £ (istsllationirettdrydvaiuéta theinkt8ler while
running silently.

If you want to install the password filter using the default installation directory %ProgramFiles%\FastPassCorp\PasswordFil-
ter then execute the following command:

SetupPasswordFilter.BEX k& Kk @¢é kljy €
Or if you want to specify the installation directory execute the following command:
{SldzLdt  aa62NRCAT (G SNIP9 \Peogranst K DE &K HZNRCHO{ESNE 5L wl5Y

Password Filter would now be silently installed at your machine.

Please Notice!

Sinceili Qa Y SSRSR (2 Y lthe ®indows SSA seriice air&bont of tik$ekved 8 now néeded.
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5. Uninstalling the FastPass Password Filter

The FastPass Password Filter is uninstalled from the Control Panel as most other Windows based software. The following
sections describe how it is done.

FirststoptheéCl a Gt I aa tl ad62NR CAf GSNE aSNBAOSO®
From Start A Settings A Control Panel A Administrative Tools A Services right click on the service and choose stop.

Now execute the SetupPasswordFilter.EXE or go to 6Add/Remove Programsé Ay (1 KS  ddn@ciickirdi®dvie fort | y St ¢
FastPass Password Filter 1.0.0.0. The Install{ KA St R  %ldorhek ssken viillPappear.

i@ FastPass Password Filter 1.0.0.0 - Install Wizard x|

Welcome to the InstallShield wizard for
FastPass Password Filter 1.0.0.0

The Inst allshield(R) Wizard will allow you to modify, repair, or
remove FastPass Password Filter 1,0,0.0, To continue, click
Hext,

Cancel

< Back

Click Next. Program Maintenance screen appears.

i@ FastPass Password Filter 1.0.0.0 - Install Wizard x|
Program Maintenance
Madify, repair, ar remove the program.
" Modify

Custom Selsction dislag inwhich you can change the way Features are

@ Change which program Features are installed. This option displays the
installed.

" Repair

Repair installation errors in the program, This option fixes missing or

@ AR L, SRR, ST T e,

 Remove!

@ Remove FastPass Password Filter 1,0,0.0 from your computer,
A

Tnstallshiield

< Back I Mext = I Cancel

Select the Remove option and click i K Bextéi 0 dz6 & 8 y &/ 2 y BcheddMWill dpged yexét and this is the last chance

to cancel before the actual remove will be performed.
E

Remove the Program

u hiawe chasen te remave the program from your system,

Click. Remove to remove FastPass Password Filter 1.0,0,0 from your computer, After
remaval, this pragram wil na longer b availatle For use.

IF you wank to review ar change any sebtings, dick Back.

< Back [ REmave Cancel
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Click the 6Removeé button. ¢ K $ninétall progressé screen comes next.

{i@ FastPass Password Filter 1.0

.0.0 - Install Wizard o o] o7 |

Uninstalling FastPass Password Filter 1.0.0.0 .‘
The program features you selscted are being uninstalled. \

Please wait while the

InstaliShield wizard uninstals FastPass Password Filker

P 1.0.0.0. This may take several minutes.

Status:

Validating instal

Installshield

Onsuccea a ¥

{i@ FastPass Password Filter 1.0.

< Bark et = | Canicel I

Q¢
[N
N

dzt O2YLX SiA2y (GKS AT FNR Fdzi2YFGAOFtte& AKATI

.0.0 - Install Wizard x|
The FastPass PasswordFilter Installshield
Wizard Completed.

The Installshield Wizard has successfuly uninstalled FastPass
Password Filter 1.0.0.0. Click Finish to exit the wizard.

< Back i Einigh Cancel

/£t AO0] GK

odzid2y® ¢KA& ¢gAftf Of2asS GKS Lyadltt{

w
o-
O
>
<
>
Qx
P
™

Please Notice!
Sinceili Q &

YSSRSR {2 YIltHeWinddows ESA sErkick dirébott off tik$ekved IS now needed.
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6. Configuring the FastPass Password Filter

There is only one configuration file for the FastPass Password Filter and this is named cPassFilterRulexmlé | YR G KA & T A
contains the operation configuration and filter rules.

The basic structure of the xml file looks like following.

<?xml version="1.0" encoding="UTF - 8"?>
<filterrules>

<configuration>

</configuration>

<filters>

<[filters>
<ffilterrules>

The ¢configurationé node contains the configuration of event logging level and operations which the password filters will
support.

<configuration>
<loglevel>4</loglevel>
<Operations>
<PasswordChange>false</PasswordChange>
<PasswordReset>true</PasswordReset>
</Operations>
</configuration>

There are four valid doglevelé values for password filter as following:
91 1. Only errors will be logged to event log.

1 2: Warnings and errors will be logged to event log.
1  3:Information, warnings and errors will be logged to event log.

91 4: Verbose, information, warnings and errors will be logged to event log.

There are two types of operations that password filter support:

1 PasswordChangef set to true, then password filter will comes into and apply its password rules while changing
password.

1 PasswordReseftf set to true, then filter rules would be applied while resetting password.

The & ¥ A hodeSdvdins the rules that will be evaluated for the password operations.
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In the following sample filter node there are four examples..

<filters>
<filter match="no">hello@123</filter>
<! --  The first n characters must be a Number - >
<filter match="yes">" \ d{1}.*$<ffilter>
<! -- First 6 characters must not include user name - >
<! --  First 5 character must not include account name -- >
<filter match="no" substring="0,5">".*ACCOUNTNAME.*$</filter>
<! --  First 5 character must not include full name - >
<filter match="no" substring="0,5">"*FULLNAME.*$</filter>
<ffilters>

The first one is the simplest one. The matchl G G NA 6 dzGS &SG G2 y2 KSNB gKAOK YSlIya
CKA& 61L& &2dz Oly &aLISOATe Fye FTAESR &aiGNARYy3I 6KAOK &2dz R2y.
own dictionary with forbidden passwords.

The second one uses regular expression. The expression actually means that the first 1 character of the password must be a

number. You can set as many filter rules as you want, but you should be careful about not putting reverse rule. For the

SEI YLX S | 62 @ht afdter dangre§uadetpiesgiad stating that the first 1 character of the password must

not be a number.

The third rule specifies that password must not include user account name in its first 5 characters.

The fourth rule specifies that password must not include user full name in its first 5 characters.

Please Notice!
After any modificationof Nzt S& Ay (GKS t | &4 CAf G SNWwdzt S dE Yniust Fekeftated i K ¢
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7. Maintenance
After completing the password filter installation, you will find the PasswordFilterService.EXE and PasswordFilterService.ini

file in the installation directory.

L&Ay 3 (K SPaSstordFilteySRrvigedzéou can uninstall the service anytime you want but remember that

passwordfilter 6 2 y Qi 62 NJ] 6A.G0K2dzi GKS aSNIBAOS

Using the command éPasswordFilterServiceA gou can install the service again.
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