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Summary

As organizationaround the world are looking to identify initiatives to streamline the business and cut down operational
cost,IT-Service managementand in particular sel§ervice- seemsto be one of the large opportunitiet® take a deep

dive into.

FastPassCorp has produced this document to illustrate howsselfice for user identification and authentication
dramatically can improve productivity in the IT Operations and IT Service Desk and how productivity gainsigarend
and higher security stalards are achieved.

In most organizations the identification of users happens through the use of Passagoittitesbeen done since end
users came ofline and had to use passwortls authentication When users forget their passwords or their account gets
locked, they have to contact the IT Service Desk.

With the high number of systems and passwords many users have to reméaoatasr, and the increasing complexity of
the passwordsa relatively high workload has been adddthe cost associatedwiKk NB & SG G Ay 3 (KS dza SNI
dramatically reduced bgfferingthis service on &elfServicebasis.

FastPass Password Manager is a complete software solutiormwsty short implementation time, and yetiktcapable
of solving the demandis large anccomplex IT environments.

We hope you enjoy the reading and will much encourage yotisibour homepag ¢ www.fastpasscorgom- to further
investigate thebusinesscase see a demand get more information atut FastPas®assword Managet
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2. Introduction

As organizationaround the world are looking to identify initiatives to streamline the business and cut down operational
cost, ITService managementand in particular sel§ervice- seems to be one of the larggpportunities to take a deep
dive into.

While we need to change the business into a profitable enterprise, we suggest that the best way to do so is engaging into
activities and projects that have merit over a longer period of time, but still is ablessept significant cost cutting
shortterm

Top management in general demands that service levels and production are increased, despite of reduced costs. This
represents additional pressure on IT management to increase productivity in the service opesatigroducing new
tools and optimizing processes.

User selfserviceis one key driver for that, and by empowering the users to help themselves in many areas, we are able
to let analysts and support staffs concentrate on more critical isg@®l potentialy also with fewer resources.

¢KSNB N8B o (2LAOa G(GKFG INB 2y (2L 2F G4KS 3ISYyRI FT2NJ Y2

1. Cutdown cost, in particular in IT operations
2. Ensure that compliancy demands are met

3. Deliver new processes and solutions that will help the-aadrs incease productivity

In most organizations a user, who has forgotten his password, will call the Service desk and ask for a new Password. If the
Service desk is open for call at this point of time, the Service desk employee will verify theezaddentity reset the
password, and then transfer the new password to the -@isér.

According to Gartner anywhere between 20 and 50% of all calls to the Service Desk are related to lost or forgotten
passwords.

The ideal situation however is to introduce an autostprocess where the user can help himself completely and has no
need to call the corporate Service Desk. This will not only improve the Sexpegience by the endser, but also save
time and money in the Service Desk.

FastPassCorp has developed thstPass products to address the needs that IT organizations have for an advanced and
comprehensive Password Management product.

Changing the process regarding forgotten passwords and locked accounts, will give the organization tangible advantages
in termsof:

e Strengtheiing security

Passwords are never given out over the télepe and Service Desk staff dosst have to spend time verifying

the user. This eliminates the nesecure practices around password resets and satisfies regulatory compliance
legishtion such as @banesOxley, Basel 2etc. Andat the same timethis facilitates the implementation of
stronger password policies without incréag the workloadn the Service Desk.
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e Boost productivity

BecauseFastPassPassword Managet Users are able toeset their own passwords immediately and from
anywhere any time- 24 hours 7 days a week the enduser satisfactionis increasel as costly downtime
decreasesThis is possible becausetbk simple and secure sederviceprocesswhere userddentify themselves
to FastPass by answeripgivate challengequestionsand immediately after type in a newasswordand can
continue working

¢ Reduce operational costs

FastPassPassword Managet reduces the workloadin the Service Deskand allowing support staff to
concentrate on rore critical problems. A decrease of Z0% of incoming calls will dramatically cut down running
costs.

e Prepare for the future

FastPas®assword Managet integrates with any platform or application you have already invested in or plan to
invest in. Using the .NET technologies framewdéikstPas$?assword Manager is a webservices application,

using Microsoft Active Directory as the user data repository and ADLDS (previously ADAM) as the data store for
userdata.

As organizations adopt ingasingly tougher security standards, users are required to remember more, longer and more
complex passwords. This increases the likelihood that they will forget one or more of these passwords and place a call to
the Service Desk for a password reset ie ofitheir systems.

How can a user securely reset his password?

2 KSy | dzaSNJ glyda (G2 NBaSi KAa tlaagz2NR: KS OftAd0la GKS
directed to the FastPass server. FastPass will ask a number &€ gyisstions (challenge questions). When the user

answers the questions correctly, he is allowed to reset his password.

If there is a need for a more secure identification (strong authentication) of the user trying to change a user password,
thenchallengdj dzSa A 2ya OFly 0SS O02YO0AYSR 6AGK 2GKSNJ YSGK2Ra F2NJ
OKIftSy3asS ljdSairazya OFly 6S O2Y0AYSR gAGK | tLb O2RS GKI
mobile phone effectively works asken.

Consideration$o be madefor a successful User Self Serviceféogotten Passwords

To achieve success with Sgdfrvice password reset, it is vital that all usensoll into the system. If they are not they
will simply continue to call the Sece desk as always. To accomplish this you need:

e Automatic email (or SMS) invitations

e Automatic reminder process

e Automatic invitations for all new hires

e Text and process modifiable to fit each organization and group

e A process that supports users thatlagpon the Service Desk before enrolling

In general terms, the system needs also to be robust against hostile attacketfidation to users and administrators
if attempts are being made to reset passwords.
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When there are other passwords than Wing®then it is necessary &ynchronize sftware to other target systems and
applications like SAP and AS400 systeims.uBer wilthen only have to remember one passwoRhssword resets and
changes are done in one system for all systems and applications.

CGatch-22

How can a user get in contaitt FastPas$assword Manager application if he has forgotten the password to his own
PC?

This has normally been consideredaCatch aAlidzZ- A2y ® 2 AGK Claidtlaa GKS dzaSNJ
screen orthe XP, Vista or Windows 7 PC. When the user hits the button, before login, he is directed to the FastPass
ASNBSNY ' GKA& LRAYG FYyR GAYS KS OFly R2 y2G4KAy3 Stas i
authenticated on FastPass he can isaueew password on FastPass. The password will be validated and reset on the

domain controller and the user can, with his new password, login to the PC and the domain.

Instalbtion and implemenéation

With a dependency on nothing else than IIS and Addivectory,FastPas®assword Manager installs in a matter of
hours, requires little or no consulting hours, and delivers ROI from the moment the first user resets his password.
FastPass will take advantage of the existing operational procedures in yndoWs4 Server environment.

Single Sigion or Sngle Password?

For many many years Singdégron (SSO) has been on the radar in many organizations to simplify the authentication
process for the users. Unfortunately the technology and the solutions &laiteave not been able to effectively solve

this, and so many SSO projects has failed and never reached the goal.

The introduction of the Single Password method, which basically is available through synchronization of passwords
between systems, the primgrgoal for SSO, is achieved. It is hard to produce a business case for SSO by counting the
seconds that it takes for a user to logon to a system. There are however significant gains to achieve by letting the users
only have one password to remember and ofa and, in a forgotten password situation, be able to swift and rigorously
reset the password on all systems at a time.

Deployment scenarios might include a user Self Service password reset deployment on the Active Directory for Kerberos
enabled Singl SigrOn from Active Directory to windows based SAP instances and synchronization to other SAP
instances.

The basic idea for FastPass is to facilitate &sifice access to any system the user needs to get access to and provide
the baseline for enablipthat. In many cases Kerberos enabled Single@igiptions has merit and in many other cases
password synchronization is the preferred route to give users access to the systems they need when and where they
need it.
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The call is yours how you prefer address this but beware of the many pitfalls that exists in this area due to many an
attempt to facilitate SSO in the enterprises.

Conclusion

In conclusion, the FastPassCorp commitment to SOA based solatidrthe Microsoft Infrastructure isdth convincing
and compellingFastPass will utock the potential in your Windows server infrastructure and add that as an increased
service to your users thus enhancing the overall service experience.

We continue to innovate and provide the tooling that hatimplifies the choices you take in order to make your business
more competitive and to help you reduce operational costs and increase efficiency.

We look forward to being of service to you.
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Product Overview

3.1.1 FastPass Password Manager

In briefFastPas®assword Manager offers an integratd and nonintrusive solutiorapproachwhere the users are
empowered to enroll themselves with their own challeagsponse choices in order to reset their passwords whilst all
the time directly leveraging the featuresid policies of Active Directory.

The biggestoncernwhen deploying a new tool interfacing seamlessly with the direc®tiie impact on users.

Disrupting the work of users in any way can overwhelmSkevice DesWith calls and create an increased nefed

AdzZLILR2 NI @ ¢KAa (22f Qa 2SeriCdésk drfer th fally éxploit deROI ppterdial. O £ £ & (2
The nature of destacked toolsets such &astPass Password Manageallows for addressing discrete problems without

the investment needed for deploying an integrated enterprise solution.

The deployment of web browser basédstPass Password Managemaintains transparency for network and internet
users alike and allowthe organization to continue in the drive to improve services linked to Active Directory. Options
exists with FastPas€onnectordor pushingpasswordresetsfrom Active Directory to other vendor systems, platforms
and applications with a web services bdseterceptor and dispatcher tosétdeveloped by FastPassCpgnd using the
Microsoft .NET framewortechnology. Password changes can be propagated using é&ittePass Connectoos

Microsoft Identity Lifecycle Manage(lLM2007)or any other Identity Minagement system in place.

FastPass Password ManagesupportsSAP Portahnd Microsoft Share Poinsolutions by utilizing an SOA web service

interface towards FastPass Password Manager.

The combination of these utilities increases the breadth and sodpepassword management project into supported

systems including AS/400, OradlB\IX Linux, SARSQL and more

Pushing password changésoughuser&lf-service haproven benefits for cost management in respect of Information

Worker andService Despgroductivity alike Installationis performed ifjust a fewhours,and implementation can be

completed within a working day.

¢tKS 26 02480 RSLX2eYSyid IFRRNBaaiAy3ad gKIFIG AYRdAZAGNR Fylfea:
management problm delivers the bite sized approach for quick results and immediate ROI.

3.1.2  Strong Authentication

FastPass Password Managemsoiution offers functionality to authenticate employees in different ways wtiay try

to accesghe solution. For instance, onemployee can be asked to authenticate with SMS PIN Code and
Challenge/Response when executing a Password Reset operation where another employee can be asked to authenticate
with just Challenge/ Response when performing the same operation.

The best practiceR@A 8Sa F2NJ | dziKSYyGAOlF GA2Yy Ay GKS awSaSd tl aag2N.

1. The first profile allow for password resets for normal employees from physical secured networks only and just
dzaAy3 GKS a/ KIFIftSyaSkwSallRyasSe a dzikKSyadAaoOladAazy YS
2. The second profile allow for password resets for highk employees from physical secured networks only and
0KSYy FTANRG NBljdzSad a{a{ tLb /2RS¢ IyR aSO2yRI NXIjdzS
3. The third profile allow for passwordreset FNBY |ye ySig2N] FyR GKSYy FANBRG |
NBljdzSad a/ KFftfSyaSkwSalrLRryasSé a FdziKSyadAaAoOridAazy YSiGK
4, ¢KS FT2dz2NIK LINBPFAES Ffft2¢ FT2NI LI aag2NR NBaSdia F2N Iy
5841 tLb / %RS¢ NBYyRzS&80#&/ KIHffSyaSkwSalkryasSe | a FdzikK$S
allow normal and highisk employees in secured networks, and employees with a registered mobile number to
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reset passwords on their own but leave normal employees frorrusted networks or highisk employees
without a registered mobile number to reset password only after being in contact with the Help Desk.

The Authentication Profile definition consists of the following attributes:

Selected GroupsA list of groups allowetusingthe profile. An employee accessing the esriployee interface

gAff 0SS GaFAEtGSNBR Ayé AF KS Aa YSYOSNI 2F 2yS 2NJ Y2N
attribute is mandatorySelected Deny Group# list of groups which shalbhbe allowed to use the profilén

employee accessingthe e®IY L 28 SS Ay UiSNFIF OS Attt 06S aFAL ISNBR 2 dz
INRdzLJA fA&aGSR Ay GKS a{StSOGSR 5Syé& DNRdzLJa¢ fAad Iy
Groum ¢ tHisatkiliute is mandatory.

Selected Networkst f Aad 2F ySig2N)la RSTAYSR Ay (GKSambSig2N]
SYLX 28SS LISNF2NNXAY3T {KSAn@dpoyeR dcéessingrihcdiediplbyde inte2fddSWill G A 2 Y
bea FAEt iSNBR Ayé¢ AT (GKS Lt |RRNBaa (yz2¢6y o0& GKS sSo6 a
YySG62N] RSTAYAGA2Y 2F 2yS 2NJ Y2NB 27T Thiskafibuedsi 62 NJ a
mandatory.

Selected AuthenticationsAlist6F | dzi KSY GA Ol GA2y YSGiK2Ra G2 dzasS FT2NJ I c
the Authentication Profile criteriddnemployee accessing the eminployee interface will be prompted to
authenticate by the authentication methods in the listed order.

ForttS awSaSi tlFraagz2NRé 2LISNIGA2Yy GKS F@FAfFotS FdziKSy

o Challenge/Response
o0 Help Desk PIN Code
0 SMS PIN Code

If the Challenge/Response is selected the employee must have enrolled into the Password Manager solution for
this profile to be @plicable for the employee. If the SMS PIN Code is selected the employee must have a well
F2NXYIFGGSR Y20AES ydzYoSNIAYy (GKS aY20AftS¢e¢ FGGNROGDzGS A
Authentication Profile will not be applicable for the elopee.

SMS/Text Pin code Authentication

The SMS PIN Code Authentication Settings page can be used to show or edit the settings for the SMS PIN Code
authentication method used in the Password Manager solution.

The SMS PIN Code authentication method caddseribed as an authentication method where a system will generate a

PIN Code and send this to a SMS capable device registered as belonging to the employee and then ask a employee for the
PIN Code where the employee must answer correctly before beingdmresi as authenticated.

The Password Manager solution implements the SMS PIN Code authentication method in a way where the system
O2fftSOGa (KS axdpofed fomlAD dndldheh dsés3hishLtMdet when sending a PIN Code using rules
specfied in the configuration.

There are a number of configurable parameters for the Challenge/Response authentication method:

SMS PIN Code length: This number decides the length of a generated PIN Code. SMS PIN Code Grouping length:
This number decides thength of each group of characters when being send, e.g. if configured to 2 and the PIN
Code length is set to 6 then the employee will receive a SMS PIN Code looking like ## ## ## but he/she will still
have to input it like ###HHH.

SMS PIN Code Charactérhis value decides which characters to use in PIN Codes. By default this value is set to
1234567890 but it can also be extended to a value like 1234567890ABCDEFGHIJKLMNOPQRSTUVWXYZ or any
other characters that is seen as reasonable.
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Max.Failed This nurber decides how many retriem employee will get before being locked from using the
Password Manager solution.dh employee gets locked the only way to get unlocked is to receive and use a
Help Desk PIN for enrollment.

PIN Authentication Timeout: Thimmber decides for how long time (in minutes) a SMS PIN Code will be valid
for use.

The SMS PIN Code authentication method relies on a configured SMS Gateway to be functional.
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3.1.3 Bridging the Vendor Gap

Synchronization and Connectivity Architecture

Synchraization across multiple platforms is dependent upon connectivity to other platformd-astPass Connectors

uses a component based scalable architecture fully utilizing web services in an interceptor and dispatcher based product.
Further development of ta web services connector architecture is underway and currently supports the following
platforms:

Microsoft Active Directory
UNIX

Linux

SAP

MS SQL

e AS/400

e GenericConnector

In order toincrease the range of the FastPass solutionotber systems and platfrms that are not supported by
FastPassCorp, a Generic Connectardgeavailable Thisallows for custom connectors to be developed.
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Technical Description

4.1.1 In brief

TechnicallyFastPass Password Manageraset of.NET 2.0 basedeb servicespplicatons using ASP pages served from
Microsoft Internet Information Servers (11S) and implemented in a Service Oriented Architecture (SOA).
Conceptually thé-astPass Password Manageserver is split into three major components:

e the Client Component
e the Server Component
e the Infrastructure Component

These three components communicate internally using encryptedsegbices and can be installed on the same or on
different physical srvers.The simplified architecture is as shown in the following diagram.

Password Manager Domain
Server Forests

User with browser
access

Due to the fact that theroduct is aully web-based applicatiorfunless the windows client which is optiontdgre is no
software installation regirement on the desktop client. On the server side also, the application is scalable in a way that
it, in smaler organizationscan be put on top of an existing IIS server and in faogganizations it can be spread over
multiple servers giving the hightgsossible perfomance, reliability and security.

41.1.1 How does it work?

Basically the application can be configured to adapt to any number of requirements and security policies and can be used
in many different scenarios with different authentication methotdihe Challenge/Response authentication method is

the most widely adopted by our customers.

Before going into a description of the various authentication methods, the features and a breakdown of the architecture
let us first describe a scenario for the stémportant function that the application provides:
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The Password Reset function

When a usehas forgotten his password amweants to peform the Password Res@peration, he must first of all provide

a known user ID on a registered domain. The actthat is identified using the provided information and the network
from which the operation is performed decides a set of authentication methods that the user must pass through before
he is permitted to continue with the password reset. The user is ptteskto one authentication method at a time and
cannot either select between or skip the possible authentication methods.

If the user succeeds in responding correctly to the presented

authentication methodghe applicationwill ask for the new password ariden continue the process hyyerformingan
administrative password res&b a random generated passward@heapplicationwill then try to perform auser password
changeby using thememorizedrandom generated password as the old password @asgtsthe password to the one

which the user has provided. This last operation is performed as the user account performing the operatiois and th
ensures that all AD group policies and all custom made password filters can reject the user selected password. If the
pasgs 2 NR FTNRY (GKS dzaSNJ 3Sia NBE2SOGSR o0& (i rafdomgedeiatbdrs (KS
password.

lllustration of the Password Reset operation

. . Reset Password Implement new
Identify User Authenticate User New Password in AD Password in AD
Redo indentification More authentications ? Redo New Password!

Redo authentication !

Thisisan outline of what the application is actuatlping and what components the application is in touch with
throughout its operation. To ensure the understandirfg S jlusRr&peat the steps once again:

1. Check if the user account exists and is not disabled in the AD.

2. ldentify Authentication methods usg group membership and-#idress.
3. Execute Authentication method(s).

4. Get new Password from user.

5. Reset Password for the account in AD as an administrative user.

6. Implement new Password as the requesting user and get direct response from AD group potémplament
ted filters.
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4.1.2

Technical Details

4.1.2.1 The architecture

The architecture of FastPass Password Manager consists as earlier described of three components;

the Server Component
the Client Component

the Infrastructure Component

lllustration ofbase components

Client Component
Server Component
Infrastructure Component

User with browser Password Manager
access Server

4.1.2.1.1 The Server Component

Domain
Forests

The core functionality of the product is implemented in the Server Component. Responsibilities include:

Acceptance (authorization) of Client Component instances.
Communication with the I&nt Component (SOA).

Acceptance (authorization) of Infrastructure Component instances.
Communication with the Infrastructure Component (SOA).
Input/output to the central data storage (AIDS formerly ADAM
Configuration storage (XML files).

Credential sbrage of system accounts (Encrypted files).

Coordination of all transactions.

August 2009
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e Session control.

e Authentication based on utilization of Infrastructure
component.

e Authorization based on users group memberships.

The Server Component is typically installedaoserver together with the Infrastructure Component but can also be
installed on the same physical server as the Client Component.

4.1.2.1.2 The Client Component
The presentation functionality of the product is implemented in the Client Component. The Client Gamhson
restricted to communicate using the standards defined by the Server Component.

Responsibilities include:

e Communication with the Server Component (SOA)

e Presentation of screens enabling users to execute the
operations implemented by the Server Cpoment.

e Local authentication of users if needed as in the Service
Provider Edition.

e Credential storage of system accounts as needed in the
Service Provider Edition (Encrypted files).

e Configuration storage if needed (XML files).
e Browser session control.

The Client Component is typically installed on a separate server but can also be installed on the same physical server as
the Server and the Infrastructure Component.

4.1.2.1.3 The Infrastructure Component

The technology integration functionality of the productrigplemented in the Infrastructure Component. This means that
communication to and from almost all third parties that the product integrates with goes through the Infrastructure
Component, including the communication to and from the Active Directory. Tlie puaipose of the Infrastructure
Component is to make the technologies that the application builds on transparent and uniform to the Server Component.

Responsibilities include:

e Communication with the Server Component (SOA).
e Transport of data to targetystems.
e |dentification of transport routes to target systems.

e Fault tolerance of transport to target systems.
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e Authentication to the nexhext point in the transport route.

e Credential storage of the nextext account information
(Encrypted files).

e Configuation storage if needed (XML files).

The Infrastructure Component is typically installed on a server together with the Server Component but can also be
installed on the same physical server as the Client Component. Furthermore the Infrastructure Congaonkat
installed on servers that provide safe routes to the backend servers running the Active Directory or other user
repositories.

In the illustrations presented throughout the rest of this White Papiee Infrastructure Component is often referred to
as Password Manager Gateways and Password Manager ConneclgsskastPass Connectors.

4.1.2.1.4 The full architecture

The illustratiors inthis sectionare examples of FastPassnplementatiors.

The Server Component and the Infrastructure Component are instatiedphysical server and the Client Component is
installed on another physical server.

The Server Component stores data in a lodlLBSnstallation and utilizes the fault tolerant Infrastructure Component
when needing information from the AD and thiethdelivers a route to the requested source (server).

Domain Forest 1 o : i // &

PM GTteway / s User

Domain Forest 2 PM Client

The data stored iADLDS arbest described as links to the real data (in the Active Directories) and theisaralidfor

the data needed by the Password Manager serguch as the Challenge/Response data. Account status, passwords and
any other information is always validated by connecting to the real user reposiforgnsure valid data the Diseoy

Service Component updates and deletes in ADLDS on a regular basis

Users are connecting their browsers to the Client Component that communicates with the Server Component using
encrypted webservices.

It is important to note that the Server Component, by utilizing the Infrastructure Component, has no binding to a single
Domain or Domain Forest and thiaastPass is capable of handiMgltiple Foress.
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The fault tolerant Infrastructure Component, tihulti Forest feature and a fully SOA based architecture are features
that large organizations today require in order toseine a solid and reliable solution that has the flexibility and scalability
G2 YSSG GKS NBIdZANBYSyGa Ay G2RIFI&2Qa SOSNI OKIy3IAy3I o0dzaAy

4.1.2.2 Multifactor authentication support

TheFastPass Password Manageapplication supports several authentication methods and more will be added down
the line.

Currently the supported methods are:

e Username/password

e Challenge/Response questions

e Light Challenges (such as last 4 digits in Mobile number)
e Challenge Code debred by SMS

e PIN Code delivered by Service Desk staffPtHND)

All authentication methods can be used either equally or stacked and thereby implement multifactor authentication. In
conjunction with this security administrators can implement different sefsi for different users using their group
membership and they are also able to implement different settings dependent on the network from where the operation
is performed.

Examples of this could be:

e A normal user was only requested to answer correctiyhés challenges.

e An administrative user was requested to pass the Challenge/Response and the Challenge Code delivered by
SMS when performing the operation from the corporate network

e An administrative user was requested to pass the Challenge/ResporisghtaChallenge and the Challenge
Code delivered by SMS when performing the operation from an insecure network, e.g. the Internet.

The configurable muliactor authentication feature can have a huge impact on the security implementation and should
be congdered before implementation dfastPass Password ManagerThe impact of less secure authentication can be
fatal thus enabling persons to authenticate and change the password of other users.

4.1.2.3 Service Provider Support

As described earlier the Password Nger Server Component is not coupled to a single AD and the Infrastructure
Component enables the server to communicate with remote Directories in a reliable and secure way.

Furthermore theFastPass Password Manageproduct currently supportgight European languages as well as

supporting multiple organizations each having its own configuration,-fakfeel and utilization of Infrastructure

Components. TésefeaturesareNS F SNNBER (2 F a a{ S NiagaBdbe relti@n@idarRy®@ NJ { dzLJLJ2 NI €
organiations in ordeito operate its own subsidiary companies (with their own registered domains) from a central

location.
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The drawing below illustrates a scenario utilizing the Service Provider Support featae dra centrally shared servers:
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The scenario utilizes two centrally placed servers. On the first computer the Password Manager Server Component is
installed together with the Infrastructure Component (PM Gateway) and on the second computer the Password Manager
Client andhe Password Manager Client (service provider edition) is installed. Both servers have IIS running and all
components are running as wedervices communicating via SOAP over HTTP using SSL.

ThePassword Managere®rer has a local AlDSconfigured wheretiholds information about enrolled users and their
challenges. There is no direct relation between thid B8 Y R ( KS RANBOG2NASE SEAadGAY3I |
time of enrollment of a user where the user can authenticate to an account ostaroer directory a link to that account

is registered in the central ADSi 2 ASGKSNJ 6 AGK GKS OKIffSyaSao 1ttt | O002dzyi
Directory and the Password Manager applicati®anly responsible fothe datatransportanddoes not save or cache

vital data such as account status or passveord

1 00Saa (2 GKS O0dzad2YSNDRA RANBOG2NASE Aa (GKNRdzAK GKS Cl &
Windows AD. This is typically not the default configuration butatrsquirement for security reasons.

More implementation scenarios are available in chapter 4.3.

4.1.2.4 Enrollment Services

The key to a successful Password Management implementation is user involvement. Awareness of the solution is critical
and to assist in tlsioperation the Password Manager Server Component includes a feature referred to as Enroliment
Services.
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Enrollment Services is a tool that can be configured to send notificatiemaileor SMS) to users found in the Directories
who has not yet enrollethemselves. The tool is configurable from the Administrator Client and various profiles can be
set up so that enrollment is only forced in a manageable order.

A use case example of a configuration profile could senthis to users that are members oD@main Administrators
group who are currently not enrolled. This could be executed every Thursday morning in a 4 week period and end up
with a reset of the password or a lock of the account. Another configuration profile could sedlsto users who are
members of d.ocation B Usegroup and still not enrolled. This could be executed every Friday morning.

Every configuration profile can use various-ponfigured messages or utilize its own custom messages.

The Enrollment Service feature of tRastPas®assword Managet product is a valuable feature during implementation
to ensure all employees are enrolled.

4.1.2.5 Windows Client

Users may work from remote locations with only a single workstation or users may work in shifts so that no workstation

is immediatly available when a user has forgotten his password. To support this scenaFadtirass Password

Managem product can also include a feature that extends the Windows GINA. The feature customizes the login dialog by
putting a button on it which opens ugp very restricted kiosk mode application that can only be used to connect to the
FastPass Password Manager Client Component server.

The application can be distributed using various software distribution methods where the installation is performed with
administrative credentials.

4.1.2.6 Integrations with | dentity Management Solutions

The functionality provided bifastPass Password Manageproduct does by no means compromise other Identity
Management initiativeskFastPass will add state of the art sedfrvice enterprise password managemenidentity
Management solutions and take advantage of the broader scope for such initiatives.

Inthe Password Reset scenario that we discussed earlier in this document, wisensaiccessfully changes resetsthe
passwordhen thiscan be captured by mechanisms like the Microsoft Password Change Notification Service (PCNS) and
propagated to a Micrsoft IdentityLifecycle ManageiLM) which uses Management Agents (Mé&)propagate he new
password to connected systems.

Another option is to install FastPass Connectors that thercejyiiturethe password change and propagdte new

password to its kown systems via theame Infrastructure Components that the Password Manager Server Component
utilizes.

The following diagram presents an overview of the layered architecture from the Password Manager to the Active
Directory and down to the target systerfar the reset and synchronization of passwords.
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Password Manager
Backend Server

Microsoft
Active Directory

Synchronization

Syn,

Chron /.Zat/'o MS AD

Generic

Password Manager
Backend Server c
W. FastPass Connectors onnector

The diagram showan environmentwith aFastPass Password Managerusingeither FastPass Connecteos
MISILM2007a t y I 3SYSy G | 3Syda oa! Qav

It is possible to insta#lither ILM2007Management Agentsr FastPas€onnectors- or both. The installation can be on
one or on separate machineghe benefit of the hybrid ddpyment model is that a combination dfMa ! Qiad
FastPass SOA technologeesbles a flexible approach to reach the many different platformseandronments that
exists

It is however important to understand th&tastPass Password Managehasno degendencyof an ILM2007
deployment.

In the same way that is described with ILM 2007 there is an opportunity to utilizetritveg password facilities in

FastPass Password Manageto introduce sedd SNIZA OS LI 8d62NR Y| yI 3SYSy lanniagh (i K 2 dzi
for, or already has in place, an Identity Management solution like Tivoli Identity Manager or Oracle Identity Manager,

then the option for utilizing any already deployed agents on target systems exists.

4.1.2.7 Administration Client

Ease of administradin and alignment to business process is a key factor in the design BagiPass Password

Managem product. This is especially visible in the Administration Client interfaces.

The Administration Client organizes its settings by organization and derived hereof the initial resource to register is the
organization, which has attributes such as Name, pased number of seats, enrolled number of seats, business contact,
technical contact, Administrator list, and others.

As soon as an organization is registered Security administrators can control the settings of the Password Manager
applications for the sgcified organization. Some of the settings that can be configured are:
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e Authentication profile settings.
e Action profile settings.

e Log settings.

¢ Notification settings.

e Enrollment Service settings.

e Client component settings.

e Infrastructure component settings

Custom challenges

The Administration Client is implemented just as the standard Client and authorization is handled by membership of AD
groups.

4.1.3 Deployment Scenarios

FastPass Password Managecan operate in various environments and configuratioien it comes to storing of data
that the Password Manager server needs to associate to a user, e.g. the Challenge/Respangébe stored in
ADLDS.

4.1.3.1 The Domain coupled scenario

In the firstscenarig which we reér to as theDomaincoupledscenario, sikema changes have be deployed to every

domain forest that FastPass Password Manager operates on and a separate server must exist for each domain forest. As
the application needs the schema change in the Active Dire¢tany this is not always acceptaldby System

Administratorg the application can als@sdiscussecarlier, utilize ADDSF 2 NJ aG2NAy 3 RI Gl adzOK | &
chalenge questions.

Where ALDSs being usedthe schena changes are installed &xDLDSand not on the AD. The password changt

continue to be stored in the AD and not tre ADLDSnstance. Password synchronization tolAI¥and the

synchronization of the user objects from the AD to thdLBBmust bedone manually or througlan ILMMA.

/—Domain coupled scenario: ~

PM Server .
+ E
PM Gateway =
\_ Workstation )
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