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1. Summary  

As organizations around the world are looking to identify initiatives to streamline the business and cut down operational 

cost, IT-Service management - and in particular self-service - seems to be one of the large opportunities to take a deep 

dive into.  

FastPassCorp has produced this document to illustrate how self-service for user identification and authentication 

dramatically can improve productivity in the IT Operations and IT Service Desk and how productivity gains for end-users 

and higher security standards are achieved. 

 

In most organizations the identification of users happens through the use of Passwords as it has been done since end-

users came on-line and had to use passwords for authentication. When users forget their passwords or their account gets 

locked, they have to contact the IT Service Desk.  

 

With the high number of systems and passwords many users have to remember today, and the increasing complexity of 

the passwords, a relatively high workload has been added. The cost associated wiǘƘ ǊŜǎŜǘǘƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘǎ Ŏŀƴ ōŜ 

dramatically reduced by offering this service on a Self-Service basis. 

 

FastPass Password Manager is a complete software solution with a very short implementation time, and yet still capable 

of solving the demands in large and complex IT environments. 

 

We hope you enjoy the reading and will much encourage you to visit our homepage ς www.fastpasscorp.com - to further 

investigate the business-case, see a demo and get more information about FastPass Password Managerϰ 

 

 

  

http://www.fastpasscorp.com/
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2. 2.   Introduction  

As organizations around the world are looking to identify initiatives to streamline the business and cut down operational 

cost, IT-Service management - and in particular self-service - seems to be one of the large opportunities to take a deep 

dive into.  

While we need to change the business into a profitable enterprise, we suggest that the best way to do so is engaging into 

activities and projects that have merit over a longer period of time, but still is able to present significant cost cutting 

short-term 

Top management in general demands that service levels and production are increased, despite of reduced costs. This 

represents additional pressure on IT management to increase productivity in the service operation by introducing new 

tools and optimizing processes. 

User self-service is one key driver for that, and by empowering the users to help themselves in many areas, we are able 

to let analysts and support staffs concentrate on more critical issues ς and potentially also with fewer resources.   

¢ƘŜǊŜ ŀǊŜ о ǘƻǇƛŎǎ ǘƘŀǘ ŀǊŜ ƻƴ ǘƻǇ ƻŦ ǘƘŜ ŀƎŜƴŘŀ ŦƻǊ Ƴƻǎǘ /LhΩǎΥ 

 

1.  Cut down cost, in particular in IT operations 

2.  Ensure that compliancy demands are met  

3.  Deliver new processes and solutions that will help the end-users increase productivity 

 

In most organizations a user, who has forgotten his password, will call the Service desk and ask for a new Password. If the 

Service desk is open for call at this point of time, the Service desk employee will verify the end-users identity ς reset the 

password, and then transfer the new password to the end-user.  

According to Gartner anywhere between 20 and 50% of all calls to the Service Desk are related to lost or forgotten 

passwords. 

The ideal situation however is to introduce an automated process where the user can help himself completely and has no 

need to call the corporate Service Desk. This will not only improve the Service-experience by the end-user, but also save 

time and money in the Service Desk.  

FastPassCorp has developed the FastPass products to address the needs that IT organizations have for an advanced and 

comprehensive Password Management product. 

 

Changing the process regarding forgotten passwords and locked accounts, will give the organization tangible advantages 

in terms of: 

 

  Strengthening security 

Passwords are never given out over the telephone and Service Desk staff does not have to spend time verifying 
the user. This eliminates the non-secure practices around password resets and satisfies regulatory compliance 
legislation such as Sarbanes Oxley, Basel 2 etc. And at the same time this facilitates the implementation of 
stronger password policies without increasing the workload in the Service Desk. 
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 Boost productivity 

Because FastPass Password Managerϰ Users are able to reset their own passwords immediately and from 
anywhere any time - 24 hours 7 days a week -, the end-user satisfaction is increased as costly downtime 
decreases. This is possible because of the simple and secure self-service process where users identify themselves 
to FastPass by answering private challenge questions and immediately after type in a new password and can 
continue working. 

  Reduce operational costs 

FastPass Password Managerϰ reduces the workload in the Service Desk, and allowing support staff to 
concentrate on more critical problems. A decrease of 20-50% of incoming calls will dramatically cut down running 
costs.  

  Prepare for the future 

FastPass Password Managerϰ integrates with any platform or application you have already invested in or plan to 
invest in. Using the .NET technologies framework, FastPass Password Managerϰ is a web-services application, 
using Microsoft Active Directory as the user data repository and ADLDS (previously ADAM) as the data store for 
user data.  

As organizations adopt increasingly tougher security standards, users are required to remember more, longer and more 

complex passwords. This increases the likelihood that they will forget one or more of these passwords and place a call to 

the Service Desk for a password reset in one of their systems. 

 

 

How can a user securely reset his password? 

 

²ƘŜƴ ŀ ǳǎŜǊ ǿŀƴǘǎ ǘƻ ǊŜǎŜǘ Ƙƛǎ tŀǎǎǿƻǊŘΣ ƘŜ ŎƭƛŎƪǎ ǘƘŜ άŦƻǊƎƻǘ ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ²ƛƴŘƻǿǎ ƭƻƎƛƴ ǎŎǊŜŜƴΦ IŜ ƛǎ ǘƘŜƴ 

directed to the FastPass server.  FastPass will ask a number of private questions (challenge questions). When the user 

answers the questions correctly, he is allowed to reset his password. 

If there is a need for a more secure identification (strong authentication) of the user trying to change a user password, 

then challenge ǉǳŜǎǘƛƻƴǎ Ŏŀƴ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ƻǘƘŜǊ ƳŜǘƘƻŘǎ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅΦ CƻǊ ƛƴǎǘŀƴŎŜΥ 

ŎƘŀƭƭŜƴƎŜ ǉǳŜǎǘƛƻƴǎ Ŏŀƴ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ŀ tLb ŎƻŘŜ ǘƘŀǘ ƛǎ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊΩ ƳƻōƛƭŜ ǇƘƻƴŜ ōȅ {a{Φ Lƴ ǘƘƛǎ ǎŎŜƴŀǊƛƻ ǘƘŜ 

mobile phone effectively works as token. 

 

Considerations to be made for a successful User Self Service for forgotten Passwords 

 

 To achieve success with Self-service password reset, it is vital that all users enroll into the system. If they are not they 

will simply continue to call the Service desk as always. To accomplish this you need: 

 

 Automatic e-mail (or SMS) invitations 

 Automatic reminder process  

 Automatic invitations for all new hires 

 Text and process modifiable to fit each organization and group 

 A process that supports users that call upon the Service Desk before enrolling 

 

In general terms, the system needs also to be robust against hostile attacks and notif ication to users and administrators 

if attempts are being made to reset passwords. 
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When there are other passwords than Windows then it is necessary to synchronize software to other target systems and 

applications like SAP and AS400 systems. The user will then only have to remember one password. Password resets and 

changes are done in one system for all systems and applications.   

 

 

Catch-22 

 

How can a user get in contact to FastPass Password Managerϰ application if he has forgotten the password to his own 

PC? 

 

This has normally been considered a Catch-нн ǎƛǘǳŀǘƛƻƴΦ ²ƛǘƘ Cŀǎǘtŀǎǎ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ƘŀǾŜ ŀ άōǳǘǘƻƴέ ŀǾŀƛƭŀōƭŜ ƻƴ Ƙƛǎ ƭƻƎƛƴ 

screen on the XP, Vista or Windows 7 PC. When the user hits the button, before login, he is directed to the FastPass 

ǎŜǊǾŜǊΦ !ǘ ǘƘƛǎ Ǉƻƛƴǘ ŀƴŘ ǘƛƳŜ ƘŜ Ŏŀƴ Řƻ ƴƻǘƘƛƴƎ ŜƭǎŜ ǘƘŀƴ ǘƘŀǘΣ ǎƛƴŎŜ ƘŜ ƘŀǎƴΩǘ ōŜŜƴ ƭƻƎƎŜŘ ƻƴ ǘƘŜ t/Φ hƴŎŜ 

authenticated on FastPass he can issue a new password on FastPass. The password will be validated and reset on the 

domain controller and the user can, with his new password, login to the PC and the domain.  

 

 

Installation and implementation 

 

With a dependency on nothing else than IIS and Active Directory, FastPass Password Managerϰ installs in a matter of 

hours, requires little or no consulting hours, and delivers ROI from the moment the first user resets his password. 

FastPass will take advantage of the existing operational procedures in your Windows Server environment. 

 

 

Single Sign-on or Single Password? 

 

For many many years Single-Sign-on (SSO) has been on the radar in many organizations to simplify the authentication 

process for the users. Unfortunately the technology and the solutions available have not been able to effectively solve 

this, and so many SSO projects has failed and never reached the goal.  

The introduction of the Single Password method, which basically is available through synchronization of passwords 

between systems, the primary goal for SSO, is achieved. It is hard to produce a business case for SSO by counting the 

seconds that it takes for a user to logon to a system. There are however significant gains to achieve by letting the users 

only have one password to remember and change and, in a forgotten password situation, be able to swift and rigorously 

reset the password on all systems at a time. 

    

Deployment scenarios might include a user Self Service password reset deployment on the Active Directory for Kerberos 

enabled Single Sign-On from Active Directory to windows based SAP instances and synchronization to other SAP 

instances.  

 

The basic idea for FastPass is to facilitate Self-service access to any system the user needs to get access to and provide 

the baseline for enabling that. In many cases Kerberos enabled Single Sign-on options has merit and in many other cases 

password synchronization is the preferred route to give users access to the systems they need when and where they 

need it.  
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The call is yours how you prefer to address this but - beware of the many pitfalls that exists in this area due to many an 

attempt to facilitate SSO in the enterprises.  

 

 

Conclusion 

 

In conclusion, the FastPassCorp commitment to SOA based solutions and the Microsoft Infrastructure is both convincing 
and compelling. FastPass will un-lock the potential in your Windows server infrastructure and add that as an increased 
service to your users thus enhancing the overall service experience.  

We continue to innovate and provide the tooling that both simplifies the choices you take in order to make your business 
more competitive and to help you reduce operational costs and increase efficiency. 

We look forward to being of service to you. 
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3. Product Overview  

3.1.1 FastPass Password Manager 

 

In brief FastPass Password Managerϰ offers an integrated and non-intrusive solution approach where the users are 

empowered to enroll themselves with their own challenge-response choices in order to reset their passwords whilst all 

the time directly leveraging the features and policies of Active Directory. 

 

The biggest concern when deploying a new tool interfacing seamlessly with the directory is the impact on users. 

Disrupting the work of users in any way can overwhelm the Service Desk with calls and create an increased need for 

ǎǳǇǇƻǊǘΦ ¢Ƙƛǎ ǘƻƻƭΩǎ ƻōƧŜŎǘƛǾŜ ƛǎ ǘƻ Ŏǳǘ ǘƘŜ Ŏŀƭƭǎ ǘƻ ǘƘŜ Service Desk in order to fully exploit the ROI potential.  

The nature of de-stacked toolsets such as FastPass Password Managerϰ allows for addressing discrete problems without 

the investment needed for deploying an integrated enterprise solution. 

 

The deployment of web browser based FastPass Password Managerϰ maintains transparency for network and internet 

users alike and allows the organization to continue in the drive to improve services linked to Active Directory. Options 

exists with FastPass Connectors for pushing password resets from Active Directory to other vendor systems, platforms 

and applications with a web services based interceptor and dispatcher toolset developed by FastPassCorp, and using the 

Microsoft .NET framework technology. Password changes can be propagated using either FastPass Connectors or 

Microsoft Identity Lifecycle Manager (ILM2007) or any other Identity Management system in place. 

 

FastPass Password Managerϰ supports SAP Portal and Microsoft Share Point solutions by utilizing an SOA web service  

interface towards FastPass Password Manager. 

The combination of these utilities increases the breadth and scope of a password management project into supported 

systems including AS/400, Oracle, UNIX, Linux, SAP, SQL and more.  

Pushing password changes through user Self-service has proven benefits for cost management in respect of Information 

Worker and Service Desk productivity alike. Installation is performed in just a few hours, and implementation can be 

completed within a working day. 

 ¢ƘŜ ƭƻǿ Ŏƻǎǘ ŘŜǇƭƻȅƳŜƴǘ ŀŘŘǊŜǎǎƛƴƎ ǿƘŀǘ ƛƴŘǳǎǘǊȅ ŀƴŀƭȅǎǘǎ Ŏŀƭƭ ǘƘŜ Ψƭƻǿ ƘŀƴƎƛƴƎ ŦǊǳƛǘΩ ƻŦ ŀƴ ŜƴǘŜǊǇǊƛǎŜ ǇŀǎǎǿƻǊŘ 

management problem delivers the bite sized approach for quick results and immediate ROI. 

 

3.1.2 Strong Authentication  

FastPass Password Management solution offers functionality to authenticate employees in different ways when they try 

to access the solution. For instance, one employee can be asked to authenticate with SMS PIN Code and 

Challenge/Response when executing a Password Reset operation where another employee can be asked to authenticate 

with just Challenge/ Response when performing the same operation. 

The best practice aŘǾƛǎŜǎ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛƴ ǘƘŜ άwŜǎŜǘ tŀǎǎǿƻǊŘέ ƻǇŜǊŀǘƛƻƴ ƛǎ ǘƻ ŎƻƴŦƛƎǳǊŜ ŦƻǳǊ ǇǊƻŦƛƭŜǎΥ 

1. The first profile allow for password resets for normal employees from physical secured networks only and just 
ǳǎƛƴƎ ǘƘŜ ά/ƘŀƭƭŜƴƎŜκwŜǎǇƻƴǎŜέ ŀǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘ.  

2. The second profile allow for password resets for high-risk employees from physical secured networks only and 
ǘƘŜƴ ŦƛǊǎǘ ǊŜǉǳŜǎǘ ά{a{ tLb /ƻŘŜέ ŀƴŘ ǎŜŎƻƴŘΣ ǊŜǉǳŜǎǘ ά/ƘŀƭƭŜƴƎŜκwŜǎǇƻƴǎŜέ ŀǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘΦ  

3. The third profile allow for password resetǎ ŦǊƻƳ ŀƴȅ ƴŜǘǿƻǊƪ ŀƴŘ ǘƘŜƴ ŦƛǊǎǘ ǊŜǉǳŜǎǘ ά{a{ tLb /ƻŘŜέ ŀƴŘ ǎŜŎƻƴŘΣ 
ǊŜǉǳŜǎǘ ά/ƘŀƭƭŜƴƎŜκwŜǎǇƻƴǎŜέ ŀǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘΦ  

4. ¢ƘŜ ŦƻǳǊǘƘ ǇǊƻŦƛƭŜ ŀƭƭƻǿ ŦƻǊ ǇŀǎǎǿƻǊŘ ǊŜǎŜǘǎ ŦƻǊ ŀƴȅ ŜƳǇƭƻȅŜŜ ŦǊƻƳ ŀƴȅ ƴŜǘǿƻǊƪ ŀƴŘ ǘƘŜƴ ŦƛǊǎǘ ǊŜǉǳŜǎǘ άIŜƭǇ 
5Ŝǎƪ tLb /ƻŘŜέ ŀƴŘ ǎŜŎƻƴŘΣ ǊŜǉǳŜǎǘ ά/ƘŀƭƭŜƴƎŜκwŜǎǇƻƴǎŜέ ŀǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘΦ ¢Ƙƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿƛƭƭ 
allow normal and high-risk employees in secured networks, and employees with a registered mobile number to 
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reset passwords on their own but leave normal employees from un-trusted networks or high-risk employees 
without a registered mobile number to reset password only after being in contact with the Help Desk.  

The Authentication Profile definition consists of the following attributes: 

 Selected Groups: A list of groups allowed using the profile. An employee accessing the end-employee interface 
ǿƛƭƭ ōŜ άŦƛƭǘŜǊŜŘ ƛƴέ ƛŦ ƘŜ ƛǎ ƳŜƳōŜǊ ƻŦ ƻƴŜ ƻǊ ƳƻǊŜ ƻŦ ǘƘŜ ƎǊƻǳǇǎ ƭƛǎǘŜŘ ƛƴ ǘƘŜ ά{ŜƭŜŎǘŜŘ DǊƻǳǇǎέ ƭƛǎǘΦ ¢Ƙƛǎ 
attribute is mandatory. Selected Deny Groups: A list of groups which shall not be allowed to use the profile. An 
employee accessing the end-ŜƳǇƭƻȅŜŜ ƛƴǘŜǊŦŀŎŜ ǿƛƭƭ ōŜ άŦƛƭǘŜǊŜŘ ƻǳǘέ ƛŦ ƘŜ ƛǎ ƳŜƳōŜǊ ƻŦ ƻƴŜ ƻǊ ƳƻǊŜ ƻŦ ǘƘŜ 
ƎǊƻǳǇǎ ƭƛǎǘŜŘ ƛƴ ǘƘŜ ά{ŜƭŜŎǘŜŘ 5Ŝƴȅ DǊƻǳǇǎέ ƭƛǎǘ ŀƴŘ ǘƘƛǎ ŜǾŜƴ ƛŦ ƘŜ ƛǎ ƳŜƳōŜǊ ƻŦ ŀ ƎǊƻǳǇ ƛƴ ǘƘŜ ά{ŜƭŜŎǘŜŘ 
Groupǎέ ƭƛǎǘ this attribute is mandatory.  

  
 Selected Networks: ! ƭƛǎǘ ƻŦ ƴŜǘǿƻǊƪǎ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ άbŜǘǿƻǊƪ {ŜǘǘƛƴƎǎέ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǳǎŜŘ ǘƻ ŦƛƭǘŜǊ ƛƴ an 
ŜƳǇƭƻȅŜŜ ǇŜǊŦƻǊƳƛƴƎ ǘƘŜ ά9ƴǊƻƭƭ 9ƳǇƭƻȅŜŜέ ƻǇŜǊŀǘƛƻƴΦ An employee accessing the end-employee interface will 
be άŦƛƭǘŜǊŜŘ ƛƴέ ƛŦ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƪƴƻǿƴ ōȅ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ŀǎ w9ah¢9ψ!55w9{{ ƛǎ ǿƛǘƘƛƴ ǘƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ 
ƴŜǘǿƻǊƪ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ƻƴŜ ƻǊ ƳƻǊŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪǎ ƭƛǎǘŜŘ ƛƴ ǘƘŜ ά{ŜƭŜŎǘŜŘ bŜǘǿƻǊƪǎέ ƭƛǎǘΦ This attribute is 
mandatory.  

  
 Selected Authentications: A list oŦ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘǎ ǘƻ ǳǎŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƘŜƴ ōŜƛƴƎ άŦƛƭǘŜǊŜŘ ƛƴέ ōȅ 

the Authentication Profile criteria. An employee accessing the end-employee interface will be prompted to 
authenticate by the authentication methods in the listed order. 
 

 For thŜ άwŜǎŜǘ tŀǎǎǿƻǊŘέ ƻǇŜǊŀǘƛƻƴ ǘƘŜ ŀǾŀƛƭŀōƭŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜǘƘƻŘǎ ŀǊŜΥ  
  

o Challenge/Response  
o Help Desk PIN Code  
o SMS PIN Code  

If the Challenge/Response is selected the employee must have enrolled into the Password Manager solution for 

this profile to be applicable for the employee. If the SMS PIN Code is selected the employee must have a well-

ŦƻǊƳŀǘǘŜŘ ƳƻōƛƭŜ ƴǳƳōŜǊ ƛƴ ǘƘŜ άƳƻōƛƭŜέ ŀǘǘǊƛōǳǘŜ ƛƴ aƛŎǊƻǎƻŦǘ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΦ LŦ ǘƘƛǎ ƛǎ ƴƻǘ ǘƘŜ ŎŀǎŜ ǘƘŜ 

Authentication Profile will not be applicable for the employee.  

SMS/Text Pin code Authentication 

The SMS PIN Code Authentication Settings page can be used to show or edit the settings for the SMS PIN Code 

authentication method used in the Password Manager solution. 

The SMS PIN Code authentication method can be described as an authentication method where a system will generate a 

PIN Code and send this to a SMS capable device registered as belonging to the employee and then ask a employee for the 

PIN Code where the employee must answer correctly before being considered as authenticated. 

The Password Manager solution implements the SMS PIN Code authentication method in a way where the system 

ŎƻƭƭŜŎǘǎ ǘƘŜ άƳƻōƛƭŜέ ŀǘǘǊƛōǳǘŜ ŦƻǊ an employee from AD and then uses this as target when sending a PIN Code using rules 

specified in the configuration.  

There are a number of configurable parameters for the Challenge/Response authentication method: 

 SMS PIN Code length: This number decides the length of a generated PIN Code. SMS PIN Code Grouping length: 
This number decides the length of each group of characters when being send, e.g. if configured to 2 and the PIN 
Code length is set to 6 then the employee will receive a SMS PIN Code looking like ## ## ## but he/she will still 
have to input it like ######.  

 SMS PIN Code Characters: This value decides which characters to use in PIN Codes. By default this value is set to 
1234567890 but it can also be extended to a value like 1234567890ABCDEFGHIJKLMNOPQRSTUVWXYZ or any 
other characters that is seen as reasonable.  
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 Max. Failed: This number decides how many retries an employee will get before being locked from using the 
Password Manager solution. If an employee gets locked the only way to get unlocked is to receive and use a 
Help Desk PIN for enrollment.  

 PIN Authentication Timeout: This number decides for how long time (in minutes) a SMS PIN Code will be valid 
for use.  

The SMS PIN Code authentication method relies on a configured SMS Gateway to be functional. 
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3.1.3 Bridging the Vendor Gap  

 

Synchronization and Connectivity Architecture 

Synchronization across multiple platforms is dependent upon connectivity to other platforms and FastPass Connectors 

uses a component based scalable architecture fully utilizing web services in an interceptor and dispatcher based product. 

Further development of the web services connector architecture is underway and currently supports the following 

platforms: 

 

 Microsoft Active Directory 

 UNIX 

 Linux 

 SAP 

 MS SQL 

 AS/400 

 Generic Connector 
 
In order to increase the range of the FastPass solution to other systems and platforms that are not supported by 
FastPassCorp, a Generic Connector is made available. This allows for custom connectors to be developed.  
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4. Technical Description  

4.1.1 In brief  

Technically FastPass Password Manager is a set of .NET 2.0 based web services applications using ASP pages served from 

Microsoft Internet Information Servers (IIS) and implemented in a Service Oriented Architecture (SOA). 

Conceptually the FastPass Password Managerϰ server is split into three major components:  

 

 the Client Component 

 the Server Component  

 the Infrastructure Component  

These three components communicate internally using encrypted web-services and can be installed on the same or on 

different physical servers. The simplified architecture is as shown in the following diagram. 

 

 

 

User with browser 

access

Password Manager 

Server

Domain 

Forests

 
Due to the fact that the product is a fully web-based application (unless the windows client which is optional) there is no 

software installation requirement on the desktop client. On the server side also, the application is scalable in a way that 

it, in smaller organizations, can be put on top of an existing IIS server and in larger organizations it can be spread over 

multiple servers giving the highest possible performance, reliability and security. 

 

4.1.1.1 How does it work? 

 

Basically the application can be configured to adapt to any number of requirements and security policies and can be used 

in many different scenarios with different authentication methods. The Challenge/Response authentication method is 

the most widely adopted by our customers.  

Before going into a description of the various authentication methods, the features and a breakdown of the architecture 

let us first describe a scenario for the most important function that the application provides:  
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The Password Reset function   

When a user has forgotten his password and wants to perform the Password Reset operation, he must first of all provide 

a known user ID on a registered domain. The account that is identified using the provided information and the network 

from which the operation is performed decides a set of authentication methods that the user must pass through before 

he is permitted to continue with the password reset. The user is presented to one authentication method at a time and 

cannot either select between or skip the possible authentication methods. 

If the user succeeds in responding correctly to the presented  

authentication methods the application will ask for the new password and then continue the process by performing an 

administrative password reset to a random generated password. The application will then try to perform a user password 

change by using the memorized random generated password as the old password and resets the password to the one 

which the user has provided. This last operation is performed as the user account performing the operation and this 

ensures that all AD group policies and all custom made password filters can reject the user selected password. If the 

passǿƻǊŘ ŦǊƻƳ ǘƘŜ ǳǎŜǊ ƎŜǘǎ ǊŜƧŜŎǘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ƛǎ ǎǘƛƭƭ ǇǊƻǘŜŎǘŜŘ ōȅ ǘƘŜ random generated 

password. 

 

Illustration of the Password Reset operation: 

   

 

Identify User Authenticate User New Password

More authentications?

Reset Password 

in AD

Implement new 

Password in AD

Redo authentication !

Redo New Password !Redo indentification!

 
 

 

This is an outline of what the application is actually doing and what components the application is in touch with 

throughout its operation. To ensure the understanding - ƭŜǘΩǎ just repeat the steps once again: 

 

1. Check if the user account exists and is not disabled in the AD. 

2. Identify Authentication methods using group membership and IP-address. 

3. Execute Authentication method(s). 

4. Get new Password from user. 

5. Reset Password for the account in AD as an administrative user. 

6. Implement new Password as the requesting user and get direct response from AD group policies and implement-
ted filters. 

 

 

 

 

 

 

 

 



 

 

FastPass Password Manager V 3.3  

 

August 2009  Page 14 of 25 

4.1.2 Technical Details  

4.1.2.1 The architecture  

 

The architecture of FastPass Password Manager consists as earlier described of three components;  

 

 the Server Component 

 the Client Component 

 the Infrastructure Component 

 

Illustration of base components 
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4.1.2.1.1 The Server Component  

 

The core functionality of the product is implemented in the Server Component. Responsibilities include: 

 Acceptance (authorization) of Client Component instances. 

 Communication with the Client Component (SOA). 

 Acceptance (authorization) of Infrastructure Component instances. 

 Communication with the Infrastructure Component (SOA). 

 Input/output to the central data storage (ADLDS formerly ADAM). 

 Configuration storage (XML files). 

 Credential storage of system accounts (Encrypted files). 

 Coordination of all transactions. 
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 Session control. 

 Authentication based on utilization of Infrastructure  
component. 

 Authorization based on users group memberships. 

The Server Component is typically installed on a server together with the Infrastructure Component but can also be 

installed on the same physical server as the Client Component. 

 

4.1.2.1.2 The Client Component  

The presentation functionality of the product is implemented in the Client Component. The Client Component is 

restricted to communicate using the standards defined by the Server Component.  

 

Responsibilities include: 

 

 Communication with the Server Component (SOA) 

 Presentation of screens enabling users to execute the  
operations implemented by the Server Component. 

 Local authentication of users if needed as in the Service  
Provider Edition. 

 Credential storage of system accounts as needed in the  
Service Provider Edition (Encrypted files). 

 Configuration storage if needed (XML files). 

 Browser session control. 

The Client Component is typically installed on a separate server but can also be installed on the same physical server as 

the Server and the Infrastructure Component. 

 

4.1.2.1.3 The Infrastructure Component  

 

The technology integration functionality of the product is implemented in the Infrastructure Component. This means that 

communication to and from almost all third parties that the product integrates with goes through the Infrastructure 

Component, including the communication to and from the Active Directory. The main purpose of the Infrastructure 

Component is to make the technologies that the application builds on transparent and uniform to the Server Component.  

 

Responsibilities include: 

 

 Communication with the Server Component (SOA). 

 Transport of data to target systems. 

 Identification of transport routes to target systems. 

 Fault tolerance of transport to target systems. 
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 Authentication to the next-next point in the transport route. 

 Credential storage of the next-next account information  
(Encrypted files). 

 Configuration storage if needed (XML files). 

The Infrastructure Component is typically installed on a server together with the Server Component but can also be 

installed on the same physical server as the Client Component. Furthermore the Infrastructure Component can be 

installed on servers that provide safe routes to the backend servers running the Active Directory or other user 

repositories. 

In the illustrations presented throughout the rest of this White Paper, the Infrastructure Component is often referred to 

as Password Manager Gateways and Password Manager Connectors or just FastPass Connectors. 

 

4.1.2.1.4 The full architecture  

 

The illustrations in this section are examples of FastPass implementations. 

The Server Component and the Infrastructure Component are installed on a physical server and the Client Component is 

installed on another physical server. 

The Server Component stores data in a local ADLDS installation and utilizes the fault tolerant Infrastructure Component 

when needing information from the AD and this then delivers a route to the requested source (server).  
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The data stored in ADLDS are best described as links to the real data (in the Active Directories) and the same is valid for 

the data needed by the Password Manager server, such as the Challenge/Response data. Account status, passwords and 

any other information is always validated by connecting to the real user repository. To ensure valid data the Discovery 

Service Component updates and deletes in ADLDS on a regular basis. 

Users are connecting their browsers to the Client Component that communicates with the Server Component using 

encrypted web-services. 

It is important to note that the Server Component, by utilizing the Infrastructure Component, has no binding to a single 

Domain or Domain Forest and that FastPass is capable of handling Multiple Forests.  
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The fault tolerant Infrastructure Component, the Multi Forest feature and a fully SOA based architecture are features 

that large organizations today require in order to ensure a solid and reliable solution that has the flexibility and scalability 

ǘƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ ǘƻŘŀȅΩǎ ŜǾŜǊ ŎƘŀƴƎƛƴƎ ōǳǎƛƴŜǎǎ ŜƴǾƛǊƻƴƳŜƴǘǎΦ 

 

4.1.2.2 Multifactor authentication support  

 

The FastPass Password Managerϰ application supports several authentication methods and more will be added down 

the line.  

 

Currently the supported methods are: 

 

 Username/password 

 Challenge/Response questions 

 Light Challenges (such as last 4 digits in Mobile number) 

 Challenge Code delivered by SMS 

 PIN Code delivered by Service Desk staff (HD-PIN) 

All authentication methods can be used either equally or stacked and thereby implement multifactor authentication. In 

conjunction with this security administrators can implement different settings for different users using their group 

membership and they are also able to implement different settings dependent on the network from where the operation 

is performed.  

 

Examples of this could be: 

 

 A normal user was only requested to answer correctly on his challenges. 

 An administrative user was requested to pass the Challenge/Response and the Challenge Code delivered by 
SMS when performing the operation from the corporate network   

 An administrative user was requested to pass the Challenge/Response, a Light Challenge and the Challenge 
Code delivered by SMS when performing the operation from an insecure network, e.g. the Internet. 

The configurable multi-factor authentication feature can have a huge impact on the security implementation and should 

be considered before implementation of FastPass Password Managerϰ. The impact of less secure authentication can be 

fatal thus enabling persons to authenticate and change the password of other users. 

 

4.1.2.3 Service Provider Support 

 

As described earlier the Password Manager Server Component is not coupled to a single AD and the Infrastructure 

Component enables the server to communicate with remote Directories in a reliable and secure way.  

Furthermore the FastPass Password Managerϰ product currently supports eight European languages as well as 

supporting multiple organizations each having its own configuration, look-and-feel and utilization of Infrastructure 

Components. These features are ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ά{ŜǊǾƛŎŜ tǊƻǾƛŘŜǊ {ǳǇǇƻǊǘέ ōǳǘ may also be relevant in larger 

organizations in order to operate its own subsidiary companies (with their own registered domains) from a central 

location.  
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The drawing below illustrates a scenario utilizing the Service Provider Support feature based on centrally shared servers: 
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The scenario utilizes two centrally placed servers. On the first computer the Password Manager Server Component is 

installed together with the Infrastructure Component (PM Gateway) and on the second computer the Password Manager 

Client and the Password Manager Client (service provider edition) is installed. Both servers have IIS running and all 

components are running as web-services communicating via SOAP over HTTP using SSL.  

The Password Manager Server has a local ADLDS configured where it holds information about enrolled users and their 

challenges. There is no direct relation between this ADLDS ŀƴŘ ǘƘŜ ŘƛǊŜŎǘƻǊƛŜǎ ŜȄƛǎǘƛƴƎ ŀǘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǎƛǘŜǎ ōǳǘ ŀǘ ǘƘŜ 

time of enrollment of a user where the user can authenticate to an account on a customer directory a link to that account 

is registered in the central ADLDS ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎΦ !ƭƭ ŀŎŎƻǳƴǘ ƻǇŜǊŀǘƛƻƴǎ ŀǊŜ ŘƻƴŜ ŀǘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ !ŎǘƛǾŜ 

Directory and the Password Manager application is only responsible for the data transport and does not save or cache 

vital data such as account status or passwords. 

!ŎŎŜǎǎ ǘƻ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŘƛǊŜŎǘƻǊƛŜǎ ƛǎ ǘƘǊƻǳƎƘ ǘƘŜ Cŀǎǘtŀǎǎ LƴŦǊŀǎǘǊǳŎǘǳǊŜ /ƻƳǇƻƴŜƴǘǎΦ {{[ Ƴǳǎǘ ōŜ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ 

Windows AD. This is typically not the default configuration but it is a requirement for security reasons. 

More implementation scenarios are available in chapter 4.3. 

 

4.1.2.4 Enrollment  Services 

 

The key to a successful Password Management implementation is user involvement. Awareness of the solution is critical 

and to assist in this operation the Password Manager Server Component includes a feature referred to as Enrollment 

Services.  
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Enrollment Services is a tool that can be configured to send notifications (e-mail or SMS) to users found in the Directories 

who has not yet enrolled themselves. The tool is configurable from the Administrator Client and various profiles can be 

set up so that enrollment is only forced in a manageable order.  

A use case example of a configuration profile could send e-mails to users that are members of a Domain Administrators 

group who are currently not enrolled. This could be executed every Thursday morning in a 4 week period and end up 

with a reset of the password or a lock of the account. Another configuration profile could send e-mails to users who are 

members of a Location B Users group and still not enrolled. This could be executed every Friday morning. 

Every configuration profile can use various pre-configured messages or utilize its own custom messages. 

The Enrollment Service feature of the FastPass Password Managerϰ product is a valuable feature during implementation 

to ensure all employees are enrolled. 

 

4.1.2.5 Windows Client 

 

Users may work from remote locations with only a single workstation or users may work in shifts so that no workstation 

is immediately available when a user has forgotten his password. To support this scenario the FastPass Password 

Managerϰ product can also include a feature that extends the Windows GINA. The feature customizes the login dialog by 

putting a button on it which opens up a very restricted kiosk mode application that can only be used to connect to the 

FastPass Password Manager Client Component server. 

The application can be distributed using various software distribution methods where the installation is performed with 

administrative credentials. 

 

4.1.2.6 Integrations with I dentity Management  Solutions 

 

The functionality provided by FastPass Password Managerϰ product does by no means compromise other Identity 

Management initiatives. FastPass will add state of the art self-service enterprise password management to Identity 

Management solutions and take advantage of the broader scope for such initiatives.  

 

In the Password Reset scenario that we discussed earlier in this document, when a user successfully changes or resets the 

password then this can be captured by mechanisms like the Microsoft Password Change Notification Service (PCNS) and 

propagated to a Microsoft Identity Lifecycle Manager (ILM) which uses Management Agents (MA) to propagate the new 

password to connected systems.  

Another option is to install FastPass Connectors that then will capture the password change and propagate the new 

password to its known systems via the same Infrastructure Components that the Password Manager Server Component 

utilizes. 

The following diagram presents an overview of the layered architecture from the Password Manager to the Active 

Directory and down to the target systems for the reset and synchronization of passwords. 
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The diagram shows an environment with a FastPass Password Managerϰ, using either FastPass Connecters or 

MIIS/ILM2007 aŀƴŀƎŜƳŜƴǘ ŀƎŜƴǘǎ όa!Ωǎύ 

 

It is possible to install either ILM2007 Management Agents or FastPass Connectors - or both. The installation can be on 

one or on separate machines. The benefit of the hybrid deployment model is that a combination of ILM a!Ωǎ and 

FastPass SOA technologies enables a flexible approach to reach the many different platforms and environments that 

exists.  

 

It is however important to understand that FastPass Password Managerϰ has no dependency of an ILM2007 

deployment. 

 

In the same way that is described with ILM 2007 there is an opportunity to utilize the strong password facilities in 

FastPass Password Managerϰ to introduce self-ǎŜǊǾƛŎŜ ǇŀǎǎǿƻǊŘ ƳŀƴŀƎŜƳŜƴǘ ǿƛǘƘƻǳǘ ŎƻƳǇǊƻƳƛǎŜΦ LŦ ȅƻǳΩǊŜ Ǉlanning 

for, or already has in place, an Identity Management solution like Tivoli Identity Manager or Oracle Identity Manager, 

then the option for utilizing any already deployed agents on target systems exists. 

 

 

4.1.2.7 Administration Client  

 

Ease of administration and alignment to business process is a key factor in the design of the FastPass Password 

Managerϰ product. This is especially visible in the Administration Client interfaces. 

The Administration Client organizes its settings by organization and derived hereof the initial resource to register is the 

organization, which has attributes such as Name, purchased number of seats, enrolled number of seats, business contact, 

technical contact, Administrator list,  and others. 

As soon as an organization is registered Security administrators can control the settings of the Password Manager 

applications for the specified organization. Some of the settings that can be configured are: 
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 Authentication profile settings. 

 Action profile settings. 

 Log settings. 

 Notification settings. 

 Enrollment Service settings. 

 Client component settings. 

 Infrastructure component settings. 

 Custom challenges 

 

The Administration Client is implemented just as the standard Client and authorization is handled by membership of AD 

groups.  

  

4.1.3 Deployment Scenarios  

FastPass Password Managerϰ can operate in various environments and configurations. When it comes to storing of data 

that the Password Manager server needs to associate to a user, e.g. the Challenge/Response data will be stored in 

ADLDS. 

 

4.1.3.1 The Domain coupled scenario 

In the first scenario, which we refer to as the Domain coupled scenario, schema changes have to be deployed to every 

domain forest that FastPass Password Manager operates on and a separate server must exist for each domain forest. As 

the application needs the schema change in the Active Directory (and this is not always acceptable by System 

Administrators) the application can also, as discussed earlier, utilize ADLDS ŦƻǊ ǎǘƻǊƛƴƎ Řŀǘŀ ǎǳŎƘ ŀǎ ǘƘŜ ǳǎŜǊΩǎ  

challenge questions. 

Where ADLDS is being used, the schema changes are installed on ADLDS and not on the AD. The password change will 

continue to be stored in the AD and not on the ADLDS instance. Password synchronization to ADLDS and the 

synchronization of the user objects from the AD to the ADLDS must be done manually or through an ILM MA. 
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